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  (ICD)	
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Implantable	
  Cardiac	
  Devices	
  

•  Pacemakers	
  
–  Correct	
  for	
  slow	
  heart	
  rhythms	
  
–  Correct	
  for	
  no	
  heart	
  rhythm	
  

•  Implantable	
  Cardioverter-­‐Defibrillators	
  
–  “Reset”	
  poten;ally	
  fatal	
  heart	
  rhythms	
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•  Need	
  more	
  security	
  
1.   No	
  individualized	
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2.   Demonstrated	
  security	
  vulnerabili,es	
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•  Private	
  informa;on	
  
– Obtain	
  serial	
  number,	
  
pa;ent	
  name,	
  diagnosis	
  

•  Health	
  impacts	
  	
  
– Turn	
  off	
  therapies	
  
(defibrilla;on)	
  

–  Induce	
  cardiac	
  fibrilla;on	
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Medical	
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•  Coming	
  to	
  market	
  
–  Glass	
  
–  SpaceGlasses	
  
–  castAR	
  

•  Incorporates	
  wearable	
  
camera	
  

•  Defenses	
  being	
  considered	
  
–  [Templeman	
  2014],	
  [Barhm	
  2011],	
  

[Brassil	
  2009],	
  [Patel	
  2009],	
  	
  	
  
[Schiff	
  2009],	
  [Halderman	
  2004]	
  



•  Observa;on	
  &	
  semi-­‐
structured	
  interviews	
  in	
  
cafes	
  

•  Researcher	
  pair:	
  
A.  Wear	
  AR	
  device	
  

(confederate)	
  
B.  Approach	
  and	
  interview	
  

bystanders	
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e.g.,	
  	
  
•  [Brassil	
  2009]	
  
•  [Patel	
  2009]	
  
•  [Schiff	
  2009]	
  
•  [Templeman	
  2014]	
  

e.g.	
  [Henne	
  2013]	
  



Other	
  Projects	
  
Tabletop	
  games	
  to	
  promote	
  
security	
  awareness	
  
[Denning	
  2013],	
  [Denning	
  2013]	
  

Threats	
  and	
  risks	
  with	
  
household	
  technologies	
  
[Denning	
  2009],	
  [Denning	
  2013]	
  

Authen,ca,on	
  via	
  implicit	
  
memory	
  
[Denning	
  2011]	
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hurt?	
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  design	
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What	
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•  Developers,	
  managers,	
  policymakers,	
  users,	
  students	
  
need	
  computer	
  security	
  tools	
  

•  We	
  need	
  to	
  provide	
  tools	
  to:	
  
–  Explore:	
  

–  Threats	
  
–  Values	
  
–  Consequences	
  
–  Design	
  of	
  mi;ga;ons	
  

–  Measure/Determine:	
  
–  Risks	
  
–  Usage	
  
–  Performance	
  

–  Facilitate	
  Communica;on	
  

Beyond	
  the	
  Study:	
  Bootstrapping	
  the	
  Process	
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Specificity?	
  
	
  
Flexibility?	
  
	
  
Automa;on?	
  
	
  
Exper;se?	
  
	
  
Crea;vity?	
  
	
  
Cost?	
  



Security	
  Cards:	
  	
  
A	
  Threat	
  Brainstorming	
  Toolkit	
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Purpose:	
  To	
  facilitate	
  the	
  
broad	
  explora;on	
  of	
  
poten;al	
  security	
  and	
  privacy	
  
threats	
  to	
  a	
  system:	
  the	
  
“security	
  mindset”	
  	
  



Example	
  Card	
  (Front)	
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  topic	
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Card	
  topic	
  

Card	
  dimension	
  



Example	
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  (Front)	
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Card	
  topic	
  

Card	
  dimension	
  

Evoca;ve	
  photograph	
  



Example	
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  (Back)	
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Ques;ons	
  for	
  clarifica;on	
  
and	
  to	
  jumpstart	
  thinking	
  



Example	
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Ques;ons	
  for	
  clarifica;on	
  
and	
  to	
  jumpstart	
  thinking	
  

Illustra;ve	
  examples	
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ADVERSARY’S	
  MOTIVATIONS	
  
•  Access	
  or	
  Convenience	
  
•  Curiosity	
  or	
  Boredom	
  
•  Desire	
  or	
  Obsession	
  
•  Diplomacy	
  or	
  Warfare	
  
•  Malice	
  or	
  Revenge	
  
•  Money	
  
•  Poli;cs	
  
•  Protec;on	
  
•  Religion	
  
•  Self-­‐Promo;on	
  
•  World	
  View	
  
•  Unusual	
  Mo;va;ons	
  ADVERSARY’S	
  RESOURCES	
  

•  Exper;se	
  
•  A	
  Future	
  World	
  
•  Impunity	
  
•  Inside	
  Capabili;es	
  
•  Inside	
  Knowledge	
  
•  Money	
  
•  Power	
  and	
  Influence	
  
•  Time	
  
•  Tools	
  
•  Unusual	
  Resources	
  

ADVERSARY’S	
  METHODS	
  
•  AFack	
  Cover-­‐Up	
  
•  Indirect	
  AFack	
  
•  Manipula;on	
  or	
  Coercion	
  
•  Mul;-­‐Phase	
  AFack	
  
•  Physical	
  AFack	
  
•  Processes	
  
•  Technological	
  AFack	
  
•  Unusual	
  Methods	
  

HUMAN	
  IMPACT	
  
•  The	
  Biosphere	
  
•  Emo;onal	
  Wellbeing	
  
•  Financial	
  Wellbeing	
  
•  Personal	
  Data	
  
•  Physical	
  Wellbeing	
  
•  Rela;onships	
  
•  Societal	
  Wellbeing	
  
•  Unusual	
  Impacts	
  



Threat	
  Brainstorming	
  Ac;vity	
  
1.  Form	
  groups	
  of	
  4	
  	
  
2.  (Say	
  hello)	
  	
  
3.  Take	
  ;me	
  to	
  read	
  all	
  the	
  cards	
  
4.  Decide	
  a	
  system	
  to	
  look	
  at,	
  e.g.:	
  

1.  A	
  recipe	
  and	
  grocery	
  shopping	
  organiza;on	
  app	
  
2.  Internet-­‐enabled	
  light	
  bulbs	
  
3.  An	
  exercise	
  and	
  sleep	
  tracking	
  device	
  
4.  An	
  internet-­‐enabled	
  washing	
  machine	
  
5.  A	
  university	
  records	
  system	
  (grades,	
  medical	
  ,and/or	
  financial)	
  
6.  A	
  web	
  browser	
  plugin	
  to	
  change	
  the	
  display	
  of	
  Wikipedia	
  

pages	
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Threat	
  Brainstorming	
  Ac;vity	
  

•  Communally	
  sort	
  the	
  cards	
  within	
  each	
  dimension	
  
in	
  order	
  of	
  relevance	
  to	
  the	
  system	
  being	
  analyzed.	
  

•  Have	
  discussions	
  as	
  to	
  why	
  a	
  sor;ng	
  is	
  valid.	
  Give	
  
specific	
  (poten;al)	
  examples.	
  

•  Recommended	
  order:	
  
1.  Sort	
  the	
  Human	
  Impact	
  cards	
  
2.  Sort	
  the	
  Adversary's	
  Mo;va;ons	
  cards	
  
3.  Sort	
  the	
  Adversary's	
  Resources	
  card	
  
4.  Sort	
  the	
  Adversary's	
  Methods	
  cards	
  
5.  Re-­‐visit	
  all	
  of	
  the	
  sorted	
  cards.	
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