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•How common are parameters: 
•490M URLs (54.9%) w/1+ pair 
•44.6M URLs (5%) w/5+ pairs 
•23.4K URLS w/100+ pairs 

• Broader perspective: 
•1.3 billion key-value pairs total 
•909k unique key names 
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[media]/xmlrpc.php?cmd=getVideos&username=admin&password=█ 
  

[medical]/index.aspx?accountname=█health&username=█&password=█ 
 

[healthcare]/?do=patient&directAccess=yes&username=█&password=█ 

“Grand  slam”  examples,  redacted: 
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Key-value SENSITIVITY 
• Does pair contain private information? 
• Programmatically difficult 

• Regexes gleaned from manual work 
• Mining corpora w/metrics such as entropy 
• Human feedback loops once online 
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CLOSING THOUGHTS / FUTURE: 
• Direct scrapes off of the firehose/sprinkler APIs 
• Can domain sensitivity be learned from human feedback? 
• Best practices involve HTTPS/TLS/SSL 
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