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What is a Smart Entertainment 

Device ? 
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Smart Entertainment Devices 

 Smart TVs, Set-Top Boxes, Hi-Fi systems, … 

 Often as powerful as desktop computers 

 

 Interface to the Internet like Wi-Fi and/or LAN 

 

 Cameras, Microphones, Motion Sensors, … 

 

In this talk:  

Smart TVs & Set-Top Boxes with HbbTV support 
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What is HbbTV and how does it 

work ? 
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HbbTV  (Hybrid broadcast broadband TV) 

 HbbTV  (Hybrid broadcast broadband TV)  

 

 Pan-European Standard for the presentation of Internet 

content on a Smart TV or set-top box (Internet 

technologies like HTML, CSS and JavaScript) 

 

 Almost every new Smart TV model supports HbbTV 

 

 

 Discussions about using HbbTV  

 standard worldwide 

 

 Long Term: Replacement for Teletext 
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The way from a conventional TV to a Smart 

TV 

DVB 

Internet 

Time Digital Video Broadcast 

 

 Cable, terrestrial, satellite 

 One direction 

 Start signal for HbbTV 

Internet 

 

 Bidirectional 

 HbbTV Red Button 

 HbbTV application 
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What kind of data is  

transferred ? 
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What kind of data is transferred ? 

Start of an HbbTV 

Channel 

Start-Up Requests 

 Scripts like (ext.) tracking services 

 Images (channel logos) 

 HTML, JS, CSS for HbbTV 

Time 

Start of an HbbTV 

application 

Showing the  

„Red Button“ 

User 

Interaction 

Periodic Requests 

 Preloading of content, tracking and 

(pers.) advertisements 

 Time period 1s – 15 min 
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How can the collected data  

be used ? 
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Consumers may be tracked 

 Disclaimer: We do not know if this data is processed. 

 But, tracking services are not just for fun implemented ! 

 

 Data is sent before consumers use the HbbTV functionality 

 Before pressing the „Red Button“ 

 

 Broadcasting stations and other third parties are able to 

track consumers while watching TV or listening to radio 
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Personalized Advertisements can be shown 

 Possibility to show personalized ads to user 

 On one channel we saw this already. 

 

 

 

 

 

 

 Change the running program in (almost) real time 

(pers.) Ads 
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Summary of Results in the Smart TV Scenario  

2012 2014 Trend 

Number of Channels 11 26 

Channels with Tracking 

Services (3rd party) 
7 8 

 Some channels we have checked in 2012 have improved their traffic 

 ARD, Pro Sieben, Sat.1, Kabel.1, Puls 4 Austria 

 Bibel TV deactivated HbbTV 

 

 New channels in this survey used tracking services 

 RTL , VOX, RTL2, sonneklar.tv, QVC, RTVE 

 Trackers found were INFOnline, IVW, Google Analytics, etracker and 

Scorecard Research 

 

 More details can be found in the article 

 

2012: June – Dec. 2012 

2014: January & Feb. 2014 
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How does HbbTV on digital 

satellite radio work ?  
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Architecture of a Typical Satellite Environment 

Not necessary in this scenario 
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Background: Data may be Used to Count 

Number of Listeners 

 One satellite radio sender group (over 20 radio channels) 

uses HbbTV to deliver information to people listening to 

radio on a Smart TV 

 

 If the set-top box is only connected to an Hi-Fi system the 

HbbTV notification is loaded from the Internet 

  Hidden counting of people is possible 

 



May 18, 2014  |  I Know What You Watched Last Sunday  | Marco Ghiglieri | 16 

 

Results in the Radio Scenario 

 Analyzed in January and Feburary 2014 

 

 Over 20 radio channels deploy HbbTV 

 

 The broadcasting provider also operates many TV channels: ARD group. 

 It is possible to create a profile of a consumer consisting of a chain of 

channels 

 For example: Turn to Channel 1, Channel 2, Radio Channel 2, 

Radio Chanel 1,… 
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What can a consumer do ? 
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What can a consumer do ? 

 

Deactivate data services or disconnect your TV or set-

top box 

No Smart TV anymore, no Internet Radio 

We have developed a method to protect users‘ 

privacy 

 

 

Long Term:  

Modification of the HbbTV standard 
Short Term:  

Modification of HbbTV applications 

What can be done by manufactures or broadcasting stations ? 
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Raspberry Pi as Protection Gateway 

Small, cheap, easy to install  

 

Compatible with the HbbTV  

standard 
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Raspberry Pi connected to the Set-Top Box 
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Software used on Raspberry Pi 

 Linux based: Mitmproxy 

 Custom script 

 Dynamic Detection of HbbTV applications 

 <object type="application/oipfApplicationManager" 

id="oipfAppMan"></object> 
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Next Tasks / Future Work 

 Development of a system that can measure the viewing 

behavior with PET (Privacy Enhancing Technologies) 

 

 The number of Smart Devices is increasing !  

More research for the right level of protection is required. 

 

 Long Term: Security Gateway for the Smart Home 
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The End: 

The Talk at a Glance 

No user 

interaction 

Green 

Button 

Red 

Button No traffic to the Internet 

HbbTV Internet traffic 

 

 HbbTV is a great functionality 

 Much data is transferred before consumers use HbbTV 

 The methods and techniques used should be  

more privacy-friendly 

 Simple Protection System with  

Raspberry Pi 
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Appendix 
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Appendix 

The references can be found in the publication „I Know What 

You Watched Last Sunday“ and are not listed here. 

 

List of Photographers/Source of Pictures 

 Slide 1: Erik Tews/CASED 

 Slide 5: Teletext/Wikipedia EN 

 Slide 6,7,8,11,13,19,20,21,23: Marco Ghiglieri/CASED 

 

 

 


