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What does Web 2.0 Security mean?

- What was Web 1.0?

- Adocument graph

- Primarily a library with a document index
- What is special about Web 2.0?

- A people graph

- A new way for humans to organize
- What does this mean for Security?

- Need to think about people and their psychology more
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Threats to users and the graph




Protect the Graph

From what?
- Fake accounts/objects
- Compromise

Phishing

Malware

- Creepers and Spammers

facebook



Fake accounts

’ Image ‘ Id Name J Email
100001705257960 Raegan Mcfadden akncestorannie@yahoo.com
Log in as

Go to c¢s/info.php
Go to cs/fit.php
Go to si/activity.php

100001736819193 Fiona Allen sexwy56@yahoo.com
Log in as

Go to c¢s/info.php

Go to cs/fit.php

Go to si/activity.php

100000135058489 Felicity Fuller guiltyboo5398@yahoo.com
Log in as

Go to cs/info.php

Go to cs/fit.php

Go to si/activity.php




Compromised nodes - Phishing

many domains

- —

TestLex1 13 Signaler un abus

Visit ridebark.com
e \
J obfuscation

hey
Entre vous et TestlLexl
hey
B Testlexl 17 Signales Entre vous et TestLex]
‘ Visit ridebark it is a site
G R TestlLexl
n ‘ visit ridebark put a 'be’' on the end
)

Domains & URLs are cheap. Text is cheaper!

ridebark.com
sweeter.be
ringcloud.is
greybuzz.com
.... (more) ...

| Signaler un abus



Compromised nodes - Phishing

File Edit View History Bookmarks Tools Help

& v c & | @ httpy/ridebark.com/ v | Qv =

: address. We never sell your personal info.
This 1s NOT a MySpace or Facebook login page.JMySpace/Facebook users are not authorized to participate on this website.

“This is NOT a Facebook : & '

login page” - Doing their
beSt NOT to PhlSh users. Must create new password

to view your pics.

Login Info:
Password : (eeeee

SUBMIT

For your security, please do not use your previous password
created on this site or the same password that you use to log into
other sitez. Doing so may re-trigger our auto-post tellafriend
feature that you may have previously opted in to from this site.

. .
}-—
Doesn’t need to look like the

. | facebook login page or the
facebook connect dialog.




Compromised nodes - Malware

Video | Facebook
<) r )~ Gl A B hup /167.244.134.149/d=zqoedvmvfbkaiufaow.blogspot.com/0x3E8/ W 500¢
Mo;l Visited ¥  Facebook Latest| Ho Cortana - Tasks Facebook Webmail Internal Tools Internal Wiki Org Tool IT Technical Help Mailman Lists Chintan > Informati Create Discussion Who to Contact?
] Welcome to Facebook! | Facebook €3 ‘ Video | Facebook Q |
Settings Logout  [ERaRe []

% Video ™

About | Help + Upload | @ Record

Welcome to Video

Share your personal videos.
@ Flash Player upgrade required Tt nem‘lf\.::eo
Record and send video messages.
Use your webc -
Record a video message

Publish videos from your mol
nd mobile videos via email or MMS to your personal
upload address

Build your

Recently Tagged Friends ) ('rp{'lif now
(. X®) Opening setup.exe

Latest Videos

Hong Kong
by Bruno Carlot You have chosen to open

[| setup.exe

which is a: MS-DOS Executable
from: http://67.244.134.149

Would you like to save this file?

Cancel ) m

1

m—

Vanquis Visa

Flexible acceptance
criteria

Done



Compromised nodes - Malware [ =
E{J)Iool‘a’!acs

Active September 2008 - March
2011

Vi Cti m S SO Ivi n g CA PTC HAS Enter hoth words helow, separsted by a space.

Time belore shutdown:

Extremely adaptive

Monetized via spam, harvesting
phone numbers and credit cards

Not isolated to Facebook, also
active on other social networks



Creepers and Trolls

- Unwanted friend requests
- Chain letters

- Comments and wall posts on pages and social plugin

A FRIER S HRE ikl S ¥R

ERERIMRAIFR, 4
B gy [fiE : “add”







The Efficient Abuse Frontier (the Front)

dollars

spam

volume



Balance of Power

- Labor. They have much more
- Distributed botnets, compromised webhosts, infected zombies

- Fake and compromised objects (events, apps, pages, groups, users, ...)

- Data centers, content distribution networks, client-side javascript
- User feedback -- spam reports, feed hides, friend rejects
- Knowledge of patterns, anomalies, and global graph structure

- Shared secrets with users



Adversarial Cycle (how the Front shifts)

Initial

Attack Detection Detect
Attacker Controls
Begin Defender
Attack Responds

Defender Controls
Mutate Attacker Defense

Detects



Phishing Example

—_ —_ N
o (63} o
| | |

messages sent (thousands/hour)

|||‘||..||.|
20

5 10 15
time since start of attack (hours)



User Feedback

[t

[Mon TTue Twed TThu TFri Tsat TSun TMon [Tue Twed TThu TFri T[Sat [Sun [Mon [Tue |
May 12 May 19



How does this differ from traditional learning?

- Attackers mutate their own patterns

- Latency is really important

- Feature selection depends on economic and system externalities
- Many simultaneous and evolving channels

- Real-time response



Countermeasures and Systems




Graph and User

user

Warning: This Message Contains Blocked Content

Some content in this message has been reported as abusive by Facebook

users.

Warnin

considered annoying or abusive by other users.

updating your status. You must significantly slow down.

site features may result in a temporar your accour

Enter both words be
Can't read the w

separated by a space

elow? Try different words or an audio ez

reinmenoe [ ]

! You are engaging in behavior that may be

Facebook's systems determined that you were going too fast when

n
permanently disabled. For further information, please visit o

Please confirm your identity

oo

Protection

checks/classifications facebook graph

writes

NS

response

reads

response

© Carsten Paulson © Adam Apter Q) Chrstoph
Otekanwang O Gabe

s O fafhSumuels-50

suio»

(Or use 3 iferent verification methoc)



Design Principles
- Many classification/ranking algorithms

- Features are important
Make creation easy
Many sources
Share across channels
Feedback
- Policy rules above machine learning
Holdouts
Business logic

Response flexibility (dynamic graphs)



Real time classification architecture

Status

Message

Chat

25 Billion
actions per day

Report!

TOUCH/
API/

Allow?

Latency:

10 - 60 ms
POLICY
<—— ENGINE

Response

Required

Classify Features

i —_—

. -—

Scores Features
Features

Feature Loops!

FXL

< HPHP

<« k%%

*k%

<« MC




Features

- Leverage the graph to protect the graph

- Anomalous behavior (IP, User, Geo, etc.)

- Entity reputation (IP, User, Cookie, URL, etc.)

- Entity state (# friends, # of likes, etc.)

- Blacklists
- Classifiers
- User feedback
- Explicit reports

- Actions

Report H# (Harvard)

You are about to report a violation of our Terms of Use. All reports are
strictly confidential.

Reporting this person will also add them to your block list. They will not be
able to search for you, see your profile, or contact you on Facebook. Any ties
you currently have with this person will be broken (friendship connections,
relationships, etc).

Reason:
(required)

v Choose one...
Advertisement/Spam |

Additional Harassment
comments:

(required)

m Cancel



Responses

- CAPTCHAS
- Blocks

SPAMMERS ARE BREAKING TRADITIONAL
CAPTCHAS WITH AL <0 TVE RUILT A
NEW SYSTEM. T ASKS USERS TO
RATE. A SLATE OF COMMENTS. AS
"CONSTRUCTIVE” OR “NOT CONSTRUCTIVE”"

]

THEN IT HASTHEM RERLY
WITH COMMENTS OF THER
OWN, WHICH ARE LATER
RATED BY OTHER (SERS.

)

BUT WHAT WILLY0L DO
WHEN SPAMMERS TRAIN
THER BOTS TO MAKE
AUTOMATED CONSTRUCTIVE
AND HELPRIL COMMENTS?

i

- Put through educational flow (feature blocks)

- Asynchronous actions

- Authentication:
- Social challenge
- Password reset

- SMS verification

Security Check

Enter both words belo

Text in the box: [

, separated by a space

s below? Try different words or an audio captcha

Neb;aska kin¢to

1
m Cancel

/Mission:
FUCKIVG.
ACCOMLISHED

)




Policies

- Are Graphs

- Combine the pieces:
User Feedback (Seeds)
Classification (Deciders)
Associations (Expanders)

Responses



Expressing Features and Policies

- Two different example features:

Max (Map (DomainSpamScore, ExtractDomains(Text)))

Count (Intersect(LikedPages (Sender),
LikedPages(Receiver)))

- An example Policy:

And(IsChannel("messages"),
And (GreaterThan (Count (ExtractURLs(Text)), 0),
And (
GreaterThan (
ClassifyScore("fakers", "2011-03-15"), 0.41),
GreaterThan (
ClassifyScore("bad_urls", "2011-03-14"), 0.74)

)))
=> SpamFolder



Bad URLs got through! Now what?

- Delay in classifying a URL as bad

- Linkshim
- Layer of indirection
- Real-time click stream information

- Can control access to known
malicious sites and warn users,
slowing distribution of the attack

- Display time checks

'\ Be careful

For the safety and privacy of your Facebook account, remember to never enter your
password unless you're on the real Facebook web site. Also be sure to only download
software from sites you trust.

To learn more about staying safe on the internet, visit our Security Page. You can also check out the malware
and phishing Wikipedia articles.



Challenges




UEX challenges - Friction is bad

- Actionable user feedback & user education

Self and social remediation

- Best fit response
Couple theresponse form to the attack
Contextual to aid education and understanding

Make hard for attackers to spoof



Systems challenges

- Classification
Pipelines for training, validating & deploying need to be fast
Modular design allowing for isolation of classifiers

High throughput & uptime

- Feature extraction (feature data layer)
Rich features - Offline mining
Integration - Multiple data sources
Performance - Function of data sources and complexity

Integrity and Availability - Failures, defaults.



Systems challenges

- Detection
Detect breaches in the ‘front’ & respond

Dynamically adapt response graphs on quality feedback

- Code quality
Find potential security flaws early
Make it impossible for certain security flaws to exist - abstractions

Static & Dynamic analysis



L Final Words




Summary

- Need to understand and think about people:
- fear and greed attacks

- Adversarial learning problem:

- Response. Response form and latency are really important
- Features. Make it easy to try out new features and models
- Graph-structured responses

- Rich and wide product:

- Share signals across channels

- One set of hooks for complete coverage




Questions?

stein@fb.com
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