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Motivation, Goal, and Assumptions

= Motivation
- Real world social relationships are being mirrored in online social networks

= The consequences of sharing the current level of information is either unknown,
under-estimated or ignored

= Goal

= To develop a platform that allows users to manage their privacy settings across
social networks

- Reducing the cognitive burden on a user; leveraging the wisdom of his crowd

= Assumptions
- User owns data, has full rights over data, and has free will to change settings
= The system determines and recommends safer privacy states
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Privacy-As-A-Service (PaaS): The Architecture
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PaaS — The Data Model

<<model>>
1| PrivacyElection

<<model>>

+ weight: float
+ score: float

1

<<model>>
VisibilityLevel
+ name: string
+ description: text

+ value: integer

Example visibimyh
Noone =>0

Only me => 1

Friends only => 2

Friends of friends => 3

My networks =>4

My networks and friends == 5

User
+ facebook_id: strin

1

<<model>>
PrivacyModel

All networks == 6
e —

+ name: string
+ description: text

<<model>>
DataModel
+ model_class_name: string
+ description: text

<<model>>
AtrributeModel
+ name: string
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+ description: text
+ attr_type: string
+ weight: float
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<<model>>
PrivacyAlgo

+ name: string

+ description: text
+ algo: text

+ cached: boolean
+ batched: boolean

+ last_compiled_at:

datetime
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PaaS — The Privacy Risk Score (Overview)

=\What is it?
= |t is a credit-score-like indicator to measure the potential privacy
risks of online social-networking users.

*Why is the Privacy Risk Score (PRS) Useful?

* It aims to boost public awareness of privacy, and to reduce the
cognitive burden on end-users in managing their privacy settings.
 Active monitoring of privacy state, e.g., a PrivacyOmeter
* Privacy Risk Monitoring & Early Detection system
« Comparison with the rest of population and or with other populations
» Privacy Recommendation & Propagation
* Help sociologists to study online behaviors, information propagation, etc.
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Privacy Risk Score Life Cycle

Extract Privacy Settings Privacy Risk Score Computation

privacy risk
scores of users

sensitivity of profile items |

visibility of profile items | privacy risk socre = 85

h

Profile ltems

attitude of users

Utilize Privacy Risk Scores

- privacy risk monitoring & early alarm

|- compare with the rest of population

- boost public awareness of privacy

- privacy propagation & recommendation

- reduce cognitive burden of privacy management

- help sociologists to study online behaviors
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How is Privacy Score Calculated? — Basic Premises

= Sensitivity: The more sensitive the information revealed by a user, the
higher his privacy risk.

mother’s maiden name is more sensitive than mobile-phone number

= Visibility: The wider the information about a user spreads, the higher
his privacy risk.

home address known by everyone poses higher risks than by friends only

= Group Invariance: Privacy risk scores calculated within different social
networks are comparable.

= Facebook, LinkedIn and MySpace users can compare their scores

* Model fitness: The mathematical model used to compute the scores fit
the observed data well

- the model passes Xx? goodness-of-fit test.
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Interesting Results from User Study
Sensitivity of The Profile tems Computed by IRT Model
College/University Job Descrnptlon I

Favorite Books Networks You Belong to iz

We collected the information-sharing (TZI p Code Your Photo Albumspolitical Views

: Tlme Period When You Work ThercRe]I ious VleWSl’ersomlW bsite/Blog
preferences Of 153 users on 49 prOfIIe EmailsJob Position/ 'ritle Whom You | \ug Fan/Supporter of Groups You Belong to

i ; Events You're Invited to or Associated With  Your Marketplace Listings
items such as name, gender, birthday, ‘“Efr‘&ég;'(:féht‘h“}‘ély‘ék| )Namcs of Online Apphcatlons You've Installed

political views, address, phone nhumber, Work PhoneM other's Maiden Nam Co"esedassvear

degree, job, etc. Residericé Address (Street) Residence Address (%lty/Town)
High School Class YearLooking for <Fr|endsh1p Dating, A Relationship, Networking>

conc l[l[l”1[l

relationship sttus Birthday (Year/Month/Day) IM Screen Name
Interested in <Men, Women> Full List onourfmnds

[m’plo:/crHQme Phone Spouse s Name
avorite Quota unsMOblle PhOl’le

* 49 profile items

_ Average Privacy Scores Grouped by Geographical Regions
* 153 users from 18 countries/areas
1200-
* 53.3% are male and 46.7% are female

1000

* 75.4% are in the age of 23 to 39 800
* 91.6% hold a college degree or higher Saa
* 76.0% spend 4+ hours online per day 400
200

0
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Proof-of-Concept Implementation

= Facebook app implemented in Ruby and Rails
= Rails 2.3.2 with mongrel using Facebooker
- DB2 and MySQL databases
= BackgroundRb and Skynet Map Reduce framework

=acts_as privacy enabled
= Plugin to privatize any model’s attributes
= Uses metaprogramming to intercept ActiveRecord attribute getters
= No changes to view ERBs

= Speed of development
= Four developers:
= one experienced Ruby/Rails and Facebook developer as coach

= three completely new to Ruby and Rails and Facebook development
= Developed in three months
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Questions?

http://maximilien.org

PIMP photo from: http://pimphats.com
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