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Mashups

Two web sites collaborating to create user experience
e Housing maps
* Yelp (uses Google Maps)
e iGoogle

Mashups are everywhere
* Advertising just a special case of mashups
* Greasemonkey / browser extensions
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Which ones are good and why?
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Mashup Primitive Design Space

* Lexical vs. Dynamic
* Interfaces vs. Asymmetry
* Typed vs. Untyped

* Values vs. Objects



E——
e

Lexical vs. Dynamic

Function written by one principal might call a
function written by another principal

function foo () { function bar () {
bar(); — alert(document.cookie);
} }

Which is security context to use?

e Lexical: Use owner of last JavaScript function (bar)

e e

e Dynamic: Use owner of first JavaScript function (foo)
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Dynamic Sucks!

frames[0].getPublicInterface();

function getPublicInterface () {

&?ﬁ top.setTimeout("... attack code ...", 0);
¥
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Interfaces vs. Asymmetry

How do the principals interact?

» Each defines an interface
function appendMessage (message) {
document.createTextNode(message);
document.getElementById( 'messages’).appendChild(node);

}

e One principal subsumes the other
frames[0@].document.body.innerHTML += 'Hello!';



Asymmetry Sucks!

doc.querySelectorAll(query);

[N web Inspector — https://bugs.webki

ttachment.cgi?id=17313&action=view
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to send it?

Attack succeeded. To prove it, I'm going to make a
cross-domain XMLHttpRequest. Where would you like me pck;

Hint: You can also try a file:// URL.
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clientHeight: 174
clientLeft: 1
clientTop: 1
clientWidth: 215
complete: true
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Capability Leaks

document.querySelectorAll = function ()
var obj = document.quer‘ySelector‘Al
while (obj.arguments.length == 0 ||
lobj.arguments[@].target) {
obj = obj.caller;
}
var victimDocument = obj.

arguments[0@].target.ownerDocument;
victimDocument.body.innerHTML = "<img onerror=’...°>";
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Typed vs. Untyped

How should the interface be defined?

e In terms of types
function deref (a : Array, b : Number) {
return a[b];
}
e Without types

function deref (a, b) {
return a[b];

}



Untyped Sucks!

deref(deref(frames[0], "document"), "cookie") &f
function deref (a, b) {
return a[b];

}




More Attacks

. .
CAPS pitfalls to avoid for OMash Victim Gadget
hosted on theory.stanford.edu
Test Cases
| Vulnerability Name | Function Exposed | Attack Code | Demo
var d = i.dereference(v, "document");
ijcﬁ?mncc function(a,b) { return a[b]; } var de = i.dereference(d, "documentElement"); (Tryit)
(confidentiality-only attack) alert(i.dereference(de, "innerHTML"));
function(a,b) { return a[b]; } var £ = i.dereference(v, "setTimeout"); -
‘Dcmfcrcncc + One-Arg Call function(a,b) { a(b); } i.one_arg_call(f, attack); i
function(a,b) { return a[b]; } var loc = i.dereference(v, "location"); -
|Dcr(.‘fcrcnc"..’+Rcplacc function(a,b,c) { a.replace(b, c); } i.replace_call(loc, "javascript:" + attack); givHiie
|Indiroct assignment |£unction(a,b,c) { a[b] = c; } i.indirect_assignment(v, "location", "javascript:" + attack); |(Try it)
|Indiroct call ’function(a,b,c) { a[bl(c); } ’i.indirect_call(v, "setTimeout", attack); |(Try it)
|Onc-Argumcnt Call |function(a,b) { a(b); } |i.one_arq_call(Components.lookupMethod(v, "setTimeout"), attack); (Try it\/
. . var o = { foo: Components.lookupMethod(v, "setTimeout") }; -
‘Mcthod call function(a,b) { a.foo(b); } { method. call (o, attack); (Tryit)
Dereference function(a,b) { return a[b]; } var jquery = i.dereference(v, "$3j"); (—\TW it
with jQuery ! ’ jquery("h2").html(attack_html); \ )
h var o = { _object: v };
Has function() { return $HE({}); } var £ = i.hash().get.call(o, "setTimeout").bind(v); (Tryit)
with Prototype f.delay(0, attack);
Sgi:og function() { return new String("hi"); }|i.string().evalJSON.call(attack); (Tryit)
with Prototype
var a = i.array();
Array function() { return []; } a.push(v); (Tryit)
with Prototype a.invoke("setTimeout", attack);
Functi var a = v.getPublicInterface.argumentNames();
i Works on any OMash gadget a.push(v); Tyt
Requires Prototype a.invoke("setTimeout", attack);
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Values vs. Objects
What types can be exchanged?

e Just primitive values
foo('Hello!");

e Both primitive values and objects
var obj = {
msg: function() { return 'Hello!'; }

}
foo(obj);
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Objects Suck!

» Contain pointers to other objects
e proto  leadsto Object.prototype

frames[0].getPublicInterface &f

R

function getPublicInterface () { }

alert($(document.body));




Exploit

frames[0@].getPublicInterface. proto
.__proto_ .toString = function () {
this.append("<img src=’’ onerror=’...°>"); }

}

function getPublicInterface () { }

alert($(document.body));

valueOf is also effective



ldeal Primitive

* Lexical authorization

* Interact via an interface

* Interface restricted by type

* Only exchange primitive values

* Wait! We already have such a primitive...

postMessage

— i\ b A & |
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PostMash

Can simulate other primitives using postMessage

DCOM-like design m

e Integrator uses stub library
e RPC to gadget <iframe> using postMessage

e Remote objects represented as opaque handles

Built safe version of Google Maps gadget



ostMash version of GMap?2

®e00o Embedding Google Maps with PostMash (@)

[} ( http://crypto.stanford.edu/websec/postmash/5y v ) = ([G]* Google Q

Embedding Google Maps with PostMash

Main page is located on crypto.stanford.edu.

-Animate

Responses Received Inner iframe is located on webblaze.cs.berkeley.edu.

" H.oy n won “__Menlo Oaks = y 1 "
{leventld®:2,'method":"l0a | “3 A\ g %| Map | Satelite | Fybrid | Teran |
d"}{"eventld":3,"method": e — e

getBounds","bounds": {"Ja":
{"l0":0.6531272566704242
,"hi":0.6538408906769417
},"Ka":{"l0":-2.132526908
6712226,"hi":-2.131028880
558053} },"southWest":{"Z
e":37.421435292172944,"Y
2":-122.1847915649414,"x
"1-122.1847915649414,"y":
37.421435292172944},"nor
thEast":{"Ze":37.46232350
886341,"Ya":-122.0989608
7646484,"x":-122.0989608
7646484,"y":37.462323508
86341} }{"eventld":4,"met
hod":"getCenter","center":{
"Ze":37.4419,"Ya":-122.14
19,"x":-122.1419,"y":37.44 | Commands Received

19} }{"eventld":106,"meth | {"method":"setCenter","gLatLng":
od":"pong"}{"eventld":108 | {"|at":37.4419,"Ing":-122.1419},"lod":13,"eventId":0}

Hello, world

/"method":"pong"} {"method":"setUIToDefault","eventld":1}

Status {"method":"addListener","event":"load","id":0,"eventld":2}

Time to add 100 Kkers: {"method":"getBounds","eventld":3}{"method": "getCenter","eventld":4}
2:9"8“; ;sa markers {"method":"addListener","event":"click","id":0,"eventld": 5}

{"method":"addOverlay","id":1,"point":
{"lat":37.44525609714268,"Ing":-122.12979860418714},"args":
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Performance
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Reference =~ Optimized Unoptimized
postMessage postMessage

" JSON2

No batching

postMessage

M Reference
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Conclusions

Design of mashup primitives fraught with landmines
e Many proposals are broken
e Might be possible to hack together, but why?

Learn to love the postMessage
e Simple primitive
e Powerful building block

Please stop proposing new mashup primitives!
e Or at least build it on top of postMessage



