Improving Detection and Understanding the Effects of AI-Generated Videos
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Abstract—Recently, social media has seen a significant uptick
in the spread of Al-generated content, especially videos. Videos
generated by high-quality models make it difficult for humans
and detectors to distinguish between real and fake content,
which may open the door to misuse and abuse. We conduct
preliminary data collection from TikTok and analysis to set
the stage for a two-pronged research approach. Our proposed
research directions will (1) systematically evaluate and poten-
tially advance diffusion-based Al video detection models and
(2) examine the potential harms, if any, associated with viewing
Al-generated videos.

Index Terms—AI-Generated Media, Detection, Harm, Abuse

1. Introduction

In 2019, the first Al-generated video, created by
NVIDIA’s GauGAN model [17], was released online. Fol-
lowing that release, in 2022, major technology companies,
including Facebook and Google, revealed their own sophisti-
cated text-to-video research models, but they were not made
available to the public immediately. Runway ML made text-
to-video generation widely accessible with the beta release
of its diffusion-based Gen-1 model in early 2023 [8]. Since
then, we have seen the release of even higher-quality models
capable of producing photorealistic cinematic footage and
audio, including OpenAI’s Sora [16], Google Veo [1], and
Pika Labs [10]. However, the emergence of these high-
fidelity diffusion models has made their outputs increasingly
difficult to detect which compromises our ability to moder-
ate this content.

Internet platforms rely on removal, labeling, and age
restrictions to curb abuse and disinformation [6], yet the
complexity of moderation limits the accuracy of Al sys-
tems and increases the burden on human reviewers. Ef-
fective moderation requires both (1) more accurate detec-
tion of synthetic content and (2) a deeper understanding
of the harms that exposure to such content may cause.
Improving detection depends on developing and fine-tuning
models using unbiased, realistic data, while understanding
harms requires examining how viewers perceive and are
affected by Al-generated videos. To address these needs,
we propose two complementary research directions: RD1
advances diffusion-based Al video detection models, and

Search Tags Synthetic (%) Real (%) Total Count (%)
AI_Generated_Election 96 (2.92%) 694 (21.07%) 790 (23.99%)
Kamala_Harris_AI 56 (1.70%) 867 (26.33) 923 (28.03%)
Trump_And_Elon 135 (4.10%) 678 (20.59%) 813 (24.69%)
Trump_Biden_AI 198 (6.01%) 569 (17.13%) 767 (23.29%)
Total 485 (14.73%) 2,808 (85.27%) 3,293 (100%)

TABLE 1. UNIQUE GEN-AI VIDEOS COLLECTED FROM TIKTOK
BETWEEN THE 2024 U.S. PRESIDENTIAL ELECTION AND THE 2025
PRESIDENTIAL INAUGURATION, CATEGORIZED BY TYPE (SYNTHETIC
OR REAL) AND SEARCH TAG.

RD?2 investigates the potential harms associated with view-
ing Al-generated videos.

2. Preliminary Work

To begin these proposed research projects, we conducted
longitudinal data collection on TikTok from the 2024 United
States Presidential Election through the 2025 Presidential In-
auguration. TikTok is a video-first platform that allows users
to upload their own content, like and comment on others’
content, and share others’ content. While other platforms
have experienced an influx of synthetic videos, we focus on
TikTok because of its tag-based search and its popularity
among content creators. We developed a Selenium-based
web crawler [14] to gather the videos and their metadata.

First Labeling Task. The United States (U.S.) presiden-
tial election is often a highly contentious period during
which public figures face criticism, parody, and praise. We
focus on this time frame to capture a diverse dataset of
real and synthetic election-related content. The search tags
we selected, Al _Generated_Election, Kamala_Harris_Al,
Trump_And_Elon, and Trump_Biden_AI, were chosen to
target key political actors (Joe Biden, Kamala Harris, and
Donald Trump), as well as Elon Musk, given his prominent
public alignment with Trump at the time. Some tags include
the “AI” qualifier because we specifically aimed to capture
Al-generated videos. Given the millions of daily TikTok
uploads [11] and the absence of reliable platform-applied
labels, narrowing the collection to videos containing the
keyword “AI” was necessary to feasibly identify potentially
synthetic content. We crawled TikTok from December 23rd,
2024, through January 24th, 2025 (business days only), for



a total of 24 days. Although TikTok’s Terms of Service
discourage web scraping [22], it was necessary to collect
data at the scale required for this study and is consistent with
prior work examining potentially abusive platform behaviors
[4], [24]. To protect privacy and minimize server impact, we
filtered personal information and used a slow, rate-limited
crawling process [13].

In total, we collected 3,293 videos along with their
captions, IDs, and uploader information. A team of three
researchers split up and manually coded each video as
real or synthetic (Al-generated), applying a conserva-
tive best-judgment approach as distinguishing between the
two is becoming an increasingly difficult task. Videos
were labeled ‘“‘synthetic” if they exhibited dreamlike or
hyper-realistic characteristics [7], [20]. According to this
scheme, 14.73% of the collected videos were Al-generated:
2.92% from the AI_Generated_Election tag, 1.70% from
Kamala_Harris_AI, 4.10% from Trump_And_Elon, and
6.01% from Trump_Biden_Al. See Table 1 for a full break-
down by search tag.

Second Labeling Task. Following the release of publicly
available text-to-video Generative Al models, social media
platforms saw an influx of synthetic content. So much so that
in 2024, several of them announced the rollout of their own
“Al-Generated Video Detectors.” In several press releases,
social media platforms such as YouTube, Meta, and TikTok
announced they would begin labeling synthetic videos and
images as “Al-generated” [5], [15], [21]. With our focus
remaining on TikTok, we found that none of the videos we
collected had the “Al-generated” label. A further inspection
revealed that, at the time, videos were labeled only if the
uploader applied the label. This observation motivates a
closer look at how platforms govern content.

TikTok’s content moderation is governed by its com-
munity guidelines. In 2024, TikTok updated the Integrity
and Authenticity section of its guidelines to include Edited
Media and AI-Generated Content (AIGC) [23]. These guide-
lines detail what is allowed on the platform and expressly
state what is not. Three researchers developed a codebook
based on TikTok’s Integrity and Authenticity guidelines,
focusing on the Misinformation and AIGC subsections. An
initial round of independent coding yielded substantial inter-
coder agreement (Fleiss’s Kappa = 0.62), after which dis-
agreements were resolved and definitions refined. The final
codebook produced four primary codes, Misinformation,
AIGC, AI-Mixed Media, and Non-violation, and 19 subcodes
(8 under Misinformation and 11 under AIGC).

We applied this codebook to the 485 videos labeled as
synthetic from the first labeling task. This task revealed that
343 videos fell into one of 11 AIGC subcategories and
8 videos fell into one of 8 misinformation subcategories.
These 351 out of the 485 videos violate TikTok’s community
guidelines. Given the remaining 134 videos, which do not
TikTok’s community guidelines 2 of the videos belonged
to the AI-Mixed Media category, and 132 videos belonged
to the Non-violation category. A full breakdown of the
codebook can be seen in Table 2 in the Appendix.

3. RD1: Improving AI-Video Detection

Earlier text-to-video Gen Al models would leave behind
visual artifacts that would help a viewer determine if what
they were seeing was indeed real or not [9], [12]. That is
no longer always the case, as visual clues are fading. The
increasing quality and variety of models make it difficult
for human moderators and detectors to distinguish between
fake and real with sufficient accuracy. Detectors in particular
struggle with this task because many are trained and tested
on synthetic videos explicitly created for that task, rather
than on videos collected from the wild [2].

To address these gaps, we must first identify the ca-
pabilities and limitations of the detection models. To do
so, we plan to perform a systematic benchmark of Al-
generated video detection techniques. Using our current
dataset and additional videos that we plan to collect to create
a more robust testing and training set, we will assess the
accuracy, precision, and recall of state-of-the-art diffusion-
based video classification models. One such technique is
LAVID, an Agentic LVLM Framework [12]. Once the gaps,
if any, relative to our benchmark are identified, we will work
to close them by iteratively refining the most successful
approaches.

4. RD2: Understanding AI Video Harms

TikTok’s Al-generated content policy acknowledges that
such media can still cause harm even when properly la-
beled [19], yet no structured harm framework has been ap-
plied to evaluate the effects of viewing Al-generated content
online. Prior work shows that harmful material is regularly
shared on social platforms [18]. They also agree that the
harmful content focuses on specific sub-problems and varies
by platform [3]. Using the videos we have collected, we aim
to assess what harms may occur and how severe they are.

We plan to consider existing harm frameworks and de-
velop one focused on Al that quantifies the types of harm a
viewer might encounter and their severity in our collection
of videos and their ground-truth labels. Alongside captions
and comments from shared videos, a deeper understanding
of the harms viewers may face when encountering unmod-
erated media could help improve moderation practices.

5. Conclusion

With much of the data collection complete, the proposed
two-pronged research approach will further the study of Al-
generated videos, which have experienced rapid growth and
are likely to remain prevalent. Upon completion of these
research tasks, we expect to identify methods to improve
the detection of Al-generated content using diffusion models
and address gaps in current moderation practices. Even when
detected and properly labeled, these videos can still cause
harm; by understanding the nature and severity of those
harms, content moderators can prioritize harmful content
and create safer platforms.
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Appendix

The release of statements that alluded to the labeling of
Al-generated videos on TikTok’s platform prompted an in-
vestigation into how the platform was governed. According
to its Community Guidelines, videos that aren’t marked as
“Al-generated” by the uploader are subject to removal under
these policies. Researchers use these guidelines to develop a
codebook to quantify which videos remain on the platform
that violate the policies. The codebook contains primary
codes and subcodes. All videos have a primary label that
speaks to their main theme. Some videos have a secondary
label because they contain more than one theme. See Table 2
for a full breakdown of codes.



Primary Secondary

Primary Code Subcode Label Freq. Label Freq.

Non-Violation - 132 0
Climate change misinformation 0 0
Conspiracy theories that are violent or hateful 0 0
Conspiracy theories that name and attack individual people 4 1
Misinformation He;alth misinformation o 0 0
Misrepresenting authoritative sources 0 0
Poses a risk to public safety 0 0
Unverified claims (that may cause panic) related to an emergency or unfolding event 1 1
Other Misinfo (please explain) 3 2
Shares or shows fake authoritative sources 0 0
Shares or shows crisis events 0 0
Falsely shows public figures in certain contexts 312 0
Likeness of adult private figure (without permission) 0 0
Realistic-appearing people under the age of 18 1 1
AI-Generated Content Misleading AIGC or edited media that falsely shows content made to seem as if it comes 0 0
(AIGC) from an authoritative source
Misleading AIGC or edited media that falsely shows a crisis event, such as a conflict or 1 0
natural disaster
Misleading AIGC or edited media public figure who is being degraded or harassed, or 0 0
engaging in criminal or anti-social behavior
Misleading AIGC or edited media public figure who is taking a position on a political issue, 2 0
commercial product, or a matter of public importance
Misleading AIGC or edited media public figure who is being politically endorsed or 0 0
condemned by an individual or group
Other AGIC (please explain) 27 1
AlI-Mixed Media - 2 0
Total 485 6

TABLE 2. TIKTOK COMMUNITY GUIDELINES CODEBOOK — WE SHOW THE PRIMARY CODES, SUBCODES, AND THEIR FREQUENCIES. ALL
VIDEOS HAVE A PRIMARY LABEL THAT SPEAKS TO THEIR MAIN THEME. SOME VIDEOS HAVE A SECONDARY LABEL BECAUSE THEY CONTAIN MORE
THAN ONE THEME.



