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Abstract—While much attention has been given recently to
Immigration and Customs Enforcement (ICE), the treatment
of the people detained by ICE, and the treatment of those who
protest ICE’s actions, less attention has been given to exactly
how ICE locates and tracks the people it targets. They do this,
in part, through an immigration surveillance app (SmartLINK)
that many migrants are required to installed on their phones.
Migrants that have SmartLINK installed on their phones have
their location tracked and must do “check-ins” that use face
and voice recognition at random times. This app was developed
for ICE by a private contractor, BI, in 2018.

There are publicly-available documents (e.g., contracts)
describing how the app should behave, but it is unclear if
SmartLINK currently complies with these terms or if there
have been incidents of non-compliance in the past. Given the
sensitive nature of the data collected by this app and the
fact that it is developed by a government contractor, there
is an opportunity to conduct a technical audit of the app that
(similar to tax audits) includes historical records to evaluate
contractual and regulatory compliance. To this end, we propose
a retrospective, technical analysis of SmartLINK and relevant
public records to answer, to the extent possible: has BI been
transparent and honest—currently and historically—about the
data practices of SmartLINK?

1. Introduction

When people apply for asylum in the US or have an
initial encounter with ICE within the US (e.g., while having
an expired visa), they often have to install a smartphone
app (SmartLINK) that tracks their location and collects
biometrics (i.e., face and voice data) during in-app check-
ins [1]–[5]. According to the latest numbers reported by ICE
from February 2026, 135,279 people are required to use this
app, for an average of 865 days [6].

As of January 2026, Immigration and Customs Enforce-
ment (ICE) is the largest law enforcement agency in the
United States, with a budget larger that the FBI, the Federal
Bureau of Prisons, and the militaries of most countries in
the world [7]. In September 2025, GEO Group—the parent
company of BI and largest private prison company in the
U.S.—was awarded a two-year contract (estimated to cost
121 million USD) by ICE to continue its management of the
program that administers SmartLINK [8], [9]. In addition to

maintaining the SmartLINK app, BI also has “case special-
ists” that provide case managements services—making them
functionally private parole officers for migrants.

Given the amount of public money and power delegated
to BI and the potential harm resulting from misreported data
practices or negligence, we propose a technical audit of BI’s
SmartLINK app and its data practices. While there has been
work analyzing people’s experiences using SmartLINK [10],
[11] and some high-level technical analysis on a specific
version of the app [12], we lack insight into how this app
has evolved over time, how these changes may have reflected
shifts in its data practices, and if they contradicted its stated
behavior at the time that these changes were implemented.

1.1. A motivating example

ICE has insisted that SmartLINK only tracks people
using the app during their check-ins and not continuously in
the background [13]. ICE’s FAQ page for SmartLINK poses
the question (“Does BI SmartLINK have persistent location
tracking capabilities?”), and answers it by stating that
“BI SmartLINK **is not capable** of persistent tracking
when loaded on a participant provided device” [13]. 1

This statement was true for the SmartLINK APK from
July 2023, because the app did not have the permission
required to read the background location data (an-
droid.permission.ACCESS BACKGROUND LOCATION).
However, this permission was present in the April 2025
APK, and ICE’s FAQ has not been updated to reflect
that the capability now exists. While we stress that this
capability does not directly imply use of this permission,
it does indicate a change in SmartLINK that invalidate
previous statements regarding its data practices.

1.2. Our proposal

A longitudinal analysis could help us understand how
SmartLINK has changed, the nature of the changes (e.g.,
improving functionality or increasing data collection), if its
behavior has aligned with its mandate (e.g., as outlined in its
contract) and its privacy policies. We propose conducting a

1. In this context, “participant provided” means that the people moni-
tored are using their own smartphones, rather than a BI-provided phone
with limited functionality.



retrospective analysis of this app and publicly-available
documents [14] describing its data practices (e.g., privacy
policies, contracts). We have collected 34 versions (APKs)
of BI SmartLINK’s Android app from May 2021 to January
2026 from online APK repositories (i.e., APKPure). In ad-
dition to establishing a ground truth regarding the evolution
of SmartLINK for immigration surveillance and ensuring
compliance with its contractual and regulatory obligations,
our findings may also enable us to identify opportunities for
future audits of technologies provided by government con-
tractors. There is potential for these methods to be expanded
to other apps in the immigration context, such as CBP One.
Understanding the nature of the changes to the code and
capabilities of SmartLINK can inform regulators about the
type of modifications they may need to be wary of in the
future when dealing with similar government technologies
developed by external actors.

2. Related Work

Lerner et al. conducted a retrospective analysis of online
web tracking from 1996 to 2016 [15]. They leveraged the
Internet Archive’s Wayback Machine to analyze tracking be-
haviors on archived webpages. In addition to presenting the
findings of their measurement study, they devoted significant
space to discussing the limitations of using the Wayback
Machine for this type of analysis. In our work, we will use
the Wayback Machine to analyze public websites and how
they changed (or not) as the app’s code has changed.

In work on the geographic variations of the same app in
mobile app stores across the world (and their security and
privacy implications), Guo et al. developed FREELENS—
a framework that leverages API-bounded, call-path profil-
ing and LLMs to study code-level differences between the
same app from different marketplaces (e.g., Germany and
India) [16]. We plan to use parts of this framework to
understand code-level differences between updates of the
app and what the security and privacy implications of these
updates might be.

3. Open Questions

1) Which specific (technical) attributes of SmartLINK
should we analyze over the time? The possibilities
include permissions, third-party libraries, call paths,
features, how these features are implemented in the
code, etc.

2) What specific documents should we analyze over
the time? The possibilities include privacy policies,
public contracts, press releases, etc.

3) How can this work (and/or its framing) be improved
to have a stronger impact?
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