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Abstract—Smartphone sensor data, often unguarded by
browser permissions, can be used for device fingerprinting. We
hypothesize that it is not just hardware, but user behavior, that
can be fingerprinted. If possible, this introduces a novel privacy
threat, one which is creepily persistent, enables people-based
rather than device-based tracking, and allows for cross-device
or multi-user, same-device tracking. We propose to collect and
analyze sensor data to understand when and how such behavioral
fingerprinting may be possible.

In 2018, almost 4% of the top 100K websites listed on Alexa
Top Sites were observed capturing raw, sensor-based data gen-
erated from a smartphone’s Internal Measurement Unit (IMU)
[1]. Gyroscope, accelerometer, ambient light, and proximity
sensors were all accessed in the wild, easily available via
simple APIs outlined by the HTML5 specification. Somewhat
surprisingly, many browsers do not restrict access to these
sensors. This opens the door for the stateless identification of
website visitors, as is suggested by Das et al. [1], by measuring
sensor imperfections introduced in the manufacturing process
[2]–[6]. We posit that it is not just the hardware which
has identifiable, unique, and repetitive qualities, but users
themselves—a new privacy threat not encompassed by current
taxonomies of mobile sensor-based attacks [7].

Research Questions.
1) Can permissionless sensors be used for behavioral

fingerprinting?
2) Which sensors are most effective for this purpose?
3) What activities are most amenable to such tracking

(e.g., reading news, shopping, viewing pictures)?
4) What technical defenses would ameliorate this threat?
Proposed Approach.
HTML5 Permissions. We first characterized permissions

needed to access IMU data for different hardware and
software configurations. To do this, we built a website
housing JavaScript which pulls down touch (touchstart,
touchmove, and touchend), motion (devicemotion),
and orientation (deviceorientation) data. We tested this
website from varying devices, finding that touch-based data
lacks permissions entirely, while orientation and motion data
is available for Chrome users, but not Tor or Safari users.1

Feature Mining. We will next collect raw IMU data (i.e.,
touch, motion, and orientation) and use existing human activity
recognition datasets to identify feature vectors to be used in
classification. For example, touch data will take the form of

1Apple (Chrome, Safari, and Firefox) requires permissions for orientation
data on iOS13+. Android (Chrome and Firefox), tested on v9 (Pie) and v7
(Nougat), allows permissionless access. Android (Tor) restricts permission.

one 30-length feature vector per “swipe” with attributes includ-
ing start and stop coordinates, distance, velocity, acceleration,
and directional information. These features have been shown
to work well in authentication schemes [8]. Notably, although
our work has similarities with sensor-based authentication
schemes, the limitations of the online environment make
these schemes impractical for an off-the-shelf application.
In an online environment, a learning phase cannot be used
to establish ground truth, and users cannot be relied on to
perform predetermined, otherwise uncommon, high-entropy
gestures [9]–[12]. Instead, we look to unsupervised techniques
for classification of a user’s unmediated behavior, collecting
IMU events as a surreptitious background process.

Algorithm Assessment. For classification, we will focus
on being able to accurately identify repeat visitors; more
specifically, whether an incoming data stream (i.e., a user
who is currently browsing the website) has characteristics that
match existing data associated with a “seen-before” user. In
this way, the system could be used for real-time identification
of website visitors. We will use a variety of algorithms to
assess the accuracy of the match, focusing on unsupervised
methods given the limitations stated above.

User Study. We will also differentiate what type of data
is most effective (e.g., whether touch data alone can be
used for behavioral fingerprinting or, as we hypothesize, if
touch and motion data must be combined in order to reach
satisfactory accuracy levels) and whether user activity plays
a role in identification. Our intuition is that certain types of
browsing lead to more accurate identification of users given
varying degrees of interaction (e.g., shopping versus reading).
To ground the performance of our classifiers and test these
hypotheses, we will conduct a longitudinal user study.

Defenses. Finally, we will assess technical solutions for
blocking or weakening behavioral fingerprinting. Typical tech-
niques from the tracking-blocking literature, such as spoofing,
are likely well suited for lowering classifier accuracy, but
must be carefully designed to successfully thwart classification
without degrading user experience (e.g., emulating random
orientation events may trick a classifier, but should not cause
the user to experience unexpected orientation shifts) [7], [13].

Anticipated Outcomes. This work will serve as a proof
of concept for the viability of this new privacy threat to
mobile browsing. Based on the results, we will recommend
that sensors be guarded by permissions in Chrome and that
browsers follow Tor and Safari’s lead regarding restricted
access, rather than permitting sensor access by default.
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