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E XTENDED A BSTRACT
The consumer Internet of Things (IoT) space has experienced a significant rise in popularity in the recent years.
From smart speakers, to baby monitors, and smart kettles
and TVs, these devices are increasingly found in households
around the world whose residents may be unaware of the risks
associated with owning these devices. Previous work showed
that these devices can threaten user privacy and security by
exposing information over the Internet to a large number of
service providers and third party analytics services. Our analysis shows that many of these Internet connections (and the
information they expose) are neither critical, nor even essential
to the operation of these devices. However, automatically
separating out critical from non-critical network traffic for an
IoT device is nontrivial, and at first glance would seem to
require expert analysis based on manual experimentation in a
controlled setting.
In this work, we ask whether it is possible to automatically
classify network traffic destinations as either critical (essential
for devices to function properly) or not, hence allowing the
home gateway to act as a firewall to block undesired, noncritical destinations. We take the first steps towards designing
and evaluating IoTrimmer [1], a framework for automated testing and analysis of various destinations contacted by devices,
and selectively blocking the ones that do not impact device
functionality.
Motivation. Privacy risks, at the network and application
layers, have been extensively covered in previous research [2]–
[4]. While a number of commercial IoT Security solutions
are available for blocking malicious or otherwise undesirable
connections, these often rely on user configuration for each
device, and often provide an all-or-nothing connectivity option
for traffic destinations without considering whether blocking
traffic will break device functionality. There is a need for an
approach that can block network traffic with little-to-no user
configuration, and without breaking device functionality. Doing so can substantially reduce the privacy and security attack
surfaces for IoT devices. A key requirement for this approach
is to establish and maintain a list of network destinations that
are essential for device functionality, and thus should not, in
general, be blocked.
Design. To test IoTrimmer, we have built a testbed that
currently comprises 122 different IoT devices in two labs, one

in the US and one in the UK. The IoT devices can usually
be controlled via a companion device such as a smartphone
application. Our testbed allows us to perform automated experiments on the IoT devices using these companion devices and
to capture several network traces for each device, retry destinations and perform self-validating automated experiments
under different conditions. Finally, the testbed allows us to
block traffic at device level by overriding DNS answers for
specific hostnames using bind’s view and RPZ zones.
To detect the unnecessary destinations for an IoT device,
we conduct interactions experiments. An IoT device can have
different functionalities, for example switching on/off the light
for a smart bulb is the main functionality, but the app can
also provide an option for controlling the brightness. The
interaction between the IoT device and the phone app may
fail. As part of the interaction experiments, we created a tool
for validating them using screenshots matching.
Evaluation. As a proof-of-concept study for IoTrimmer, we
use three IoT devices: two security cameras and a smart bulb.
By running more than 1,000 automated experiments, we find
that some IoT devices contact non-critical destinations outside
their region, and out of 9 destinations contacted by our three
IoT devices, 4 are unnecessary.
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