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th:dr

The “computers inside the computer”
Every chip has one or more CPUs inside; they have exploitable bugs

Usability issues
Smaller screens mean fewer security indicators

The death of app isolation
Apps have full Internet access, sensitive privileges, and abuse them

Threat models: physical attacks
Or, defending against the San Bernadino iPhone attack



The computers inside your computer



Have you looked inside a phone lately?

Each chip has an embedded CPU, typically ARM
Firmware” (i.e., software) baked in by vendor, not part of the OS distribution

(Google Pixel photos via iFixit)

PPPPPPIIIPIPYY 4
hacescacsscscans
N Giiannnannnnnan o 3§

a

s ee
sese
=il
&
T
L3

pllfflitanie™ 3

e LLLTTTTTITITTIIE N L |
WU oTeTeTeTelelo 00 0 ele e o e
SAABAAMANAAANAS

- R R R R R
v ‘-lllllllllllll.l-”
-

N
TR P LLLLLLL

oe MM

AT

e |
we
" SSEEEsss

-« geedenee

-A 03
e l‘l-.

l@l

.."D .I '™ |
C.‘ .ll"-ll .

mE.g g

e
lbsill‘.

easas
H'-unu.v'
I®o® © ©

FrfNa.mrn
‘ LT
B

@
=

.l m' =" —»~

,T |tl!—-.' -
| . - @k
N 96(& :
1 - 7 5

an !
o 2a
MNe

=n
YWem |
o
L

ﬂ»«m—--- B R
T R T o O ST O ey
II-. (R e £ . l-
VS guuw
el 1L

'l

:;.

5/
_

.ll-.:-i-'-u-

lla )

=
=
.-hl...iﬁihbi .-m'_' &

sammun §

-
q 1 ]

; R c |
{
¢ . - . X< S B '
' - Y - 2 .
- . ....ulll 1 s
- : : 5 - " . s,. | - uw : ...-ll
..-n .-‘ 1 iy : R ik ] a1l -

T ,--"4 .n] i

4 :|_:|.r1 e

e -
- -

.ll--l:. ...- —~.

o =m --o--) ©

> 0l oo

3 Y ‘ . . ;
) : . : b . # : % : -
. 3 : . Lol . o’ - 3 Y 2 | K N (0 ! A
' 1 4 | S— i . N -'. : ~\ ' ] . ") 1 [ .v_ | ; ]‘» ®
L o 1 5 : Zf & - ¥ W ) ) 2 -1... y =N K -
.. | ‘_'q y Vo R - i © 5y - -linl-l---' 'l ]
i o ) ; . = B d pa % ; - j - . --II'I:-.llﬁ -
- T 4 - 7 !’ J ] { -m " :.'| r .'.
& @ 9 ® = s aml - Rl X B brs Q| o O T
AR . . “-n : = Al - ) il | < e = j ] _. - o .
{ @ e & : ~ &y : : woues ]
1 A [ 3 ) wm ' ranem g - ’ ;. 3 '
Bo.iRe 0]

. . . o ’ 3 : .' '\' S - “ __,: :
Do JIIIYSYIYIIYINOYRINYY oy y gk Bl
€ --.0L @
. h (‘ H‘M' 4 ™,

of = NNRRRRR RN RRRRRRRRRAEE = O frereetteteeteteeteetettess @ » ¥ AR e SITTIF],
- ‘. -, 4 - 2 | |
MISESESEEEE S8 S8 S8 8a S8 1 ] o e e 5 . ‘E‘,t :: \ A

--cls-na-.n S8 RS AR Ae AR » | \ WL A
'5 i ‘ - - ® ; — ~ — — — _ T alie e .
-~ - o -




Example: SD card firmware

Flash storage is incredibly complicated
High defect rates, wear leveling / block remapping, etc.

Allows a vanilla filesystem, designed for a hard drive, to “just work”

Cheaper to use a general-purpose CPU

Testing (defect mapping, binning) and runtime (load leveling,
remapping) all done in software

Fven if 80% of blocks are dead, can still sell as a lower-capacity card



Quality-control issues?

Andrew “Bunnie” Huang designed the Chumby

‘I realized that all the units failing [in quality control] had Kingston
microSD cards from a particular lot code.” (2009)

PANDORA
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Quality-control issues?

Andrew “Bunnie” Huang designed the Chumby

‘I realized that all the units failing [in quality control] had Kingston
microSD cards from a particular lot code.” (2009)

PANDORA

‘One [Shenzhen| vendor ... interested me; it was literally a
mom, pop and one young child sitting in a small stall of the
mobile phone market, and they were busily slapping
dozens of non-Kingston marked cards into Kingston retail
packaging. They had no desire to sell to me, but | was
persistent; this card interested me in particular because it
also had the broken ‘D’ logo but no Kingston marking.’




Counterfeit analysis

Bunnie bought a bunch of cheap SD cards in Shenzhen

. y Sample 5: _ )
Sample 1: Sample 2: Sample 4: Questionably authentic Kingston card SHpIe B Sampleir;

l{ " ¢ = coeatic ] . Sample 3: .
‘ Original irregular Kingston card Normal Kingston card & SanDisk card bought from SZ market Samsung card bought from
°
N O | | I l ; ' ‘ O E M O E ; h I b ; l from authorized Kingston distro from authorized Kingston distro U3 retat Kingeton, card Falie card bougti from &7 market bough from 32 market authorized Samsung distro
[ ] "

Kingston® A

2G5 a8
iCrO N

‘Sketchy’: alternate e ‘ _
OEM codes, etc. f

Conclusion: Kingston
resells lower-quality parts
at tight margins

Samsung card
image missing

Decapsulated :
Controller
die marking
L)t 34 " "'. oF: - tr\’ e as S ¥ EACIID @U@@]
o (Sandisk/Toshiba FLASH) == = Uit (Sandisk/Toshiba FLASH) 2 GUL8 S O, ,“:n IR (Sandisk/Toshiba FLASH) {: ‘_r‘f_‘;:,‘, )
die marking ‘ i‘,ﬁﬂ’jfﬂ’ﬂ;\,mf?ﬂummj




Counterfeit analysis

Bunnie bought a bunch of cheap SD cards in Shenzhen
‘Normal”: OEM Toshiba

‘Sketchy’: alternate
OEM codes, etc.

Conclusion: Kingston

resel ‘Larger vendors will tend to offer more consistent
at tig quality, but even the largest players staunchly reserve
the right to mix and match flash chips with ditferent
controllers, yet sell the assembly as the same part
number — a nightmare if you're dealing with
implementation-specific bugs’
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SD firmware hacking |

Bunnie and Sean “Xobs” Cross (2013) Se— XLE

A A A IDA View-A
[ ]
D S O e r- d -F r- m a r- e ISS‘EDX type argument resp abbreviation command description
{ Ol “HIRIk ! de: 034 1 OO0 | - :
| C V 6 3 | W “TTON CHLR e | DD STZE 00G0011E BYTE —] CMDO 31 0] stuff bits - IGO_IDLE_STATE Resets all cards to idle state
=t
jmp AA+DPTR iCMDZ 31 D] stuff bits R2 ALL_SEND_CID Asks any card to send the CID numbers
. on the CMD line (any card that is
. e connected 10 the host will resgond)
ol code_4A6 CMD3 31:0) stuff bits R6 ISEND_RELATIVE_ lAsk the card to publish a new relative
! ' | ADDR address (RCA)
ajmp  code 4A2 CMD4 e 11 16) DSR : SET_DSR Programs the DSR of all cards
| 5 01 stuff bits
J—— 31"‘) ‘;U'»":__"’E"' CMD3 | o ards er l¢ the "SDIO Card Specification®)
e O S e | I . CMD7 ‘ar 31:16) RCA Rt  [SELECT/DESELECT Command toggles a card between the
e ajmp code_4EE 15:0) stuff bits (only | CARD stand-by and transfer states or between
N - 2 rul S . : s : from they the programming and disconnect states.
a > : selected In bath cases, the card s selected by s
"y code_4A2 card) own relative address and gels deselected

by any other address; address 0 deselects
all. In the case that the RCA equals 0,
then the host may do one of the following
- Use other RCA number to perform
card de-selection
- Re-send CMD3 to change its RCA
number 10 other than O and then usa
CMD7 with RCA=0 for card de-
selection.

machine code (no | e

ajmp cod e 518

code signing, etc. L e

ajmp code 543

CMD8 |per [31:12)reserved bits|R7  |[SEND_IF_COND  Sends SD Memory Card interface

_—— ajmp code_S4E 11:8)supply condition, which includes host supply

e T e e s e e e et e e e e Hage(VHS) voitage information and asks the card
_ i ode S67 7:0)check pattem whether card supports voltage. Reserved
r Y . bits shall be set to ‘0"
, CMD9 ac 31:116) RCA R2 ISEND_CSD Addressed card sends its carg-specific
ajmp code 442 15:0] stuff bits data (CSD) on the CMD line
| CMD10 jac  [31:16) RCA R2 SEND_CID Addressed card sends Its card identi- |
O r S O ra e 1. ajmp code 573 ' 15:0] stuff bits ficaton (CID) on CMD the line.
U e & . Y O Em o o o e S e o (o e o o o e o CMD11  Fesesved
[ ajmp code_584 CMD12 rac [31:0] stuff bits Rib  [STOP_ Forces the card to stop transmission
TRANSMISSION
ajmp code 442 CMD13 Bc  [31:16] RCA R1 ISEND_STATUS Addressed card sends its status
[ 15:0] stuff bits register.

[000003B0 000003B0: SDI O Tabletl _r:] CNMD14 reserved
- ¥ AJ I ’ y
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Discovered firmware
update command

Able to send 8057
machine code (no
code signing, etc.

m- M| TM attacks from
your storage?!

‘It's as of yet u

leave their firmr

2V ala

Bunnie and Sean “Xobs” Cross (2013)

IDA View-A

NI

nclear how

jmp

ajmp
ajmp
ajmp
ajmp
ajmp

ajmp

ajmp

ajmp

ajmp

ajmp

ajmp

ajmp

ajmp

ajmp

amp

a+DPTR
code 446
code 4A2
code 44
code 4EE
code 442
code 442
code 518
code_52C
code 543
code S4E
code_567
code 442
code 573
C cu_i e 584

code 442

L )=

B A I L u'\:",‘ W.'D
|

| 'Sggx type argument resp abbreviation command description
CMDC bc [31:0] stuff bits . IGO_IDLE_STATE  [Resets all cards to idle state
{.‘. D1 pserved
CMD2 |cr  [31:0) stuff bits R2 ALL_SEND_CID Asks any card to send the CID numbers
on the CMD line (any card that is
connected 10 the host will respond)
CMD3 cr  [31:0) stuff bits R6 ISEND_RELATIVE_ lAsk the card to publish a new relative
1 ADDR address (RCA)
CMD4 ¢ [31:16) DSR SET DSR Programs the DSR of all cards
| 15:0) stuff bits
CMD3S ! ] Tor VO Cards e 1o the "SDIO Card Specification®)
CMD7 i;)r: 31:16) RCA R1b SELECT/DESELECT Command toggles a card between the
15:0] stuff bits (only CARD stand-by and transfer stales or belween
from the the programming and disconnect states.
selected In both cases, the card (s selected by s
card) own relative address and gels deselected
by any other address; address 0 deselects
all. In the case that the RCA equals 0,
then the host may do one of the following
- Use other RCA number to perform
card de-selection
- Re-send CMD3 to change its RCA
number 10 other than O and then usa
CMD7 with RCA=0 for card de-
selection.
CMD8  joer 31:12]reserved bits|R7 ISEND_IF_COND Sends SD Memory Card interface
11:8]supply condition, which includes host supply
Hage(VHS) voltage information and asks the card
7:0)check pattem whether card supports voltage. Reserved
bits shall be setto 0",
MDS ac 31:16]) RCA R2 ISEND_CSD Addressed card sends its card-specific
15:0] stufT bits data (CSD) on the CMD line
CMD10 lac  [31:16] RCA Rz |sEND_CID Addressed card sends its card identi-
L 15:0) stuff bits ficaton (CID) on CMD the line.
CMD11  reserved
ICMD12 @c  [31:0) stuff bits R1b ISTOP_ Forces the card to stop transmission
TRANSMISSION
CMD13 lac_ I31:16] RCA R1 SEND STATUS Addressed card sends its status

many other manufacturers
ware updating sequences unsecured.”

register.




Same thing for your networking chips

Modern network chips have == [ 1 ey i
embedded CPUs as well s om0 e Y =
Support “full stack”™ WiFi [l
Don't interrupt the CPU as often e

:
Exploitable from the outside! Nl e T
NoO use of protection bits: every page S S
is RWX (also no stack cookies, etc.) A

(Source: Gal Beniamini, Google Project Zero, googleprojectzero.blogspot.com/2017/04/over-air-
exploiting-broadcoms-wi-fi_4.html)



https://googleprojectzero.blogspot.com/2017/04/over-air-exploiting-broadcoms-wi-fi_4.html
https://googleprojectzero.blogspot.com/2017/04/over-air-exploiting-broadcoms-wi-fi_4.html
https://googleprojectzero.blogspot.com/2017/04/over-air-exploiting-broadcoms-wi-fi_4.html

Attacking the main CPU from the NIC

Option 1: Attack the OS kernel carens | — S

Heap overflow, vulnerable code pointer ais il PN

Option 2: Direct memory access
PCle devices can do DMA

IOMMUs not used to limit visible m e
memory in the kernel e [T

w= Arbitrary read/write to the OS kernel F r

(Source: Gal Beniamini, Google Project Zero, googleprojectzero.blogspot.com/2017/04/over-air-
exploiting-broadcoms-wi-fi_11.html)



https://googleprojectzero.blogspot.com/2017/04/over-air-exploiting-broadcoms-wi-fi_11.html
https://googleprojectzero.blogspot.com/2017/04/over-air-exploiting-broadcoms-wi-fi_11.html
https://googleprojectzero.blogspot.com/2017/04/over-air-exploiting-broadcoms-wi-fi_11.html

What about ARM TrustZone?

TrustZone is something of an OS layer

User-Mode
below the kernel .

Kernel-Mode

Support for boot locking, DRM, etc.

Of course, it's exploitable
(Also discovered by Gal Beniamini) ,_]

memcpy( ) buffer overwrite vulnerability D - |

Messy process to build a ROP chain e . '

bits-please.blogspot.com/2016/05/qgsee-privilege-escalation-vulnerability.html|

User-Mode

Shellcode to read/interact with the “secure
file system’



http://bits-please.blogspot.com/2016/05/qsee-privilege-escalation-vulnerability.html

TrustZone security engineering?

MobileCore (Samsung)
No ASLR, no stack cookies

QSEE (Qualcomm): slightly better
O-bit ASLR, no guard page between stack, BSS, heap

Trustlets: Proprietary code, bugs can linger
Many trustlets directly exposed to userland through proxy services

(Source: Gal Beniamini talk, BlueHat Israel 2017, microsoftrnd.co.il/Press%20Kit/
BlueHat%20IL%20Decks/GalBeniamini.pdf)



https://microsoftrnd.co.il/Press%20Kit/BlueHat%20IL%20Decks/GalBeniamini.pdf
https://microsoftrnd.co.il/Press%20Kit/BlueHat%20IL%20Decks/GalBeniamini.pdf
https://microsoftrnd.co.il/Press%20Kit/BlueHat%20IL%20Decks/GalBeniamini.pdf

Example: Android Full Disk Encryption

pat PP S o e e B i S S AN I Mt BN R (A e d Ko Ny
g AL LS ST s GRS N A e "
" NDPDl11-Proaatarte . "D 1. Draytartear
A7 “LUI-Frotecieg ) “U-rFrowecieg
O e e P D e SRy TP N P L
R tats S A9 . - A} Laa s on B .

Syt g Sl o "

ApaCER ST, PR K

{ 1914 Balw -4 1

B
~ {557 L |

XPU-Unprotected Region

KeyMaster app manages keys

System-Call Tables

Vulnerabilities in other trustlets =

m Privilege escalation

m | ack of separation across trustlets

m \Master keys can leak

Qualcomm, others support hardware-
fused keys

Not currently used by KeyMaster
Maybe in Android "O"?




Kernel bugs increasingly targeted

(Source: “What's New in Android Security”, Google 1/0 2017.
https://www.youtube.com/watch?v=C9_ytg6MUPO)



https://www.youtube.com/watch?v=C9_ytg6MUP0

What kinds of bugs?

Missing/incorrect bounds check . (o
) Null pointer dereference A
Information leak &

Missing permission check
Use after free
Race condition

O Memory corruption (other)
Other
Integer overflow

O Uninitialized data

(Source: “What's New in Android Security”, Google 1/0 2017.
https://www.youtube.com/watch?v=C9_ytg6MUPO)



https://www.youtube.com/watch?v=C9_ytg6MUP0

If we used a safe programming language

Information leak

Missing permission check

Plenty of PL and systems
LS EON O] research that addresses

Oth these remaining concerns!
er

Integer overflow



Summary so far

All the computers inside the computer are vulnerable.
All the same attack types (buffer overflow, heap grooming, ROP etc.)

| ess competitive pressure = less use of standard defenses

OS kernels tend to trust their devices to act reasonably.

An “evil component” has a large attack surface
|[OMMUs can help [imit this

Unclear whether vendor isolation layer (Android “O”" Treble) will help



Challenges so far

All the usual vulnerabilities that come from C programming.
Can we please get rid of C? Is Rust a good alternative?

At least most Android apps and many system services are in Java.

Vulnerability discovery, patch delivery.
't Beniamini can do it, so can others. Are similar vulns being exploited?
Supply chain integrity.

Are you even getting the chips you expect?



The death of app isolation



Default security policies

Every web page has an origin (DNS name, protocol, etc.)
Separation enforced by browser’s same origin policy
Network connections limited (unless the receiving server allows it)

Limited visibility of native OS resources
Android apps have private storage, but unlimited networking
Scan your internal network? Wny not?

Fasy to abuse privileges



Example: exfiltration of contacts list

The Wrong Way: Path Uploads iOS Users’
Address Books Without Permission

E CHRIS VELAZCO ¥

Tuesday, February 7th, 2012 Comments

What started as a bit of aimless tinkering for
developer Arun Thampi ultimately unearthed
something very surprising about personal life-
sharing service Path. As a fan of the app,
Thampi took it upon himself to look at the API
calls that the app made to Path’s service and
found that his “entire address book (including
full names, emails and phone numbers) was
being sent as a plist to Path.”

Puzzled, Thampi created an entirely new Path
and tried again, only to be faced with the same
results. Feel free to try it for yourself if you're
curious, as Thampi has written up the test
procedures on his blog.

According to a comment left by Path co-founder and CEO Dave Morin, uploading the user’s address
book is meant simply to connect users with each other. As VentureBeat points out, this isn’t exactly a
secret — the practice is pointed out in the company’s Wikipedia entry. Still, it’s not exactly the
easiest information to come across unless you're actively looking for it, especially when no mention of
it is made during the initial sign-up process.



Example: exfiltration of contacts list

The Wrong Way: Path Uploads iOS Users’
Address Books Without Permission

When asked why Path didn't give-:sers the choice to
opt-in right from the start, [Path CEO] Morin responded
with the following:

This is currently the industry best practice and the App
Store guidelines do not specifically discuss contact
information. However, as mentioned, we believe users
need further transparency on how this works, so we've
been proactively addressing this.

techcrunch.com/2012/02/07/path-uploads-your-iphones-address-book-to-their-servers-without-a-pee

Comments

t started as a bit of aimless tinkering for
loper Arun Thampi ultimately unearthed
ething very surprising about personal life-
Ing service Path. As a fan of the app,

pi took it upon himself to look at the API
that the app made to Path’s service and
d that his "entire address book (including
ames, emails and phone numbers) was
g sent as a plist to Path.”

led, Thampi created an entirely new Path
tried again, only to be faced with the same
Its. Feel free to try it for yourself if you're
us, as Thampi has written up the test
edures on his blog.

Dave Morin, uploading the user’s address

book is meant simply to connect users with each other. As VentureBeat points out, this isn’t exactly a
secret — the practice is pointed out in the company’s Wikipedia entry. Still, it's not exactly the
easiest information to come across unless you're actively looking for it, especially when no mention of

it is made during the initial sign-up process.


http://techcrunch.com/2012/02/07/path-uploads-your-iphones-address-book-to-their-servers-without-a-peep/




dynamo dynamo
dynamo [dahy-nuh-moh] dynamo [dahy-nuh-moh]
—hnoun, p/l. -mMos. —nhoun, pl. -mos.
1. an electric generator, 1. an electric generator,
especially for direct current. especially for direct current.
2. an energetic, hardworking, 2. an energetic, hardworking,
forceful person. forceful person.
Origin: 1882; short for Origin: 1882; short for
dynamoelectric dynamoelectric
dynamo- dynamo-

1. variant of dyna-:
dynamometer.

1. variant of dyna-:
dynamometer.

Also dynam-. Also dynam-.

Cost: Fre Cost: $2.99



dynamo
dynamo [dahy-nuh-moh]

—noun, pl. -mMos.

1. an electric generator,

especially for direct current.

2. an energetic, hardworking,
forceful person.

Origin: 1882; short for
dynamoelectric

dynamo-

1. variant of dyna-:
dynamometer.

Also dynam-.

Cost : Free

dynamo
dynamo [dahy-nuh-moh]

—nhoun, pl. -mos.

1. an electric generator,
especially for direct current.

2. an energetic, hardworking,
forceful person.

Origin: 1882; short for
dynamoelectric

dynamo-

1. variant of dyna-:
dynamometer.

Also dynam-.

Cost: $2.99

Downloads:
100,000 - 500,000



dynamo
dynamo [dahy-nuh-moh]
—noun, pl. -mMos.

1. an electric generator,
especially for direct current.

2. an energetic, hardworking,
forceful person.

Origin: 1882; short for
dynamoelectric

dynamo-

1. variant of dyna-:
dynamometer.

Also dynam-.

¢

Cost : Free

Downloads:
10,000,000 - 50,000,000

dynamo
dynamo [dahy-nuh-moh]

—hnoun, pl. -mMos.

1. an electric generator,
especially for direct current.

2. an energetic, hardworking,
forceful person.

Origin: 1882; short for
dynamoelectric

dynamo-

1. variant of dyna-:
dynamometer.

Also dynam-.

Cost: $2.99

Downloads:
100,000 - 500,000



Ads are widely used
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'\ CHEAP CALLS ABROAD




Ads are widely used

Sares 0

‘\ 15 MINS FREE!! T ’
¥ | CHEAP CALLS ABROAD

(and advertising uses 75% of the power budget - Pathak et al., Eurosys 2012)

l
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CNET » News » InSecurity Complex

Dubious Android apps may not
be malware--just ads

Verizon-affiliated ICSA Labs steps into the controversy over Android
apps that Symantec identified as malware.

"™\ | by Elinor Mills | February 1, 2012 1:21 PM PST
g . W Follow

- Andr0|d Market Apps ¥ Music ¥ Books ¥ Movies ¥ My Library ¥

Deal or BE Millionaire

Description

Deal & Be Millionaire
’ (14,463)

INSTALL WE ARE NOT MALWARE!!
' ' Symantec, the company that wrongly labelled this app as malware the other day,
contacted us and are in the process of un-doing the mistake they did and whitela

product.

Maore from develoner



Measuring permission usage

Separate library code from application code

Simple static analysis of library code

Stowaway (Felt et al., 2011)

Map API calls to Android permissions
Scout (Au et al,, 2012)

Theodore Book, Adam Pridgen, and Dan S. Wallach, Longitudinal analysis of Android ad library
permissions. Mobile Security Technologies (MOST) 2013.

Theodore Book and Dan S. Wallach, A case of collusion: A study of the interface between ad libraries
and their apps. 3rd ACM Workshop on Security and Privacy in Smartphones and Mobile Devices (SPSM),
November 2013.
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“Dangerous” Permissions
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“Dangerous” Permissions

9.00%

8.00%

Change WiFi State

7.00% .
[ oad those video ads!

6.00%
5.00%
4.00%
3.00%
2.00%
1.00%

0.00%.
0"‘09 S\
N N
2% 2%

— GET_ACCOUNTS RECORD_AUDIO  =—— CHANGE_WIFI_STATE CAMERA  —— READ_SYNC_SETTINGS

Social Stream / Contacts GET TASKS - READ HISTORY_ BOOKMARKS



“Dangerous” Permissions

9.00%
8.00%

7.00%

o Record Audio
5.00% Just listening! pd

—_—
4.00%

3.00%
2.00%
1.00%

0.00%.Ns
Q‘;’b S\
i i Y N N
N N N N N
> 2% % % 2%

— GET_ACCOUNTS RECORD_AUDIO  =—— CHANGE_WIFI_STATE CAMERA  —— READ_SYNC_SETTINGS

Social Stream / Contacts GET TASKS - READ HISTORY_ BOOKMARKS



“Dangerous” Permissions

9.00%
8.00%
7.00%
6.00%
5.00%
4.00%
3.00%
2.00%
1.00%

0.00%.
Qb‘('b S\
N N
2% 2%

— GET_ACCOUNTS RECORD_AUDIO  =—— CHANGE_WIFI_STATE CAMERA  —— READ_SYNC_SETTINGS

Social Stream / Contacts GET TASKS - READ HISTORY_ BOOKMARKS



The Great App Purge of 2013
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Nearly 60K Low-Quality Apps Booted From
Google Play Store In February, Points To
Increased Spam-Fighting
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Monday, April 8th, 2013 27 Comments
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Google has stepped up its efforts to remove spammy or
otherwise non-compliant applications from its mobile
application marketplace, Google Play, in recent weeks.
App deletions hit a record high in February, with 60,000
apps removed during the course of the month — the
largest round of app deletions to date. The news of this
massive app removal comes just ahead of the rumored
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Google's actions vs. ad library

Ad Library Percent of Apps Removed
EverBadge 60.5%
Hunt Mobile 45.5%
AirPush 40.7%
SendDroid 31.2%
Waps 29.7%
Taplt 28.4%

Average 11.6%



Ad libraries have sensitive APIs

Classification API Call

Keywords void setKeywords(String)
Keywords void setSearchString(String)
Gender void setGender(GenderType)
Location void setCurrentLocation(Location)
Age void setAge(int)

Multiple Factors | void setRequestParams(Map)
Postal Code void setPostalCode(String)

Enable Location | void setLocationInquiryAllowed(boolean )
Income vold setIncome(int)

Interests void setInterests(String)

Area Code void setAreaCode(String)
Education void setEducation(EducationType)
Ethnicity void setEthnicity(EthnicityType)

Table 1: Privacy-related API calls found in the InMobi API

Goal: enumerate use of these APIs in top libraries from large corpus
of Android apps



Calls vs. Install Count
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- Popular apps
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additional revenue




Calls vs. Install Count

Top apps can't get away
with misbehavior

Popular apps
benefit from
additional revenue
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Fine, I'll just deny them permissions

Plants vs. Zombies FREE
ELECTRONIC ARTS
¥ Everyone 10+

INSTALL

Contains ads ® In-app purchases

L2200

Downloads 3,173,527 & Strategy Similar

Stem a zombie attack on your yard with the help
of powerful plants!

READ MORE




, I'll just deny them permissions

E Allow Plants vs.
= Zombies FREE to
access your contacts?

D Don't ask again

Plants vs. Zombies FREE
ELECTRONIC ARTS 10of2 DENY ALLOW

¥ Everyone 10+
INSTALL

Contains ads ® In-app purchases

D200

Downloads 3,173,527 & Strateqy Similar

Stem a zombie attack on your yard with the help
of powerful plants!

READ MORE




, I'll just deny them permissions

E Allow Plants vs.
= Zombies FREE to
access your contacts?

. D Don't ask again
Plants vs. Zombies FREE
ELECTRONIC ARTS

10f2 DENY  ALLOW
¥ Everyone 10+

INSTALL

Contains ads ® In-app purchases

D200

Downloads 3,173,527 & Strategy Similar
B Allow Plants vs. Zom-
Stem a zombie attack on your yard with the help bies FREE to.access
photos, media, and
of powerful plants! files on your device?
READ MORE

Don't ask again

2 of 2




, I'll just deny them permissions
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E Allow Plants vs.
= Zombies FREE to
access your contacts?

. D Don't ask again
Plants vs. Zombies FREE
ELECTRONIC ARTS

10f2 DENY  ALLOW
¥ Everyone 10+

INSTALL

Plants vs. Zombies cannot run without the correct
Contains ads ® In-app purchases permissions. Please enable them in your Application

Settings for Plants vs. Zombies.
@ Continue
MILLION ‘

Downloads 3,173,527 & Strategy Similar

[ Allow Plants vs. Zom-
Stem a zombie attack on your yard with the help bies FREE to access

photos, media, and
of powerful plants! files on your device?

READ MORE Don't ask again

2 of 2




The OS should provide privacy features

Cyanogen / LineageOS have a “PrivacyGuard” feature

Fxample: Provides a contacts list with zero entries

N O 7.02

N O 7.02

& Privacy Guard Q9D

Enabled by default Q

Enable by default for newly-installed apps

& Baton

g4 Email

IHeartRadio

P Pandora

<  Appops

Email
version 2.0.0

Read contacts
(Never used)

Modify contacts

(Never used)

Read calendar
(Never used)

Modify calendar

(Never used)

Send SMS

(Never used)

Allowed

Allowed

Q €& Appops

fad

Email
version 2.0.0

Read contacts
(Never used)

Modify contacts

(Never used)

Read calendar
(Never used)

Modify calendar

(Never used)

Send SMS

(Never used)

Allowed

Ilgnored

Always ask

Allowed

v




To root or not to root...

Rooted phones can install ad
blockers (e.g., AdAway)

More control, better security

Rooted phones can violate DRM

Also, malicious apps can abuse
Superuser privs

Game cheats as well

Android “0" attestation features
effectively block rooting

N 1 2 REﬁGLEs M

ANDROID
POLICE

[Update: Netflix confirms] Netflix is vanishing from the 134 "0LLOW ANDROID POLICE |
G

|

| BEE

Play Store for some rooted users

y Corbin
28 -

Davenport
® 8 hours ago

G+66 262 W70

Total Shares < 398
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Netflix

Netflix, Inc.

" Teen

In-app purchases

o Your device isn't compatible with this version.

al

UPDATE 1: 2017/05/13 9:36AM PDT
Unlocked devices without custom ROMSs or root also seem to be affected. There's a chance that this could

UPDATE 2: 2017/05/13 3:24PM PDT
Netflix has confirmed it is blocking unlocked/rooted devices from installing Netflix. See this post for more

You don't see many high-profile apps blocking root users these days, with perhaps the most recent
offender being Pokemon GO. Now it looks like Netflix might be next. According to several reports on
Reddit and other sites), the Netflix app is showing up as incompatible with some rooted devices.

Q
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Google Plans Ad-Blocking Feature in Popular Chrome Browser

Filter could strip out ads that provide bad experiences for users
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Summary so far

Advertising-supported free apps want to make money

More user information = more money

OS permission requests only partially protect users
Some apps really do need to read your contacts or learn your location

Some apps refuse to run if you deny them permissions

Very little that third-party researchers can do here



Usability: trusted path



Old-school idea: trusted path
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GDC4S SME PED

Earpiece
Used for phone calls

Color Touchscreen Display R ina handseat
when using handse

2.8In TFT QVGA

LEDs for SCIF-Friendly, Alert &
Unlocked
« SCIF-Friendly mode activated

» Alerts for network connection,
incoming calls, messages,
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5-Way Navigation Key
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Context, Web Browser
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OAuth phishing

We want to hide security
indicators

Users probably wouldn't
notice, even it prominent

Google's solution?
Better anti-spam features

‘Google” in name now special

o ‘Af

~ Google Docs would like to:
™ Read, send, delete, and manage your emaill
B Manage your contacts

By clicking Allow, you allow this app and Google to use your information In
accordance with their respective privacy policies. You can change this and other
Account Permissions at any time.

Deny




OAuth phishing

We want to hide security
indicators

Users probably wouldn't
notice, even it prominent

Google's solution?
Better anti-spam features

‘Google” in name now special

O .

~ Google Docs would like to:

Developer info

™ | Read, send, di  email: eugene.pupov@gmail.com
Clicking "Allow” will redirect you to:
https://googledocs.g-docs.win/g.php

B Manage your contacts

By clicking Allow, you allow this app and Google to use your information In
accordance with their respective privacy policies. You can change this and other

Account Permissions at any time.
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P h is h i n g o n m o b i I e & prize-page.club/check/adv/s8draw/ [2]

Results of Lucky Draw:
You have a chance to win (1) One Exclusive Prize!

Web browsers try to get out of the way Congratulations, Google User

Your Pixel XL is chosen randonmly in our lucky draw among

493,329 users! You have a chance to win one out of three

| ess chance for chrome context to help you

ACT NOW, or your spot shall be given to the

Apps are, by nature, full-screen next lucky user

Home button is still a "trusted path” feature

frane IPhone 7
(Not that this is obvious to users.) B onso
P iPad Air
Central control from app stores can help S omsok
Samsung S8
Misbehaving apps will be globally uninstalled!
CLAIM NOW!

@



Maybe two-factor auth will help?

The R Register

Biting the hand that feeds IT

a/ DATA CENTER SOFTWARE SECURITY  TRANSFORMATION DEVOPS BUSINESS PERSONAL TECH

Security @R 8
After years of warnings, mobile network hackers
exploit SS7 flaws to drain bank accounts

O2 confirms online thefts using stolen 2FA SMS codes

L\

3 May 2017 at 20:02, lain Thomson

Experts have been warning for years about security blunders in the Signaling System 7
protocol — the magic glue used by cellphone networks to communicate with each other.

These shortcomings can be potentially abused to, for example, redirect people's calls and
text messages to miscreants' devices. Now we've seen the first case of crooks exploiting
the design flaws to line their pockets with victims' cash.

O2-Telefonica in Germany has confirmed to Stiddeutsche Zeitung that some of its

~rictAarmaoare havise had thoir hanl, a~rAaAatinte Araimad 11cinAa A v ctftanna Aattancl, that avinlAalte



And pairing is a huge problem

Long, complicated instructions

Nest Protect: scan QR code

Nest Thermostat: dial in your Wil e backotyouriest proect

DASSWOrQ

Rachio / Electric Imp: screen
flashing to a light sensor

Needs to be easier!

. A - e . ol R i ., ) P o L
'Ne INCeST A40D0D) W AlITH | L 1( A =008 /6 |
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My phone's camera won't scan the QR
code, what should | do? >




Threat models



I'm still clinging to my BlackBerry,” Mr. Obama said
Wednesday |7 Jan '09]. They re going to pry it out of
my hands.’ F

Che New 1Jork Times




In person vs. remote attacks

Senator reveals that the FBI paid $900,000 to hack into
Do we need to defend devices the SanBernardino killer's iPhone

against “local” threats?

AP O May8,2017,9:26 AM A 7,825

StO ra g e e n C ry pt | O n ? Sen. Dianne Feinstein, the top

Democrat on the Senate
committee that oversees the FBI,

Flngerprlnt VS P‘ N,? said publicly last week that the

government paid $900,000 to
" break into the locked iPhone of a
- Privacy from shoulder surfing o e e e
California, shootings.

— Prl\/acy frOm gO\/'t SearCh The FBI considers the figure to be

classified information. It also has

. . . protected the identity of the

Rale emISS|OnS? vendor it paid to do the work.

Both pieces of information are the
subject of a federal lawsuit by The
Associated Press and other news
organizations that have sued to
force the FBI to reveal them.

Dianne Feinstein



Whose job is it to protect you?

ELECTRONIC FRONTIER FOUNDATION

Protecting Rights and Defending Freedom on the Electronic Frontier

The hardware vendor? The OS vendor?

AT&T’s Role in Dragnet Surveillance of

The chipset vendor? Millions of Its Customers

INTERNET SPYING IN SAN FRANCISCO'

. AT&T’s internet traffic in San Francisco Intercepting Communications at
\/\/ h a't a b O U't yO U r‘ C ‘ O U d S e r\/ | C e S ? runs through fiber-optic cables at an AT&T AT&T Folsom Street Facility
. facility located at 611 Folsom Street in
San Francisco. Using a device called a R LTI T S
“splitter” a complete copy of the internet IHATHATHRARA AR AR,

traffic that AT&T receives —email, web e e"e o o' e e o o o o o s o o s o s's ¢ s s oo s oo

h I d browsingl requests, and other electronic AR RNRNANERRNRRRNRRENR
Can the government compel a vendor to oo k

? ;ervice from _people yvho use qnother
add a backdoor e s povir 6 drred nios

to a room, known as the SG-3 room, which

Millions of communications from
ordinary Americans (AT&T customers)

AT&T Facility

611 Folsom Street San Francisco

NSA-controlled
Room (641A)

=)

is controlled by the NSA. The other copy of Splitter Government
the traffic continues onto the internet to its Network
destination.
The SG-3 room was created under the
supervision of the NSA, and contains ( ........................
powerful computer equipment connecting . @@#mmmmmmmmm@MMM ......
o ° ° ? to separate networks. This equipment is R U U S K
Who provides ongoing security updates? - -oocomiaon it
® h|gh Speed, and can be programmed to Millions of communications from

review and select out the contents and ordinary Americans

traffic patterns of communications according to user-defined rules. Only personnel with NSA
clearances — people assisting or acting on behalf of the NSA — have access to this room.

Exa I l I p ‘ e . M I ra | W e b C a I l ' b Ot n et AT&T's deployment of NSA-controlled surveillance capability apparently involves considerably

more locations than would be required to catch only international traffic. The evidence of the
San Francisco room is consistent with an overall national AT&T deployment to from 15 to 20
similar sites, possibly more. This implies that a substantial fraction, probably well over half, of
AT&T's purely domestic traffic was diverted to the NSA. At the same time, the equipment in
the room is well suited to the capture and analysis of large volumes of data for purposes of
surveillance.
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TECHNOLOGY

Internet Giants Erect Barriers to Spy
Agencies

By DAVID E. SANGER and NICOLE PERLROTH JUNE 6, 2014
MOUNTAIN VIEW, Calif. — Just down the road from Google’s main campus here,

engineers for the company are accelerating what has become the newest arms race in
modern technology: They are making it far more difficult — and far more expensive
— for the National Security Agency and the intelligence arms of other governments
around the world to pierce their systems.

As fast as it can, Google is sealing up cracks in its systems that Edward J.
Snowden revealed the N.S.A. had brilliantly exploited. It is encrypting more data as
it moves among its servers and helping customers encode their own emails.

Facebook, Microsoft and Yahoo are taking similar steps.

After years of cooperating with the government, the immediate goal now is to
thwart Washington — as well as Beijing and Moscow. The strategy is also intended to
preserve business overseas in places like Brazil and Germany that have threatened to

entrust data only to local providers.

Google, for example, is laying its own fiber optic cable under the world’s oceans,
a project that began as an effort to cut costs and extend its influence, but now has an
added purpose: to assure that the company will have more control over the

movement of its customer data.



€he New Pork Times  hitps://nyti.ms/1k2b8mu
TECHNOLOGY

Internet Giants Erect Barriers to Spy

Agencies Fric Grosse, Google's security chief,
By DAVID E. SANGER and NICOLE PERLROTH JUNE 6, 2014

MOUNTAIN VIEW, Calif. — Just down the road from Google’s main campus I SU g g eSted | N ar I nte I'VI EW th at th c N . S . AIS
engineers for the company are accelerating what has become the newest arms OW n b e h aV| O r | n Vl-t e d -t h e n GW a rm S ra C e .

modern technology: They are making it far more difficult — and far more expe

rnn

‘I am willing to help on the purely defensive
.. side of things,’ he said, referring to

- Washington's efforts to enlist Silicon Valley in
_cybersecurity efforts. "But signals intercept is
.. totally off the table,” he said, referring to
““national intelligence gathering.

1’'s o

» "No hard feelings, but my job is to make their
~ job hard,” he added.



Open challenges




Ease of use

Internet of Things are hard to install

Pre-installed trust (at purchase time)?

Power user features vs. security lockdown
Apple: one app store

Google: you can install a 3rd-party store



The computers inside the computer

Disaggregated computing: Our definition of a computer is changing

EFmbedded computers need to be exposed, managead

Nasty challenges
What should it mean to "boot” a computer?

What does it mean to not trust one of your own devices?

How to protect vendor “intellectual property™?



Code correctness

Buffer overflows have been known since the 1980's, maybe earlier.
We have tools that try to make C safe (e.g., Coverity)

Inherently safe systems tend to require GC memory (e.qg., Java)

Maybe it's time to go with something else?

Fven tiny embedded CPUs are insanely fast and have lots of RAM*

*[f you're old enough to remember the bad old days.
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Redox OS: written from scratch in Rust.
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