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data-handling policies



We present a framework for
formally describing,
reasoning about, and

arriving at
data-handling policies
Making it Easier to
store and share scientific datasets



Why Share Data?

® Good Science
® Transparency
® Collaboration
® Research acceleration
® Reproducibility
@ Data citation

© Compliance with requirements from sponsors and publishers
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Sharing Data is Nonftrivial

®© Sharing may harm the data subjects

® Law is complex

® 2187 privacy laws in the US alone, at federal, state and
local level, usually context-specific [Sweeney, 2013]

® Technology is complex

® E.g. encryption standards change constantly,
as new vulnerabilities are found

® Specific dataset provenance (may be) complex




Dataset handling policies
play the critical role of balancing
privacy risks and scientific value

of sharing datasets.
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7. The restrictions, if any, <t
of this agreement shall last for:

[ ] Syers; [ ] 10 years;

[ ] other
(subject to approval by Cent:

8. Over the years, literary ri¢
problems for a data-archive. A scholar wt
utilize & questionnaire, a code book or of
after its contributor has died may not be
may be other difficulties, including f11n
which will make 1t {mpossible for a socia’
to use the material, Therefore, the Cents
transferred to the Henry A. Murray Researt

A contributor can only transfer ceopy)
data-set (e. g. questionnaire, codebook, !
etc.) which ware personally created by &
created for the contridutor(s) as a work |
was transferred to the contributor. If s
fs material in which persons other than ti
the Center must be informed so as not to

Under the copyright law which took e
written tramsfer of copyright is needed |
the physical property. Copyright lasts f
years.

The contributor makes the following |

{a) Contritutor warrasts that the m
his/her own, except for those contributed
copyright notice in the name of a person
that they do not infringe upon the rights
are those as set forth herein:

() Contributor agrees that the mat
shall become the property of Radcliffe Ce
including copyright, of the contributor 3
understood that each contributor shall he
data in any future research or publicatio
rights by the contributor are those set f

Here are some

RADCLIFFE COLLEGE Ylendeﬂm.th\ip Massachusetts 02138 (617) 495-F140

The Henry A. Murrey Reseanch Center: A Comter Jor the Study of Lives

MEMORANDUM OF AGREEMENT BETWEEN
THE HENRY A. MURRAY RESEARCH CENTER OF RADCLIFFE COLLEGE
AND DATA CONTRIBUTORS

This agreement is made between 7. ¥iriag % Oy (contritutor)
and Radeliffe College regarding the data set Mtﬂ?!?u
e RASEALIG L1 300 SAMLAMAL IR NS . .
The Menry A, Murray Research Center 13 a division of Radcliffe College.

[

s o3 F deposit(s) in the Wenry A. Murray
lfuf'%%:nfﬁ' (CenterT the ToTTowTng materials:

Compintad (asey walel Mrveons Pogr it euy

1. The Center will pay for all costs involved in acquiring the
materials specified above including the costs of remeving the names and
such other identifying information as deterained by the Lenter or the
contributor. The total cost shall not exceed § .

2. The contributer
A, [x] belleves there is reason to maintain the aronymity
of each individual respondent,

8. [ ) belfeves there is no reason to maintain the anonymity
of 2ach individual respondent,

3. If 2ox A in 2 15 checked, the following information shall be de-
leted from the materials. Check all that apply.
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Handling Policies

-

0ta may be used only at the Center, (If this
copies of machine-readable data may be trans-
other locales. However, in no case will non-
ata be released for use elsewhere.

if any, on use of the materfal:

g provisions relate to the follow-up of the

contributor will allow the sample to be followed-
y researchors affiliated with the Center subject
he following conditions:

T

] A follow-up study may only be performed
with the collaboration of the conmtributor.

{ ] The contributor will provide the Center
with the names and addresses of the sudb-
Jects, with:

t. [ ) no further restriction. These
fdentifiers may be made avaflable to
affiliated researchers who may be per-
nitted to make contacts with subjects
at the discretion of the Center.

e L ] the restriction that these fdentifiers
may be used oaly by the Center staff,

. [ ] the restriction that any contacts of
the swbjects must be made through the
contributor unless he/she gives written
permission to the researcher to make
such contacts.

{ ] The contributor will not provide the Center
with the names and addresses of the subjects.
Any contacts of the subjects must be made
through him/her.

ontributor will not allow the sa=ple to be
wed-up by researchers affiliated with the Center.

e



Here are some new

Data Handling Policies

Torms of Use A

Torms of Use A

Waiver Owr Comn VOrTEs 58 wedl B8 900K BCeOtAC Dracticas expect that proges cngl
No“-w - ; .;:a'o 'c: tm;u; Waiver i:'_;“:(';‘.A“.‘;::"::o”::;“:-‘:::l.o"" C practices expect that proper credit 5 given via clRation. Please use the data
Terms of Use . Terms of Use A
.
. Waiver Our Community Norms as well as good scientific practices expect that proper credit is given via citation, Please use the data
citation above, generated by the Dataverse.
. he Conditions
No waiver has been selected for this dataset. )
-
Terms of Use « The Murray Archive (the Distributor) has granted me a revocable license to use this dataset solely for the purposes of
. conducting research, and the Distributor may terminate this license at any time and for any reason. F or an e-mall
« 1 will use the dataset solely for statistical analysis and reporting of aggregated information, and not for investigation of [P Station, TX
specific individuals or organizations, except when identification | s authorized in writing by the Distributor,
. « | will produce no links among the Distributor's datasets or among the Distributor’s data and other datasets that could
. identify individuals or organizations.
« | represent that neither |, nor anyone | know, has any prior knowledge of the possible identities of any study participants
. in any dataset that | am being licensed to use.
. « | will not knowingly divuige any information that could be used to identify individual part icipants in the study, nor will | for Individusls
attempt to identify or contact any study participant, and | agree to use any precautions necessary to prevent such plausby be
‘ identification. —
Additionsl inflormetion [+ o | will make no use of the identity of any person or establishment discovered inadvertently, If | suspect that | might '
Special Permissions recognize or know a study participant, | will immediately inform the Distributor, and | will not use or retain a copy of data corfcertal,
regarding that study participant. If these measures to resoive an identity disclosure are not sufficient, the Distributor may
et terminate my use of the dataset Jor cbtaining
) o8 from the Texas

« | will not reproduce the dataset except as is necessary for my scholarly purposes. | will destroy the dataset upon the
compietion of my scholarly work with it.
Chation Requirements « | will not share data from the dataset (in any form or by any means) with any third party, including other members of my
research team, as | understand that all users of data must obtain the data directly from the Distributor. R
« | will make appropriate acknowledgement of the contributor of the dataset as well as the Distributor in any manuscript or '
Oeposhior Requirements presentation (published or unpublished) using the citation standard documented here: http //thedata.org/citation E WITHOUT
« THE DISTRIBUTOR MAKES NO WARRANTIES, EXPRESS OR IMPLIED, BY OPERATION OF LAW OR OTHERWISE,
REGARDING OR RELATING TO THE DATASET.

Additional Information [+]

Special Permissions Submission of the following Application For The Use Of Data is required to access the data from this study. !

Restrictions | will use these data solely for the purposes stated in my application to use data, detailed in a written research proposal. | will '
honor all agreements and conditions made between the Contributor of the Data and th e study participants, and between the

Contributor of the Data and the Henry A. Murray Research Archive, Harvard University, as specified in the Memorandum of
Agreement,




Formalcs DHPs

W3C'’s Privacy Preference Project (P3P)
Focuses on web data collection
Open Digital Rights Language (ODRL)
Models DRM, supports privacy and rule-based assertions
PrimeLife Policy Language (PPL)
Focuses on downstream usage, using rules
Data-Purpose Algebra |Hanson, Bemers-Lee, Kagal, Sussman, Weitzner]

Models restriction transformation along data processing path



Datalags

Description Security Features Access Credentials

Controlled public E:::: ::;)rr\z?nﬁ’t Erengaiisl';r(;’:igr'?um Verified
vellow Accountable Ererypied pansmit Avproval Chekthrough DUA
More accountable OB ECTORI pamroval Signed DUA
Red Fully accountable E:Eggij :':;’r:i?nﬁt I\Vggriavc;frs ?gurfzgrgilj:tion,
Crimson Maximally restricted ’I;Anucl;(;/s:ecoﬁf;re\? n-‘;'i[torager ;Vgg;?\f;f;?gurfzgrg{jztion’

Datalags and their respective policies

Sweeney L, Crosas M, Bar-Sinai M. Sharing Sensitive Data with Confidence: The Datatags System.
Technology Science [Internet]. 2015.


http://datatags.org/publications/sharing-sensitive-data-confidence-datatags-system

Data-handling policies consist of independent aspects.
Encryption at rest, transfer type, access credentials, etc.



Data-handling policies consist of independent aspects.
Encryption at rest, transfer type, access credentials, etc.

Each aspect has multiple possible requirements, and can
be defined such that these requirements are ordered.



DHPs: From Text to Space

Data-handling policies consist of independent aspects.
Encryption at rest, transfer type, access credentials, etc.

Each aspect has multiple possible requirements, and can
be defined such that these requirements are ordered.

We can construct a data-handling policy
space by viewing aspects as axes,
where each aspect’s possible
requirements serves as its coordinates.



Going from this...

Description Security Features Access Credentials

Controlled public E:::: ::;)rr\z?nﬁ’t Erengaiisl';r(;’:igr'?um Verified
vellow Accountable Ererypied pansmit Avproval Chekthrough DUA
More accountable OB ECTORI pamroval Signed DUA
Red Fully accountable E:Eggij :':;’r:i?nﬁt I\Vggriavc;frs ?gurfzgrgilj:tion,
Crimson Maximally restricted ’I;Anucl;(;/s:ecoﬁf;re\? n-‘;'i[torager ;Vgg;?\f;f;?gurfzgrg{jztion’
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* Shown here is a 2-D projection over the DUA Agreement Method and Authentication axes.



...10 This*
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*Shown here is a 2-D projection over the DUA Agreement Method and Authentication axes.
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A Dataset and a Repository walk into
a DHP space...
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A Dataset and a Repository walk into
a DHP space...
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A Dataset and a Repository walk into
a DHP space...
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A Dataset and a Repository walk into
a DHP space...
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A Dataset and a Repository walk into
a DHP space...
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t1/8.8/definitions.ts ../HOBRK/dtl/@0.8/questionnaire.dg
Reading definitions: ../HORK/dtl/@.8/definitions.ts

(full: /Users/michael /Documents/PhD/IQSS/Data-Tags/DataTagginglibrary/DataTagsli

b/dist/../HORK/dt]1/@.8/definitions.ts)
Reading decision graph: ../HORK/dtl/@.8/questionnaire.dg

(full: J/Users/michael /Documents/PhD/IQSS/Data-Tags/DataTagginglibrary/DataTagsli

b/dist/../HORK/dtl /@.8/questionnaire.dg)
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# Run Started

datatags.org| —/

Do the data concern living persons?
Possible Answers:

- yes
- no

answer (? for help): []

DataTagsTOOIlsS

Open source on GitHub



Tag Space A tag space is a hierarchical

structure that defined a DHP

° space, with some assertion
dimensions added.

T— —

BlueToCrimson.ts

DataTags: consists of Security, AccessCredentials.
Security: consists of Storage, Transmit.
AccessCredentials: consists of Authentication, Registration, Approval, DUAAcceptance.
Storage[How are data stored on disk]: one of
clear [No encryption used],
encrypt [Data are stored encrypted on disk],

multiEncrypt [Data are encrypted on disk, in a way that the server cannot unencrypt th

Transmit[How are data travelling through networks]:
one of clear, encrypt.

Authentication: one of none, password, twoFactor.



. Tag Space

S 7 2 - R E=

5_<* i
¢ This is the tag space for the DataTags set proposed at:
! | Latanya Sweeney, Mercé Crosas, and Michael Bar-Sinai. Sharing sensitive data with conf

¥ | Science, 2015.
% Block Comment

¢

AccessCredentials: consists of Authentication, Registration, Approval, DUAAcceptance.

e - - —~ oy <ok g ’ = o S g A S - - — E > - e -

Storage[How are data stored on dlSk]’ one of

I clear [yeercrypti ot e |

i encrypt i

ﬁ multiEnlrypr=toser-ar T e O T LS R I g Way s T rieserver~cannot unencrypt th

f Atomic Slot
one of clear, encrypt.

Authentication: one of none, password, twoFactor.



Tag-Space Visualized

Authentication

one of: none password twoFactor

DUAAcceptance one of: implied clickThrough signed

AccessCredentials

Approval p | one of: none required
Registration

DataTags

Security
one of: none usingExternalSystem localRegistration

Storagg >
Transmit

one of: clear encrypt multiEncrypt

one of: clear encrypt

Visualization using CliRunner (on a later slide)
and Graphviz (www.graphviz.org).



http://www.graphviz.org

Arriving at a DHP

www.datatags.org/interviews/questionnaireld/q/MR7 <

LB DataTags R SEEt # & 0SS

Question: Please select one answer

Do the data contain information from a covered entity or business associate of a covered entity?

Terms

Business associate

A business associate is any person or organization, including a subcontractor, that acts on behalf of, or provides services to, a covered entity
involving the use or disclosure of protected health information. This includes, but is not limited to, legal, actuarial, accounting, consulting, claim
processing, data analysis, administration, utilization review, quality assurance, billing, benefit management, practice management, and re-pricing
activities.

Covered entity
A covered entity is a health plan, health care clearinghouse, or health care provider that transmits any health information in electronic form.

Yes Not Sure No

Answer Feed Current Tags

Do the data contain information related to [ No ] O Revisit

substance abuse diagnosis, referral, or
troatment?



Arriving at a DHP

www.datatags.org/interviews/questionnaireld/accept

>
B |

QSS

Dataset Can be Accepted

Your dataset is tagged as ¢ Orange

May include sensitive, identifiable personal information, shared with verified and/or approved recipients under agreement.

Legal

MedicalRecords

HIPAA | safeHarborDeidentified @

EducationRecords

PPRA | protectedDeidentified @ | consent @

ContractOrPolicy \: no

GovernmentRecords



Tags Questionnaire

<+ “Interview with an expert” metaphor

+ Consists of a tag space and a decision graph

| simple.dg

{text: Do the data concern humans?}
{yes: [set: Assertions+=humanData]
{text: Does the data contain educational records?}

{yes: [call: eduCompliance]}

ino: | Transit=encrypt]}
£1%
f
1
[set: Storage=clear; Transit=clear]
[ todo |
Lend]

[>eduCompliance< ask:



Decision Graph - Visualized

start

simple.dg

eduCompliance [#1]

eduCompliance
ask
Was written consent obtained?

ask
Do the data concern humans?

REJECT Set Set
Cannot handle educational records Assertions={educationalRecords} S
without written consent. Handling=[Transit:encrypt Storage:encrypt] Assertions={(humanData}

ask
Does the data contain educational
records?

Set : >
Handling=[Transit:encrypt] eduCompliance

Set
Handling=[Transit:clear Storage:clear]

'

todo
Handle IP issues here




Decision Graph - Visualized

start

HIPAA-Sample.dg

HIPAA

medicalRecords

1#1] duaReidentify
consentDetails notHIPAA

ConsentDetals
Set
DataType=[Basis{consent)]

dua

HIPAA

ask
A Is there any reason why we cannot store LRIy
he daa indefnitely?
Limiling the time a dataset
ould be held nferferes wih good

Was the data received from a HIPAA

ask
Does your data nclude personal
covered ey or a business assocate

of one?.

information?

POIHIPAR
Sat
DataType={Basis agreement]

Does the data contain personal health 1s a qualiied porson prohibited from
information? malching the data 1o oiher dala?

- - - = explcitConsent - = 32
Set ast et
Did the consent have any restrictions on Did the data have any restrictions on DataTyp Risk] id each person whoss information . Is a qualiied recipent prohibited from
Does the data visually ahdere to the. For DUA=[ReldentiynoMatching)
It sharing? sharing? Handing=[Storage'clear Transitciear Authentication:none] appears in he data give expicit
HiPAA Safe Harbor provision . TS = pagpecn

3114

.
D0you know e a vy ot ameson ‘ T e A e ] DUA-TmeL . tyea1 Syears | | DUA<TimeLiminons] 2years ¥ a
;
= y CA T Y i information is in the data?
Z
Did you acquire the data under a HIPAA bl Sl S

DUA={Reideniy noProniition]

re-ideniy but not contact people whose
information s n he data?

St businessAssociate

36

ask set
DUA=[Approval signed] Did youacaui e dta undor  HIPAR Is a qualied person allowed to contact DUA=[Reidentiy.reidentiy]
usiness Associate agreement?

3131 coveredEnty.

duaPublcation
ask

Set ask

ask usines: You must select one of the

Did the fimted data use agreement have DUA=[Approval:signed] Aqualiied data recipient may publish Lets go
Fesults based on the data

Are you an ey thats directy or

ask

St
\CoveredEniiy
DUA=[Approval:signed]

i

id the
have any addilonal restrictions on
Sharing?

duaUsage

ash
How may a qualfied recipient use the.
data?
e

duahcceptance

How should a quafied usor accopt tho.
fata use agrecment?

through

dushpproval

Does a qualfied user needs further
“approval for using the data?

set ‘ ‘ Sot ‘ ‘ sot

HIPAA Compliance - Decision Graph
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one of: noRestriction

Reidentify o |one of: contact reidentify

Acceptance

Publication

TimeLimit

one of: none



Arriving at a DHP

HIFPAA, C.FR Part 2, FERFA, PPRA,
Education Science Report Act (2002), Privacy Act (1974),
CIPSEA, Title 13, DPPA

PoC - not vetted for real world use




CliRunner

Questionnaire Development Console

< Run, debug, visualize

* Query:
e.g. what answer
sequences result in
encryption=clear,
harm=severe?

Reading definitions:
(full:

1. java
—l e I - -
2P B VA | I VA VA VA
I (_I I I_ I(_I L (O ] ) ), V.
=N N N _I\__- e/
datatags org|___

WORK/dt1/0.8/dg-large/definitions.ts

/Users/michael/Documents/PhD/IQSS/Data-Tags/DataTagginglLibrary/Da
taTagsLib/WORK/dtl/0.

8/dg-large/definitions.ts)

Reading decision graph: WORK/dtl/0.8/dg-large/questionnaire.dg

(full:
taTagsLib/WORK/dt1/0
# Run Started

/Users/michael/Documents/PhD/IQSS/Data-Tags/DataTagginglLibrary/Da
.8/dg-large/questionnaire.dq)

Do the data concern living persons?

Possible Answers:

- yes

- no

answer (? for help):
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[set: Thank+=vou]
[end]
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