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privacy engineering

the field of research and practice that

designs, implements, adapts and evaluates
theories, methods, techniques, and tools to
systematically capture and address privacy
iIssues when developing socio-technical
systems.

Privacy Engineering: Shaping an Emerging Field of Research and Practice
http://bit.ly/27Te955
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methods:
approaches for systematically capturing and addressing privacy issues
during information system development, management and maintenance

IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. 35, NO.1, JANUARY/FEBRUARY 2009

Engineering Privacy

Sarah Spiekermann and Lorrie Faith Cranor, Senior Member, IEEE
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System Characteristics

pseudonymous

privacy
by
policy
(notice and
choice)

linked

« unique identifiers across databases
« contact information stored with profile information

linkable with

reasonable &

automatable
effort

* no unique identifies across databases
» common attributes across databases
« contact information stored separately from profile

or transaction information

anonymous

privacy
by
architecture

not linkable
with

reasonable
effort

* no unique identifiers across databases

* no common attributes across databases
« random identifiers

« contact information stored separately

from profile or transaction information

« collection of long term person characteristics on a

low level of granularity

« technically enforced deletion of profile details at

regular intervals

unlinkable

* no collection of contact information
* no collection of long term person characteristics
* k-anonymity with large value of k




technigues:
procedures, possibly with a prescribed language or notation, to accomplish
privacy-engineering tasks or activities

Eddy, a formal language for specifying and analyzing data flow
specifications for conflicting privacy requirements

Travis D. Breaux - Hanan Hibshi - Ashwini Rao

— Modal phrase “will” indicates an assumed permission

Transfer keyword
I_ I-— Datum |— Target

Purposes

provide your information to third party companies to perform

services on our behalf, including payment processing, data analysis, e-mail

delivery, hosting services, customer service and to assist us in our marketing




tools:
(automated) means that support privacy engineers during part of a privacy
engineering process.

Tor Experimentation Tools

Fatemeh Shirazi Matthias Goehring Claudia Diaz
TU Darmstadt/KU Leuven TU Darmstadt KU Leuven/iMinds
Darmstadt, Germany Darmstadt, Germany Leuven, Belgium
fshirazi @cdc.informatik.tu-darmstadt.de de.m.goehring @ieee.org claudia.diaz@esat.kuleuven.be

s TECHNISCHE

Comparison . BN

Metric Shadow TorPS ExperimenTor

downscaling, simulation with 500+ re-

. no downscaling limited by available resources
lays possible

1. Size / number of relays

A Tl not using additional weighting in node ignoring paths being dropped due to
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empirical
studies:
how are privacy
ISsues being
addressed in
engineering
contexts?

machine frameworks

learning and and metrics:

engineering: for evaluating
methods, efficacy of privacy
techniques and engineering
tools to address methods,
privacy, fairness techniques and
and semantic power tools
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thank you!

International VWorkshop on Privacy Engineering

http://ieee-security.org/TC/SPVV2016/IVVPE/

feurses@princeton.edu

jim.delalamo@upm.es
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