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Privacy Engineering

An approach that takes privacy into account during
.@ thewhole software and systems engineering
process

M A set of privacy principles guiding the process
Helps to design and choose best available solutions

Ensuring that engineered systems are secure and
privacy-respectful
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Best Practice

“A best practice is a method or technique
that has consistently shown results superior
to those achieved with other means”

Example of best practices in development processes:
— Iterative, incremental approaches for rapid development
— Risk assessment and management
— Checklists for domains with a matured community of practice

Example of a best practice in software analysis and design:
— Requirements cheat sheets: Common Criteria, WAI...
— Domain-specific heuristics
— Architectural styles: client-server (n-tier), SOA, P2P...
— Design patterns: singleton, facade, observer...
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PRIPARE methodology
7\

Se@ e,

Principles : Targets Th_real_:s or Controls Des_lgn Implementation Verification Release
e guidelines choices

oo’

v

Retirement

29/05/2015 PRIPARE




@PR“L@ARE Trialog, Atos, Trilateral, Inria, AUP, Gradiant, UPM, UUlm, Fraunhofer SIT, WIT, KU Leuven

Several Phases (A to H) - Many Processes

A Analysis B Design - . D Verification E Release F Maintenance G Decommission
Implementation

o N
A1l Functional Bl 1 Pri D1 E1 Create F1 Execute G1 Execute
| | descriptionand | | Architecture - rivacy - bil | incident - incident retirement
high-level design implementation Accountability response plan response plan plan
privacy analysis
\ J
E2 Create
A2 Detailed | | B2 Detailed il D2 static | | system il F2
| Privacy Analysis design analysis retirement Verification
plan
A3 Privacy
| Requirements L D3 Dynamic a E3 Final
analysis review
A4 Legal
compliance
E4 Publish
PIA report
A5 Risk
management

H Environment and Infrastructure

H1 Organisational privacy architecture

H2 Promote privacy awareness
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Analysis Approaches
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Design

Define the hardware and software architecture,
components, modules, interfaces, and data for a

system to satisfy specified requirements

* Architectural design

— Iterative approach that identifies an architecture that
achieve the requirements

* Detailed design

— Select, from a list of available privacy controls, those that
fulfill the privacy requirements while allowing for the
business functionality
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Architectural Design

Many factors influence the architectural design:

* Privacy requirements:
— Network vs User centricity
— User identifiability vs anonymity

* Other requirements: Performance, maintainability...

)

The system architect should choose the optimal

architecture

* Requires specific expertise and formalization languages

* Complex task, supported by specialized CASE tools

» 3 different approaches explored
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Detailed Design
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Privacy Dashboard

Your progress
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aware Of 3 | | t h e d ata b e | N g © PERSONAL DATA & TRACKING
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service provider or third parties
@ GOOGLE

Control: A privacy dashboard e
provides a summary of the Py r—
different types of personal data
held by the service provider,
together with user controls to

& TWITTER
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29/05/2015 PRIPARE ‘@ @ @ \ 10



@L@RUL@ARE Trialog, Atos, Trilateral, Inria, AUP, Gradiant, UPM, UUlm, Fraunhofer SIT, WIT, KU Leuven

Privacy Control Catalogue

A privacy control is a reliable, implementable way to
meet privacy requirements

They have heuristically shown to be good solutions to
recurring problems
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Privacy Patterns Catalogue

www.privacypatterns.eu

Website to collect and discuss about privacy patterns

) privacypatterns.eu  x YU

Primer usuario
(4 € € @ https://www.privacypatterns.eu/# 6&offse

# Home About Log In/Sign Up

privacypatterns.eu - collecting patterns for better privacy

Categories Search

Anonymity Set Strip Metadata Pseudonymous Identity

In a system with different users we have the problem that we can often distinguish
between them. This enables location tracking, analyzing the behaviour of the users or
other privacy-infringing practices.

There are multiple types of metadata. There is user-generated metadata data like exif-
data. Exif is a format for storing metadata in pictures. There is also metadata which
exists to ensure the functionality of some services like headers in email or http, or
timestamps in files. Often the user is not aware of this additional data that is attached
to the content. When publishing data, this could lead to a potential loss of privacy.

Many kinds of sensitive informations are released through web interactions, email,
data sharing or location-based systems, which can contain the name of a user or
header information in packets. Another problem could be to interact anonymously in
a forum. However too much interaction in a forum with an anonymous identity can be
dangerous in the sense that the relation between original identity and a
pseudonymous identity can be exposed.

B Read 8 Read
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PRIPARE Results Impact
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Conclusions

* Privacy engineering methodology integrating
best practices
— Moving towards systematic engineering approaches

* Issues detected
— Missalignment of technical and legal backgrounds
— Rough transition between phases

— Lack of standardization and education initiatives
 Specially for catalogues and cheat sheets
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