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1. Introduction

Trusted execution environments (TEEs) aim to offer
strong privacy and integrity guarantees even in the presence
of root level attacks capable of arbitrarily modifying the
system’s software. Recently however, there has been a piv-
otal shift in TEE deployment, moving TEEs from enclaves
running on PC-oriented hardware to confidential virtual ma-
chines executing on server-grade CPUs. Under the hood, this
change has also resulted in significant modifications to the
underlying memory encryption engine, removing integrity
guarantees as well as protections against replay attacks.

However, when comparing the TEE threat model to
its actual deployments, an unsettling gap arises. While
hardware vendors claim that general purpose TEEs do not
offer complete mitigation against attackers with physical
access [1, 2, 3], Web3-related TEE deployments are often
permissionless, meaning any node can join the network
regardless of its physical location, by presenting a trusted
attestation status. Indeed, real-world deployments often ac-
knowledge TEEs’ checkered security record [4, 5], often
arguing that these attacks are only possible in carefully-
controlled lab settings and requiring expensive hardware
equipment [6]. Thus, given the clear gap in TEE threat
modeling, in this work we discuss the following questions:

What are the true costs of mounting physical attacks on
modern TEE hardware? In particular, can such attacks be
mounted by low-budget hobbyists? And if so, how can one
best defend against them?

2. Our Contributions

In this poster we demonstrate for the first time a memory
bus interposition attack on server grade DDR5 memory.
Moreover, our attack can be done in under $1000 by com-
puter hobbyists using equipment readily available on the
secondhand market. Next, we use our interposition setup
to observe memory bus transactions on Intel Xeon Scal-
able 5th Generation and AMD Zen 5 systems, thereby re-
enabling ciphertext-based attacks on these machines. More
specifically, we break SGX and TDX security guarantees
by extracting attestation keys from machines in a fully
trusted UpToDate attestation status. With extracted attes-
tation keys in hand we demonstrate the effectiveness of our
attacks by breaking the security guarantees of realistic de-
ployments, including running GPU workloads outside TEE

protections while passing attestation for NVIDIA Confi-
dential Computing. Finally, we attack the newest version
of AMD SEV-SNP present in Zen 5 EPYC processors,
which includes ciphertext hiding features for preventing
prior software-based ciphertext attacks [7]. To the best of
our knowledge, this is the first ciphertext attack on DDR5-
based systems, including SGX, TDX and SEV-SNP. Our
results impact nearly all server-based TEE implementations
with commercially-available hardware at the time of writing.
Constructing a Cheap Memory Interposition Setup.
While prior work cites costs of memory interposition setups
to be around $170,000 [8], we begin by showing that
such numbers are vastly overestimated. Here, we show how
hobbyist attackers can construct DRAM interposers costing
under $1000, using supplies from secondhand electronic
marketplaces, with just tweezers and simple soldering irons.
We then demonstrate the use of our interposer to observe
DDR5 DRAM traffic, using outdated (and thus cheap) logic
analyzers not originally intended for such analysis.
Controlling Enclave Execution. With our ability to ob-
serve DDR5 memory transactions, our next step is to obtain
a sufficient level of control over SGX and TDX execution.
First, while Intel requires at least 8 DIMMs (e.g., 16 chan-
nels for DDR5 memory) for TDX and SGX activation, our
setup is only capable of observing a single channel. Thus, we
first reverse engineer the mapping between physical address
and DIMM locations on 5th generation Intel Scalable Xeon
systems. Next, we modify the OS kernel to place virtual
addresses of interest on the DIMM and channel connected to
our logic analyzer, allowing us to observe memory transac-
tions to these addresses. Finally, we overcome the system’s
caching and force DRAM traffic via flushing, while using a
control channel attack to precisely control TEE execution,
synchronizing it to our logic analyzer triggering logic.
Attacking TDX and SGX Attestation. Next we notice
that both TDX and SGX attestation rely on a single source
of trust, namely an Intel-signed Provisioning Certification
Enclave (PCE). Combining this observation with Intel’s use
of deterministic AES-XTS encryption, we are able to use
our memory interposition setup to break the confidentiality
of the PCE enclave, extracting its Provisioning Certification
Key (PCK). With a PCK from a machine in fully trusted
UpToDate status in hand, we then sign our own attestation
keys which do not originate from an Intel-signed Quoting
Enclave (QE). This in turn allows us to sign arbitrary
SGX or TDX reports without any TEE protections, thereby



completely breaking SGX and TDX security guarantees.
To the best of our knowledge, this is the first end-to-end
attestation key extraction attack on a TDX system in a fully
trusted UpToDate status.
Breaking TEE Confidentiality and Integrity. Having
utilized our attack to subvert the attestation process, we
proceed to examine the security of real-world applications
relying on SGX and TDX for confidentiality and integrity
guarantees. We notice a clear gap in threat model. While
server TEEs are designed to run in data centers (and thus
rely on the operator for physical security) [1, 3], many
applications use TEEs with the explicit goal of avoiding
operator trust, shifting it to the underlying hardware.

We first investigate BUILDERNET, a part of the Ethereum
blockchain ecosystem that uses TDX to provide integrity,
confidentiality, and trustworthiness for block builders and
users, processing millions of dollars in value each month.
We break these guarantees, demonstrating how a malicious
operator can both extract configuration secrets and gain the
ability to frontrun (and profit) without being detected.
NVIDIA Confidential Computing. Using our subverted
TDX attestation process, we investigate Phala Network’s
DSTACK, an SDK for deploying docker containers into
TDX with minimal code changes. We are able to break
TDX’s guarantees for all applications relying on DSTACK.
Furthermore, we show that we are able to use an NVIDIA
Confidential Computing attestation from a different com-
puter as if it were our own. We then break the security
guarantees of two applications relying on DSTACK, a tool
for hosting Jupyter notebooks and an LLM frontend, passing
NVIDIA Confidential Computing attestation while running
workloads without any TEE protections.
Targeted Data Extraction Beyond Attestation. Hav-
ing explored the implications of PCK extraction, we now
proceed to demonstrate that even securing the system’s
PCE and QE is insufficient for mitigating bus interposition
attacks. Here, we examine SECRET, one of the first privacy-
preserving smart contract systems and wide-spread deploy-
ment of SGX, featuring a $57M USD market cap. To ensure
the confidentiality of contract execution, SECRET relies on a
single master key which is shared among all validators and
stored in an enclave. While it would be possible to utilize our
already-extracted PCK to falsely attest an attacker, we in-
stead elect to use our memory interposition setup to directly
extract a node’s SECRET-specific ECDH private key from
the SECRET enclave. This allows us to obtain the network’s
master key directly, thereby completely breaching SECRET’s
confidentiality guarantees, without attacking the system’s
quoting enclave or needing the machine’s provisioning key.
Attacking AMD-SEV with Ciphertext Hiding. Going
beyond Intel’s SGX and TDX, we also investigate AMD’s
SEV-SNP. Here, in an effort to mitigate prior attacks [9],
SEV-SNP running on Zen 5 EPYC CPU support Ciphertext
Hiding [7], which hides a confidential VM’s encrypted state
from malicious hypervisors. However, as this does not pro-
tect against attackers with physical bus access, we re-enable
ciphertext attacks on these machines by demonstrating the

extraction of signing keys from OpenSSL’s constant-time
ECDSA implementation running within a confidential VM.

3. Mitigations

Avoiding Deterministic Encryption. We note that one
of the fundamental issues with server TEEs is the use of
deterministic memory encryption. This is a step back from
the prior SGX implementation on client hardware, aimed at
increasing encrypted memory support from 512 MB to 1 TB.
Thus, reconciling these goals and obtaining scalable mem-
ory encryption without sacrificing these guarantees warrants
further research. For current CPUs Intel has indicated that
it is impossible to issue a microcode to update the memory
encryption engine. Thus, we expect bus interposition to
remain a viable attack vector in the foreseeable future.
Location Verification and CPU Whitelisting. Following
our disclosure TEE deployments seem to have migrated to
location or cloud verification primitives, which allow users
to ascertain that TEE hardware is physically located in
secure cloud environments as opposed to adversarial hands.
An even more restrictive approach would be to allow users
to whitelist specific CPU instances which are known to be
in physically secure locations, preventing other CPUs from
obtaining secrets. Both of these approaches are currently
being implemented by several Web3 TEE deployments [10].
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