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Abstract—Gimbal-stabilized visual tracking is critical for mod-
ern autonomous systems such as Unmanned Aerial Vehicles
(UAVs). While prior work shows acoustic signals can disturb
gimbal internals, the impact of such attacks on real-world
applications like UAV tracking and following remains under-
explored. Also, existing demonstrations are largely laboratory-
bound and overlook practical challenges for real-world attacks,
such as object-motion uncertainty and runtime latency. To
bridge this gap, we present Banshee, the first physically realiz-
able attack that induces target switching in UAV visual tracking
systems by exploiting acoustic vulnerabilities in gimbal-camera
systems. Banshee generates carefully crafted acoustic wave-
forms that induce optimized adversarial gimbal oscillations,
causing directionally biased camera-view drifts that break
inter-frame target associations. This forces the onboard tracker
to switch from the legitimate target to an attacker-chosen
decoy, enabling tracking target switch or target loss. Banshee
achieves a 98.3% success rate in simulation across two com-
mercial gimbal systems and five trackers. Real-world benchtop
and in-flight black-box attacks against a commercial drone
across varied scenarios show an overall 95.5% attack success
rate. Our results reveal a practical cross-domain vulnerability
between acoustics and vision, highlighting the need for robust
designs of gimbal systems and applications.

Abstract

Gimbal-stabilized visual tracking is a core capability of
modern camera systems, enabling persistent, high-precision
object following in dynamic scenes. As a prominent exam-
ple, commercial Unmanned Aerial Vehicles (UAVs) widely
deploy target following, which typically pairs a multi-axis
gimbal with an onboard camera, combined with object
tracking algorithms running in software, to enable active
tracking and following on a selected mobile target [1], [2]],
(30, 4], [5], [6]. Gimbal-stabilized visual tracking enables
applications such as autonomous filming, surveillance, and
infrastructure inspection, but also creates a single point of
failure: compromising this pipeline can lead to severe con-
sequences, including flight hazards, loss of vehicle control,
and tracking of false targets [7]], [8], [9], [10], [11].

Gimbal systems commonly rely on real-time inertial
measurement unit (IMU) feedback to mechanically stabi-
lize onboard cameras during rapid motion [12], [[13]. Prior
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Figure 1: Illustration of Banshee on UAV target following.
Crafted acoustic signals forces the UAV’s visual tracking
system into tracking a wrong target or lose track.
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research has shown that carefully crafted acoustic patterns,
delivered via speakers, ultrasonic transducers, or even laser
systems, can manipulate IMU readings and, in turn, disrupt
gimbal stabilization [[14], [[15], [[16]], [17], [18]. While these
studies establish the feasibility of influencing gimbal motion
at the sensor level, they remain disconnected from real-world
applications such as UAV target tracking and following,
leaving their practical impact uncertain.

To address this gap, we propose Banshee, the first
physical target switch attack against UAV visual tracking
systems via acoustic injection, linking a hardware acoustic
vulnerability with application level tracking weaknesses to
enable end-to-end system compromise. Figure [I] illustrates
two scenarios. (1) In the Swirtch attack, a UAV performing
target following switches from its original target to an
attacker-desired object, enabling the attacker to potentially
steal the UAV from its owner or transfer tracking onto an
unintended target. (2) In the Loss attack, the acoustic signal
causes the UAV to lose its tracking target, e.g., allowing a
suspect under surveillance to escape monitoring.

The attack has two stages. In offline gimbal profiling,
the attacker uses an identical gimbal device to systematically
characterize its acoustic response, deriving a gimbal acoustic
response model that maps acoustic signals to gimbal motion.
In the online attack, the attacker runs two loops simul-
tanously. A surrogate tracking loop that runs a surrogate
of the UAV onboard tracking mimicking the actual UAV
tracking behavior using black-box knowledge. A planning-
execution loop then optimizes a sequence of acoustic sig-
nals under physical and algorithmic constraints, leveraging



both the gimbal acoustic response model and the tracking
surrogate. These crafted signals are then injected through a
speaker or piezo transducers to redirect tracking away from
its legitimate target.

Designing this application-aware acoustic attack raises
several key challenges. First, the attack must achieve an em-
pirically sufficient alignment between physical acoustic sig-
nals and their induced camera motion through the complex
gimbal system to produce adversarial motion that disrupts
tracking. Second, the attack must operate at runtime without
prior knowledge of the UAV behavior, which motivates an
adaptive online strategy that updates the surrogate tracker
and signal injection plan as the scene evolves. Third, the
attack must remain effective under real world uncertainties,
including unknown future object motion, which we address
with optimization algorithms that tolerate uncertainties.

Extensive experiments prove the practicality of the pro-
posed attack. First, the offline profiling on built-in gimbals
of two commercial UAV models shows that the precise
run-time gimbal control is feasible. Second, we run large-
scale simulation in Gazebo simulator, which deploys PX4-
Autopilot flight stack, uses the profiled gimbal parameters,
and tested the attack on five representative trackers and
diverse scenarios. The results show that Banshee over-
all corrupts the tracking in 96.1% trials (including 80.6%
Switch and 15.5% Loss), proving attack effectiveness and
robustness. Finally, real-world experiments further validate
successful black-box Switch on a commercial HighEnd-
Drone, including a realistic exploit on the built-in object
tracking of during ﬂightEl We summarize our contributions
below:

« We design Banshee, the first attack that uses acous-
tic injection to compromise UAV visual tracking. Our
algorithm connects gimbal and tracking vulnerabilities,
performs online optimization to achieve runtime attacks,
and adapts to diverse real-world circumstances.

« We propose the first systematic method to achieve precise
adversarial gimbal control via acoustic injection. Using an
offline profiling technique and an online phase modulation
routine, the adversary can control the gimbal rotation axis,
direction, and angular motion in real time.

o We extensively evaluate Banshee in high-fidelity sim-
ulation (Gazebo + PX4-Autopilot), with realistic simu-
lation of gimbal vulnerability. We also successfully per-
form real-world online attacks on a commercial HighEnd-
Drone.
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Target Switch Attacks on Gimbal-Stabilized Visual Tracking Systems via Acoustic Injection
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Overview

Modern UAVs rely on gimbal-stabilized visual tracking to follow targets for
applications like surveillance, filming, and navigation. These systems assume
that camera motion is smooth and accurately reflects real-world movement.
However, we show this assumption can be exploited using sound through
Banshee, a practical attack that injects carefully crafted acoustic signals to
perturb the gimbal. These perturbations create controlled shifts in the cam-
era’s viewpoint, breaking the tracking system’s assumptions. As a result, the
attacker can hijack or deny UAV object tracking. Our attack works in real time
and does not require access to the UAV's internal software, demonstrating a
new cross-domain vulnerability between acoustics and vision systems.
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Attack Design

Our attack leverages an offline black-box modeling stage which learns the be-
havior of gimbal motion through observed response to different injected fre-
quencies. These steps can be automated by an adversary. It is assumed that the
adversary can identify and acquire a similar drone as the targeted UAV, which is
feasible as commercial UAVs often feature easily identifiable characteristics and
may be purchased off the shelf.

Frequency Sweep The attacker sweeps through various frequencies to find res-
onance peaks, local maxima in motion amplitude vs injected signal frequency:.
These resonant frequencies are critical for our attack.

Amplitude modeling The amplitude of a driven harmonic oscillator, assuming
all other values are fixed, is linear w.r.t the amplitude of the driving signal. As a
result, we can learn this relationship via linear regression.

Online control Using a profiled model, the adversary can induce an oscillatory
gimbal motion at any desired frequency and amplitude. However, for our at-
tack, an adversary requires additional control. We develop a feedback switching
methodology which leverages previously explored phase control without requir-
Ing access to internal sensor sampling rates.
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Threat Model Ourthreat model assumes the adversary knows the gimbal model,
can inject acoustic signals, and can observe the 3D position of UAV and objects
iIn the scene as well as the direction of gimbal motion. We evaluate a remote
attack, where the adversary uses a speaker and visual detection of gimbal mo-
tion direction, and a direct contact attack, where the adversary affixes a piezo
transducer disc and a motion sensor onto the target gimbal.

Uncertainty To ensure robustness to prediction errors in our algorithm, we apply
expectation-over-transformation in our optimization to predicted trajectories.

Attack Algorithm

1. Using UAV body pose and gimbal orientation, construct a 3D-to-2D
projection matrix. Project target and attacker detections to 2D space.

2. Update a surrogate tracking model (from the same class as the targeted
model) using the estimated 2D bboxes.

3. Predict future locations of the UAV and targets in the scene.

4. Compute a sequence of gimbal motion which which induces a tracking
switch in the surrogate tracker over the predicted future positions.

5. Using online directional biasing and the profiled gimbal response, execute
the computed gimbal motion.

Testbed Ve extensively evaluate our attack in a PX4 + Gazebo simulation en-
vironment. We implement numerous ablation studies including variation in tar-
get positioning, environment, and surrogate tracker to show robustness to such
changes. Additional evaluation of our profiling procedure and end-to-end at-
tacks on a physical UAV platform equipped with a gimbal-stabilized camera and
standard visual tracking algorithms shows real-world feasibility. We test remote
and direct-contact attacks, with different attacker capabilities, to show the flex-
ibility of our attack.
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Figure 1. Attack overview

Full list of references available at https./jbbrewing.github.io/banshee/
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Figure 2. Switch and rates of tracking across different tracking algorithms and profiles.

Results Across multiple state-of-the-art trackers, our attack achieves high suc-
cess rates in both hijacking and disabling tracking. Hijacking succeeds in a large
majority of cases, and when combined with disabling our attack approaches near-
perfect success across all evaluated trackers and drone platforms. Results are
consistent across both high-end and mid-range UAVs, demonstrating that the
attack is broadly effective and not tied to a specific implementation.
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Figure 3. Physical evaluation setups, testing different attack vectors.

Defenses Existing mitigation techniques have notable drawbacks. One ap-
proach is to remove the attack vector through physical acoustic isolation of
the gyroscope or through more robust signal conditioning and analog to digital
converter hardware. These hardware defenses are costly and complex, require
changes to off the shelf components, and demand extensive modification of the
gimbal, making them practical only for future UAV designs. Software mitigations
are easier to deploy on existing platforms, but known techniques are difficult to
apply to gimbal systems because Banshee induces large and rapid motions while
image stabilization requires a high rate data stream. Existing detection methods
for acoustic injection rely on simple motion models, sensor fusion, or specialized
hardware, which do not align well with typical UAV gimbal architectures.

Impact Our findings reveal a previously overlooked attack surface in UAV sys-
tems: end-to-end acoustic manipulation of inertial sensing enables adversaries
to interfere with visual tracking without compromising software or communica-
tion channels. The results highlight the need for more robust defenses to secure
UAV perception pipelines against physical-layer attacks.
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