SQUIRREL

An Interactive Prover for Protocol Verification in the Computational Model

D. Baelde, S. Delaune, C. Jacomme, A. Koutsos & S. Moreau

We illustrate our approach on the Basic Hash protocol which 1s an RFID protocol involving multiple

tags and readers. Each tag stores a secret key that 1s never updated, and the readers have access to a
shared database containing all these keys. The protocol is as follows:

T — R:(n,H(n, key))

Here, n 1s a fresh name and key is the secret key. When receiving a message, the reader checks that
1t 1s a pair whose second component 1s a hash of the first component using one of the keys from the

database. We illustrate how SQUIRREL works on a simple authentication goal. The screenshots below
show how the proof can be done step by step.

Poster Demo
Hopefully, more online with the screen sharing feature!
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hash h Un-processed system:

abstract ok : message (! _j R: reader j) | (!_i ! k T: tag i k)
_ abstract ko : message

| Processed system:
| name key @ index-=message

('3
channel ¢T in{cT,x);
channel cR if exists (i,k:index), snd(x) = h{fst(x),key{i)) then
R: out{cR,ok); null else R1: out{cR,ko); null) |
(' i ! k T: out{cT,pair{nT{i,k),h(nT{i,k),key{i)))})}; null)

process tag(i:index,k:index) =
new nT;
out{cT, =nT, hi{nT,key({i))=) System default registered with actions (init,R,R1,T).
process reader(j:index) =
in(cT,x);
if exists (i,k:index), snd{x) = h(fst(x),key(i)) then
out(cR,ok)
else
out({cR, ko)

system ((!_j R: reader(j)) | (!_i ! k T: tag(i,k))).
kb (+ Authentication goal for the action R {then branch of the reader) =)

goal wa_R :
forall (j:index),
happens(R(j)) ==
{(cond@R(j) ==
(exists (i,k:index), T(i,k) = R{j) &&

fst(output@T(i,k)) = fst(input@R(j)) &&
snd(output@T(i,k)) = snd(input@R(j))}).
Aroof.
intro =.
expand cond@R({j).
eut Meq.
exists i, k@.
Qed.
—i=—= basic-hash.sp ALl L33 {squirrel script Scripting ) Ui%ek— *responses All L13 {sqguirrel response)
Use C-c C-. to jump to end of processed region
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hash h Goal wa_R :

forall {j:index),
abstract ok : message (happens{R(j)) =

abstract ko : message (cond@R(j) =

‘ exists (i,k:index),
. name key : index-=message ((T(i,k) < R(j) && fst{output@T(i,k)) = fst({input@R(j))) &&

snd(output@T(i,k)) = snd(input@r(j)))}))
channel cT

channel cR

process tag(i:index,k:index) =
new nT;
out{cT, =nT, h{nT,key(i))=)

process reader(j:index) =
in(eT,x);
if exists (i,k:index), snd(x) = h{fst(x),key(i)) then
out{cR,ok)
else
out{cR, ko)

system ((!_j R: reader(j)) | (!_i !_k T: tag(i,k))).
{* Authentication goal for the action R (then branch of the reader) =)

goal wa_R :
forall (j:index),
happens(R(j)) ==
(cond@R(j) ==
(exists (i,k:index), T(i,k) < R{j) &&
fst{output@T(i,k)) = fst{input@R(j)) &&
snd{output@T(i,k)) = snd(input@R(j))}).

kProof.
intro =*.
expand cond@R{j).
eut Meq.
exists 1, k@.
Qed.
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hash h

abstract ok : message
abstract ko : message

name key : index->message

channel cT
channel cR

process tag(i:index,k:index) =
new nt;
out{cT, =nT, h{nT,key(i))=)

process reader(j:index) =
in{cT,x);
if exists (i,k:index), snd(x) = h{fst(x),key(i)) then
out{cR,ok)
else
out{cR, ko)

system ({!_j R: reader(j)) | (!_i !_k T: tag(i,k))).
{#* Authentication goal for the action R (then branch of the reader) =)

goal wa_R :
forall (j:index),
happens(R(j)) ==
(cond@R(j) =
(exists (i,k:index), T(i,k) < R(j) &&
fst{output@T(i,k)) = fst{input@R(j)) &&
snd{output@T(i,k)) = snd{input@R{j)))).
Proof.
] intro =.
expand cond@R({j).
euft Meq.
exists 1, k@.
Qed.
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[goal> Focused goal (1/1):
System: default/both

forall (j:index),
(happens(R(j)) =
(cond@R(j) =
exists (i,k:index),

({T(i,k) < R(j) && fst{output@T(i,k)) = fst{input@r(j))) &&

snd(output@T(i,k)) = snd(input@r(j)))))

| U:%+— *goals* ALl L1 (squirrel goals)
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@ @ basic-hash.sp

=y A A4 > Y »d G e 6 B
hash h

abstract ok : message
abstract ko : message

name kKey : index-=message

channel cT
channel cR

process tag(i:index,k:index) =
new nT;
out{cT, =nT, h{nT,key(i))=)

process reader(j:index) =
in(cT,x);
if exists (i,k:index), snd{x) = h(fst(x),key(i)) then
out{cR,ok)
else
out{cR, ko)

system ((!_j R: reader(j)) | (!_i ! _k T: tag(i,k))).
{#+ Authentication goal for the action R {then branch of the reader) =*)

goal wa_R :
forall (j:index),
happens(R(j)) ==
(cond@R(j) ==
(exists (i,k:index), T(i,k) < R(j) &&
fst(output@T(i,k)) = fst{input@R(j)) &&
snd(output@T(i,k)) = snd{input@R(j)))}).

Proof.
intro =*.
#» expand cond@R{j).
eut Meq.
exists i, k@.
Qed.
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[goal> Focused goal (1/1):
System: default/both
Variables: j:index

H: cond@R(j)

Hap: happens(R(j))

exists (i,k:index),

((T(i,k) < R(j) && fst{output@T(i,k)) = fst{input@R(j))) &&

snd{output@T(i,k)) = snd{input@R(j)))

| Uik~ *goals* All L1 (squirrel goals)
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hash h

abstract ok : message
_ abstract ko : message

| name key : index-=message

channel cT
channel cR

process tag(i:index,k:index) =
new nT;
out{cT, =nT, h{nT,key(i))=)

process reader(j:index) =
in(cT,x);
if exists (i,k:index), snd(x) = h{fst(x),key(i)) then
out({cR,ok)
else
out({cR, ko)

system ((!_j R: reader(j)) | (!_i ! k T: tag(i,k))).
{#* Authentication goal for the action R (then branch of the reader) =)

goal wa_R :
forall (j:index),
happens(R(j)) ==
(cond@R(j) =
(exists (i,k:index), T(i,k) < R(j) &&
fst{output@T(i,k)) = fst{input@R(j)) &&
snd(output@T(i,k)) = snd(input@R(j)))}).

Proof.
intro =*.
expand cond@R({j).
B euf Meq.
exists i, k@.
Qed.
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[goal> Focused goal (1/1):

System: default/both

Variables: 1,]j,K:index

Hap: happens(R(j))

Meq: snd(input@R(i)) = h{fst{input@R({i)),kev(i))

exists (i,k:index),

((T(i,k) < R{j) & fst(output@T(i,k)) = fst{input@R(;

snd(output@T(i,k)) = snd{input@R(j)))

| Ui%+— *goals* ALl L1 (squirrel goals)

tool=bar next

1)) &&

@ @ basic-hash.sp
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hash h [goal> Focused goal (1/1):

System: default/both

Variables: 1i,]j,k,k@:index

Clt: T{(i,k@) < R(j)

Hap: happens(R(j))

Meq: snd(input@R(i)) = h{fst{input@R(i)),kev(i))
Meqg@: 7{(i,k8) = fst{input@r(i))

abstract ok : message
abstract ko : message

name key : index-=-message

channel cT
channel cR exists (i,k:index),

((T(i,k) = R(j) && fst(output@T(i,k)) = fst({input@R(j))) &&
snd{output@T(i,k)) = snd{input@r({j)))

process tag(i:index,k:index) =
new nT;
out{cT, =nT, hi{nT,key(i))=)

process reader(j:index) =
in{cT,x);
if exists (i,k:index), snd(x) = h{fst(x),key(i)) then
out (cR,ok)
else
out{cR, ko)

system ((!_j R: reader(j)) | (!_i !_k T: tag(i,k})).
{#* Authentication goal for the action R (then branch of the reader) =)

goal wa_R :
forall (j:index),
happens(R(j)) ==
(cond@R(j) ==
(exists (i,k:index), T(i,k) = R{j) &&
fst{output@T(i,k)) = fst(input@R(j)) &&
snd(output@T(i,k)) = snd{input@R(j))})).

Proof.
intro .
expand cond@R(j).
eut Meq.
P exists 1, k@.
Qed.
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tool-bar next

@ @ basic-hash.sp
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hash h [goal= Goal wa_R is proved

abstract ok : message
_ abstract ko : message

| name key : index-=message

channel cT
channel cR

process tag(i:index,k:index) =
new nT;
out{cT, =nT, h(nT,key(i))=)

process reader(j:index) =
in(cT,x);
if exists (i,k:index), snd(x) = h{fst(x),key(i)) then
out{cR,ok)
else
out{cR, ko)

system {((!_j R: reader(j)) | (!_i ! _k T: tag(i,k))).
(* Authentication goal for the action R {(then branch of the reader) =)

goal wa_R :
forall (j:index),
happens{R(j)) =
(cond@R(j) ==
(exists (i,k:index), T(i,k) = R{j) &&

fst(output@T(i,k)) = fst{input@R(j)) &&
snd(output@T(i,k)) = snd({input@R(j)))).
Proof.
intro =.
expand cond@R{j).
eut Meq.
exists i, k@.
kQed.
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