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What is private learning?

Goal: train a machine learning algorithm
on a sensitive dataset without revealing
particular details of the training data.
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(if private)
What is Instance Encoding?

“Encode” each image with a private
encoding function, and train only on the
encoded images.
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Is InstaHide Private? (no)

InstaHide (ICML’20) is the leading
candidate Instance Encoding scheme.

Public dataset 1. P
(large, e.g. ImageNet) 2. Large — gives more security

A simple attack: visual re-identification
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Our attack: (near) perfect reconstruction MI::).\ ? /m
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Can Anything be Private? (no)

Informal theorem: If an encoding
scheme can be used to learn two distinct
functions, then it isn’t “strongly private”.

Defining learning with encoding
e Accuracy on encoded data
e Accuracy on original data

Defining ‘strong privacy’ for encoding
An indistinguishability security game
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