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INTRODUCTION
Federated Learning: Collaborative train a machine learning model without sharing/revealing training data introduced in [2]
An example of vertically distributed data Vertical FL
Parties have different features
Together they form the complete feature set
Only one party has label & Y P
E:'— —'E'— ? Data is private Privacy or regulatory constraints
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Overview of FedV [1]

Existing HE-based Solution (3! FedV Solution , | Evaluat .
Require peer-to-peer communication No peer-to-peer communication Experlmeont-a Evg |.Jat|on. FEERY IelUeeEs [ avE e
Scalability issue: design only for two parties Scalable for more than two parties ) 10'7004 " training ar:cd
Require Taylor approximation No Taylor approximation - 80-90% in data transfer
BACKGROUND

Gradient Descent in Vertical FL
Suppose participants A, B (B owns labels) in VFL - target loss function is mean squared loss
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Mean Squared Loss 2> Ep(w) = 1/n ), (y(‘) — f(x(‘); W))
Gradient Descent > Ep(w) = 1/n Y™, L(yW, f(x; w)) + AR(W); w « w — aVE, (W)

- VEp(w) = —2/n ¥ (y(‘) — f(xW; w)) [x(‘), D
> VEpw) = —=2/n 30, (v = 2w, — 2wy ) 25 (O = 2w, = 2wy

Inner-Product Functional Encryption Schemes

Allows a decryptor to compute <x, y> = Y x;y; over ciphertext C=E; (x) of x without learning x

NOTE: x=(x4, ..., x,,) is a vector, how is x composed?

Multi-Input FE!
Elements in x are from multiple sources Py, ..., B,, i.e., x; is just from source P;

C — {ESkpl (xl)i R’ {ESkpn (xn)}
- Each source has its own secret key, i.e., P; has a secret key skp.

- Each source encrypts its data, i.e., P; encrypts the element x;, {Eskp_(xi)}
l

Single-Input FEB!
All elements in x are from one source P,
l.e., all x; are from source P

- P has a public key pkp

. C =E X
- P encrypts the entire vector x ka( )

EXPERIMENTAL EVALUATION
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Comparison of Communication Topology — FedV and SOTA

Existing Work: Additive HE Approach for SGD'*] FedV-SecGrad
R Highlight
A C A - - No peer-to-peer communication
— ‘ ‘ ‘ - One-way communication (per training round)
g J L K - Efficient computation compared to multiplication
Py P; Ps Fy Py P, Ps vt b computation in additive HE

FOUR
STEPS

Encrypted mask (m)

- example: u(m) » (m); + - (m),,

Suppose P; is active party (with label)
Feature-dim encrypted update

ONLY - Active party: thd,l «— (Wlxl — )’>
ONE - Passive party: ctrq; < (W;x;)
STEP Sample-dim encrypted update ctyq; < ((f (x; w) — y)x;)

Demonstration — FedV-SecGrad
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e (1) @) (D) atened >¢
1 y D 2 X CLK® - Ymi1 7 Xa CLK® - CLK@ T,
Private : = = : = " : : :
Entity y e x£np1) xgpl) LCLK ("p1). ngi) xc(lnpz) CLK Mp2). -CLK(”)- Ty,
Resolution _ _ _ : Permutation
‘x' l Ty, */ Tp,
i y(1’) ] x£1 ) xfnl ) 7(71131 xc(ll ) Demonstration - Logistic Regression
: : : , : (non-linear modgl)
mp | | (b (n} (n}) (v} 1 N
_______ ')_]__1_'__9_61__1_____fCT_l_____________________m_+_i__:.__3fd__2_-________ VE(W)zl/SZ(l_I_e_WTx(i) y(l))x(l)
-time-chai ‘
o l one-time-chain (1) _ PHASE 1: Feature-Dim SA: w™x — u
| | o . N ~ ) SO (i) l
Private y(1+1) xf“) x1(7§+1) D{;fm xﬁﬂi) xc(zlﬂ) DS:(d m) Normal Computation: oy U
Batch : : : : ., : - PHASE 2: Sample-Dim SA: u'x - VE(w)
selection [y xf“) xf}i“)_ e.g., i-th batch samples xgj:i) xc(zHS)-
e model parameters of last round w1 Win, Wint1 Wal
FedV-SecGrad (2Phased-SA) (W1 - Wi [Wm+1 - Wq] |
' MIFE (1) (1) - decryption key based on vp
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e Model Update VE(w) can be used for any gradient-based step to update the ML model i sdd * = Csdd
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