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• Pre-pandemic privacy for contact tracing logs → permission-based

• Can user conditionally grant access to the contact tracing data?

• During pandemic most recent traces have → highest entropy

• Can health service providers and virus containment monitoring services have access 
to most recent traces?

• Tunable privacy revealing window → delay the permission-based access

• Can we leverage a time-released access that would eventually transition into fully 
permission-based access?

• The minimal access to trace logs should be enough to elevate and isolate 
those at high-risk
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Original location contact logs

on contact logs 

on contact logs

𝐶ℎ𝑎𝑖𝑛1

𝐶ℎ𝑎𝑖𝑛2

on logs𝐶ℎ𝑎𝑖𝑛3

Logger Log Service

𝐿𝑒𝑎𝑓 𝑛𝑜𝑑𝑒𝑠:
𝑙𝑜𝑔 𝑒𝑛𝑡𝑟𝑖𝑒𝑠
𝑝𝑒𝑟 𝑑𝑒𝑣𝑖𝑐𝑒

𝑀𝑒𝑟𝑘𝑙𝑒 𝑡𝑟𝑒𝑒 𝑟𝑜𝑜𝑡 𝑛𝑜𝑑𝑒

𝑀𝑒𝑟𝑘𝑙𝑒 𝑛𝑜𝑑𝑒 → 𝐻(𝑙𝑒𝑓𝑡𝑐ℎ𝑖𝑙𝑑||𝑟𝑖𝑔ℎ𝑡𝑐ℎ𝑖𝑙𝑑)

𝐴𝑐𝑐𝑒𝑠𝑠 𝑝𝑜𝑙𝑖𝑐𝑦 → 𝐶ℎ𝑎𝑖𝑛1 = 𝐸𝑆𝐾1 𝐿𝑆𝑁11𝐿𝑆𝑁12𝐿𝑆𝑁13…𝐿𝑆𝑁1𝑖

𝐴𝑐𝑐𝑒𝑠𝑠 𝑝𝑜𝑙𝑖𝑐𝑦 → 𝐶ℎ𝑎𝑖𝑛2 = 𝐸𝑠ℎ𝑎𝑟𝑒𝑑𝑘𝑒𝑦 𝐿𝑆𝑁21𝐿𝑆𝑁22𝐿𝑆𝑁23…𝐿𝑆𝑁2𝑖

𝐴𝑐𝑐𝑒𝑠𝑠 𝑝𝑜𝑙𝑖𝑐𝑦 → 𝐶ℎ𝑎𝑖𝑛3 = 𝐸𝑃𝐾3 𝐿𝑆𝑁31𝐿𝑆𝑁32𝐿𝑆𝑁33…𝐿𝑆𝑁3𝑖

𝐴𝑐𝑐𝑒𝑠𝑠 𝑝𝑜𝑙𝑖𝑐𝑦 → 𝐶ℎ𝑎𝑖𝑛𝑗 = 𝐸𝑒𝑠𝑐𝑟𝑜𝑤_𝑘𝑒𝑦 𝐿𝑆𝑁𝑗1𝐿𝑆𝑁𝑗2𝐿𝑆𝑁𝑗3…𝐿𝑆𝑁𝑗𝑖
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For log storage

For log integrity verification

PKI based access policy 

Authenticated key exchange access policy 

Proxy key encryption-based access policy 

Trusted third party access policy 

Wireless 

Coverage

User

𝐿𝑜𝑔 𝑒𝑛𝑡𝑟𝑦 < 𝑆𝑡𝑟𝑒𝑎𝑚𝑖𝑑, 𝐶ℎ𝑎𝑖𝑛𝑖𝑑 , 𝑆𝑁, 𝑡, 𝑝𝑎𝑦𝑙𝑜𝑎𝑑 >

Least access

Full access



Questions?

Nisha Panwar 
Email: npanwar@augusta.edu
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