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ABSTRACT

Legal issues in privacy and security for three
emerging technologies are discussed in 5 minutes.
Smart Robots are here and more are coming. They
will provide substantial consumer benefits and
personal services. Also, businesses will be engaging
consumers more with Ambient Experiences for
advanced immersive experiences which can provide
much value. Soon, we will also use our Al Digital Self
to conduct some of our interactions. As th:
interact'within an 1o0T/lIoE environmentsfsec
privacy legal issues are raised. This
cover some of the key privacy and
issues as well as brief strategies on deall
these.
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1. Smart Robots

Smart robots will conduct activities, recommend
products/services, order things for us and even
3D print our food. .5

Privacy/Security Legal Considerations

- Personal data iz

- Continuous Tracking .2

- Data in the wrong hands, DDoS, Availability, MITM, Insider
Threat, Impersonation etc. u4

- Potential for life threatening situation

Potential Strategies

Clear legal agreements

Consent 12

Privacy policies s

Legal related security/privacy controls
Reasonable security and privacy 2
Privacy and security by design 12
Standards
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Our virtual persona (digital 3 Our Al DI gital

twin) will act and respond

on our behalf and provide Self (Dlgltal TWIﬂ)

automated decision

making. .,

o o’ s ___/ . p 3
Security of interac ecisions
Impersonation 17

Potential Strategies
Consent 12
Reasonable privacy and security 11
Data deletion options/consumer
control (10,12
Human rights and gender
considerations s
Security to prevent bias and
prejudicial actions by Al self ns

© R: dev 2020. No legal advice provided.



* Conclusion

@
ACCOUNT o

S
SEARCH \ .| - NETWORK

SEARCH

- u .
ION
: o U2
OMMUNICAFION
° CONTENT

N

| WEBSITP” X




References

issues/personal-data/ ; h

B




Legal Concepts in Privacy and Security for Innovative Emerging Technologies
(Smart Robots, Advanced Ambient Experiences and Our Al Digital Self)

Dr. Raj Sachdev
Legal Futurist
raj@legalfuturist.com

41%t IEEE Symposium on Security and Privacy 2020

© Raj Sachdev 2020. No legal advice provided.



