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Problem

The quick response (QR) code is a matrix bar-
code that can be used to store various type of
information. Because of its fast reacting fea-
ture, QR codes have been widely used in many
fields. Some of them require authentication and
privacy. Using the QR code in such systems has
a disadvantage, that is standard QR code does
not provide any security.

QR Code

QR code is a
machine-readable
two-dimensional

image that can
carry up to 4296
Alphanumeric
characters or 2953
8-bit (Byte)

information.
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Key Strength

e 10 character message as an example.
e 40 bits key per round (half of the message)

e 10 rounds by default totally 400 bits key.

o 2400 possibility to brute force.
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Solution

In this study, we present a new technique for the encryption and decryption of QR codes. The
proposed technique applies a Feistel-like encryption scheme to the QR code and provides security at
the expense of a negligible time without any compression.

Our proposed coding scheme starts by re-fragmenting the information and changes every bit to hide
the source information by employing a Feistel-like encryption algorithm, then shuffle the order of
all segments.The complete encryption algorithm repeats the steps above 10 rounds. Our decryption
algorithm only cost about one third time of the encryption process on average.
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Experimental Result

We tested our proposed encryption and TABLE I: QR code scanning results

decryption technique using Google’s open-
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1: Encrypted message from WeChat
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