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policies that can be updated dynamically at runtime
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We take an intrusion prevention approach where This system consists of a Turtlebot3 robot, a Northbound Zodiac Wx switch, and a ROSDN 0
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* attacks are detected by ROSWatch, a log and network- : : :
azebo package (a well-known robotics simulator) to emulate the sensor input for a
based anomaly detection which not only detects attacks P ge ( ) P ROSDN

but also learns rules that can be used to automatically variety of different of robotic systems, and uses Mininet for the networking component. :
update the policy and prevent future attacks. ) Turtllebot ] Stacr:dard Slmucllated rOC?Ot Lo_rlROS platform Conclusion

* Apolicy engine ensures that policies expressed in ) :;SDy Nl oSqt OIO r rg%e g_lroup vhe ,I:F\? 5 atf In this paper we proposed ROS-Defender a, comprehensive security
ROS-level abstractions by a user familiar with ROS, are rone - simulated Autopiiot for the rone plattorm architecture for ROS based robotic systems. ROSDefender does not

translated into network-level policies. - ABB mdus_tnal robot - Simulated pick and place industrial robot with ROS and require changes to the existing ROS code since it's using available
Robot Studio N ROS application programming interfaces and SDN level mechanisms
Advantages » Udacity - Simulator for a self driving car to monitor and execute access control actions.
The approach does not require any APl changes or
software alterations on the part of the developer and it l. l. i I l.

provides security benefits to both ROS and SROS.
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