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Abstract—Threat intelligence is evidence-based knowledge,
including context, mechanisms, indicators, implications and
actionable advice that helps identify security threats and make
clear decisions. However, there are a large number of false positive
indicators in the current threat intelligence database. This poster
demonstrates our approach to verifying threat intelligence based
on graph propagation. We represent the relationship of indicators
as a complex network of directed graphs. The threat value of each
node propagate among neighbors, and finally the true positive
indicators are selected according to it.
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. INTRODUCTION

Threat intelligence is a new concept that comes along with
the emergence of massive data in the era of big data. Gartner first
defines threat intelligence, which is evidence based knowledge
and can provide clear decisions for analysts. According to the
2018 Cyber Threat Intelligence Survey™ just released by the
SANS™ [nstitute: 90% of respondents report that they consume
CTI data or plan to use in the future.

There are many threat intelligence sources, but without
verification. As data volume continues to rise, the quality of CTI
data has dropped away. More than 83% of analysts said that they
have received too many alerts and false positives according to a
survey? by the Ponemon Institute. Because of the large amount
of noise data in threat intelligence, it’s difficult to understand and
respond to new threats. For this reason, we concentrate on threat
intelligence verification in this poster.

In the field of threat intelligence, there are some studies on
threat intelligence assessment. Pawel Pawlinskil®! introduce the
method of evaluating threat intelligence feeds, including five
aspects: relevance, accuracy, completeness, timeliness and
ingestibilty at first technical colloquium for threat intelligence.
Omart introduce the notion of quality of indicators (Qol) for the
assessment of the level of contribution by participants in
information sharing for threat intelligence. But they all focus on
the overall assessment of threat intelligence. In practice we
always need to verify and evaluate single indicator. Aminel
calculate the PageRank of each indicator as an evaluation result,
but it cannot solve the problem of false positive.

Contributions:

In this poster, we propose a novel approach to verify threat
intelligence. Our poster makes two contributions as follows:

1) We design a framework for threat intelligence verification,
which focus on how to distinguish between positive and negative
indicators.

2) We implement a prototype system based on the proposed
framework and calculate the threat value for each indicator.

Il. DESIGN

The approach of verifying threat intelligence consists of
steps including initial threat calculation, the construction of a
relational graph and the propagation of threat value. The
architecture of framework is shown in Fig 1.
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Fig. 1. The architecture of framework

A. Initial Module

First, we define threat value as the effective degree of an
indicator. The lower the threat value, the more likely it is to be
false positive. The initial module calculate the threat value of a
small part of indicators, including expert evaluation and majority
voting from open threat intelligence source. For example, the
threat value of indicator A is 0.2, evaluated by experts. Indicator
B is 0.6, calculated by majority voting from IBM X-Force,
Threat Crowd, Virus Total, ThreatBook, 360 and so on.



B. Graph Build Module

The graph build module represent the relationship of
indicators as a complex network of directed graphs. The nodes
on the graph are indicators. We design the weights of edges,
which affect threat propagation. The weight (see TABLE 1) is
calculated by product of propagation index and reliability index.
The propagation index takes a different value based on the type
of the edge node. The reliability index indicates the reliability of
the edges established by the relationship. The types of
relationships can be divided into three categories: parsing
service based, sample evidence based and artificial analysis
based.

TABLE I. THE WEIGHT OF EDGE
. . Propagation | Reliability
T Relationshi ! .
ype elationship index index

domain-[resolve]-ip 0.4 1

Parsing domain-[resolve]-
. . 0.6 1

service email

md5-[evidence]-ip 0.8 0.8
S;_ample md5-[evidence]-url 0.8 0.8
evidence

url-[associate]-email 0.6 0.7
Art|f|C|_aI |p-[assoc!ate]- 04 05
analysis domain

C. Threat Propagation Module

Threat indicators are interdependent and correlated. The
threat propagation module uses the constructed graph to
propagate threat value. In the directed graph, the threat value of
each node propagate among neighbors. Mathematically we
calculate the threat values of each node by formula (1) :

1-—

T, = I+ =% Xy (T, (D) * (D)) (1)

The I, represents the initial threat value of an indicator, T,
represents the final threat value, which is composed of initial
value and propagation value. The propagation value is calculated
by summing up the T, * @ of each neighbor node and the
normalization has been applied. In addition, the @ stands for the
weight of propagation.

We calculate the threat value iteratively through the above
formula, and get the final threat value of each node. Finally, we
select the true indicators according to it.

I1l. PRELIMINARY RESULTS

We implement a prototype system based on the proposed
framework. In order to test the effectiveness of the approach, we
collect thousands of indicators about the “Xcode Ghost” incident,

and build a directed graph with tens of thousands of edges. Some
of experimental results are listed in Table Il. We have calculated
the threat value of some unknown indicators, the false positive
indicators are low, while those of the true positive indicators are
higher.

TABLE II. THREAT PROPAGATION RESULTS
Indicator Initial Final
Threat Value | Threat Value
saltsecond.net
(€2) 0 0.76
208.73.211.183
(Phishing) 0.1 0.6
198.58.94.108
(Botnet) 0.1 0.81
1d80e359d448f267
9b53aa67d6f1437a 0.8 0.91
(Trojan)
www.eygwindows.co
uk (Phishing) 0 0.75

IV. CONCLUSION AND FUTURE WORK

In this poster, we propose an approach to verify threat
intelligence and then we design a framework for it. Moreover,
we implement a prototype. Experiments show that the proposed
approach is feasible and can calculate threat values for indicators.
The results make it possible to distinguish between positive and
negative indicators. In the future, we will collect more indicators
and do some detail experiments.
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