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Abstract—Android apps ask users to allow or deny access to
sensitive resources the first time the app needs them. Prior work
has shown that users decide whether to grant these requests
based on the context. In this work, we investigate user comfort
level with resource accesses that happen in a background context,
meaning they occur when there is no visual indication of a
resource use. For example, accessing the device location after
a related button click would be considered an interactive access,
and accessing location whenever it changes would be considered a
background access. We conducted a 2,198-participant fractional-
factorial vignette study, showing each participant a resource-
access scenario in one of two mock apps, varying what event
triggers the access (when) and how the collected data is used
(why). Our results show that both when and why a resource
is accessed are important to users’ comfort. In particular, we
identify multiple meaningfully different classes of accesses for
each of these factors, showing that not all background accesses
are regarded equally.

I. INTRODUCTION

Android apps potentially have access to a range of sensitive
resources, such as location, contacts, and SMS messages. As
a result, Android and similar systems face a critical privacy
and usability trade-off: when should the system ask the user
to authorize an app to access sensitive resources? Requesting
permissions too often can overburden the user; requesting
permission too infrequently can lead to security violations.

There has been significant research into this question, much
of which shows that users’ access-control decisions depend
on the context, including when and why the access attempt is
made [1]–[6]. However, this prior work has typically focused
on individual aspects of context in isolation, such as app be-
havior at the point of resource-access [3], [5], [7], or the reason
the app requires access to the sensitive resource [6]. Further,
much of this work relies on a binary distinction between
foreground and background accesses—sometimes defined as
whether the app is visible on the screen [5], [7], and sometimes
defined as whether the resource access is explicitly triggered
by a specific user interaction [3], [8].

Using an online vignette study, we investigate more deeply
how users understand resource uses that occur in the back-
ground, which we broadly define as not explicitly and ob-
viously caused by a user interaction. We examine whether
different kinds of background uses are viewed similarly, or
whether more fine-grained distinctions are required for user
comprehension. Participants were shown a mock app being
used in a particular scenario, then asked whether they would be

Fig. 1: Sample vignette. The orange boxes and arrows, and
the gray circle, are not shown initially. They are added in
the resource access description step, along with a textual
description.

comfortable using an app that behaved similarly and whether
they would recommend such an app to friends.

We found that both the why and when aspects of context
played a significant role in users’ expressed comfort with
background accesses and differentiate important sub-types for
each factor.

II. METHOD

We performed a 2,198-participant, between-subjects,
fractional-factorial vignette study. Participants were recruited
from the Amazon Mechanical Turk crowd-sourcing service.
Participants were asked for their opinions regarding a given
app’s functionality and behavior, but we did not explicitly
mention privacy or the possible sensitivity of specific
resources. This study was approved by our university’s
Institutional Review Board.

We begin each survey by describing a mock app and how
Jane, a fictional character, might use the app. We do so by
showing a sequence of screenshots depicting Jane’s use of the
app throughout her day. Figure 1 shows an example. Note that
in this first step, the orange boxes and gray circle in the figure
are omitted from the vignette.

Participants are then informed of the app’s “behind-the-
scenes” access context where they are shown the same series
of app screens with additional indicators showing when and
why the resource access occurred.

After describing the app’s access context, we ask the par-
ticipants a series of five-point Likert-scale questions regarding



Odds
Variable Value Ratio CI p-value

Why Personalize – – –
Server 0.88 [0.72, 1.09] 0.240
Analytics 0.49 [0.37, 0.64] < 0.001*
Ads 0.34 [0.28, 0.42] < 0.001*
N/A 0.58 [0.43, 0.80] < 0.001*

When Interactive – – –
Prefetch 0.64 [0.48, 0.87] 0.004*
UI-Bg 0.72 [0.55, 0.94] 0.014*
Change 0.34 [0.26, 0.44] < 0.001*

Resource Location – – –
Contacts 0.33 [0.28, 0.39] < 0.001*
SMS 0.12 [0.09, 0.16] < 0.001*

Internet 0 – – –
Skill +1 0.95 [0.94, 0.97] < 0.001*

*Significant effect – Base case (OR=1, by definition)

TABLE I: Summary of regression over participant comfort
with different access contexts.

their comfort with the given access context and how likely it
is that popular apps behave similarly.

Each participant was assigned round-robin to one of 52
conditions defined by four variables: the app, the resource
being accessed, why the app accessed the resource, and when
the resource was accessed. App and resource options included
dating app and a rideshare app, as well as the user’s location,
list of contacts, and SMS messages.

Reasons for resource access. We selected five variations for
why based on reverse-engineering usage patterns in popular
apps. These included to provide personalized features either
within the device (Personalize) or by sending data to the app’s
own server (Server); to support debugging and analytics via a
third-party service (Analytics); or for targeted advertising, also
via a third-party service (Ads). We also include a case where
the participant is not given a reason for data collection (N/A).

Triggers for resource access. We considered four variations
in when the app requests resources, designed to target different
levels of interactivity. These included access directly after a
related button click (Interactive); access prior to a related
UI event in order to prefetch data that will soon be needed
(Prefetch); access after an unrelated UI event (UI-Bg); and
directly after a resource has been modified (e.g., the user
changes locations or adds a contact), regardless of whether
or not the app is on screen (Change).

III. RESULTS

We found that both why and when resource accesses oc-
curred had a significant effect on user comfort. Additionally,
we found that there are several meaningful classes of accesses
for each part of the access context. Table I shows the results
of our logistic regression over user comfort.

With respect to why the access occurred, we observed that
users were more comfortable when data was shared with

the app developer (Personalize and Server) than a third-
party (Analytics and Ads). Further, within third-party sharing,
users are more comfortable when data is shared for app
analytics (to improve the functionality of the application) as
opposed to sharing data for advertising. Additionally, if no
reason for access was provided, we found that users were less
comfortable than they would be if told the data never left
their device (Personalize), but slightly more comfortable than
having their data shared with advertisers (Ads).

For when, as expected, users are the most comfortable when
accesses occur interactively, directly after a UI event (Inter-
active). Non-interactive (background) accesses can further be
divided into two classes: participants were more comfortable
if the access occurred when the app was on-screen (Prefetch
and UI-Bg) compared to off-screen (Change).
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