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Abstract—This poster presents a web beacon based data
leakage detection method, called B2-D2, in which data leakage
carried out by spy apps can be detected by injecting web beacons
into Android and tracing triggered beacons. Compared to the
existing solutions, B2-D2 is very lightweight and does not require
a system modification. Also, by injecting JavaScript tags instead
of web beacons, B2-D2 would be able to exploit cross-site scripting
vulnerabilities against attackers. Through preliminary
experiments, we have confirmed that it works against many spy

apps.
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. INTRODUCTION

Due to a dramatic increase of Android malware, especially
spy apps, sensitive data theft from Android devices has become
a major form of attack in recent years [1]. Although researchers
have proposed a large number of solutions for detecting or
preventing data leakage from Android devices, most of them are
heavy, e.g., static and/or dynamic analysis based solutions [2,3],
and/or need system modifications [4,5].

In this poster, we propose a web beacon based data leakage
detection method (B2-D2) for Android. B2-D2 has focused on
the detection of data leakage carried out by spy apps, e.g., listed
in [6]. Since most spy apps provide websites for checking stolen
data remotely, B2-D2 makes ‘data’ of web beacons, such as
HTML image tags that are traceable. Upon checking stolen data
through such a website, the beacons included in the stolen data
may be triggered, so that the data leakage can be detected. B2-
D2 is very lightweight; a user just need to install an app that
injects web beacons on Android, and, if needed, may uninstall
the app right after the injection. Also, B2-D2 does not require
any system madification, such as kernel rebuilding. Furthermore,
B2-D2 may be used to strike back against attackers, by
exploiting cross-site scripting (XSS) vulnerabilities.

Il. B2-D2

As shown in Fig. 1, B2-D2 uses (a) an Android app that
injects web beacons and (b) a web server that tracks the injected
beacons. The B2-D2 app first injects web beacons into common
data such as contact information, calendar information, and
media files on an Android device, through the content providers
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supplied by Android. Fig. 2 shows an example of a web beacon
that was injected into a short text message. Note that each
beacon would have a unique name in the final release.
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Fig. 1. Overview of B2-D2
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Fig. 2. Example of web beacons
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Fig. 3. Beacon awakens



Assume that the phone has been infected with a spy app, by
an attacker. Then, some of the common data, together with some
of the injected beacons, may be leaked (stolen) to the attacker’s
server(s) sometime, through the spy app. Most spy apps provide
websites for checking stolen data remotely, so that the attacker
would check the stolen data through a website, with a web
browser. Due to the leaked beacons included in the stolen data,
this may result in sending HTTP requests for the corresponding
images on the B2-D2 web server (i.e., the beacons may be
triggered). Fig. 3 shows an example of triggered beacons. In the
final release, web beacons would be made invisible by using a
transparent image, an inline frame (iframe), or a JavaScript file.

Thus, the B2-D2 user may detect the leakage of some data
on the device, the IP address of the attacker’s computer, the time
the leaked data were checked by the attacker, and so on, through
the B2-D2 web server. Also, the user may detect whether the spy
app provider, if any, checked the leaked data. We have
conducted preliminary experiments with some spy apps and
confirmed that B2-D2 works against many spy apps (e.g., Figs.
3and 4).
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<script>alert('l Know What You
Are Doing at This Moment');</
script>
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Fig. 4. Victim strikes back with a JavaScript tag

I1l. THE VICTIM STRIKES BACK

If B2-D2 works, the user could have a new hope; JavaScript
code may be injected and used to strike back against the attacker,

by exploiting XSS vulnerabilities on the website provided by the
spy app. For example, we may be able to: simply warn the
attacker, manipulate some of the leaked data, forward to a
phishing site, and so on. Through our preliminary experiment,
we have also confirmed that many websites for spy apps have
XSS vulnerabilities, which may be exploited by B2-D2, as
shown in Fig. 4.

1V. CONCLUSION AND FUTURE WORK

In this paper, we presented B2-D2, a lightweight method for
detecting data leakage from Android. In B2-D2, data leakage
carried out by spy apps can be detected by injecting and tracing
web beacons. However, B2-D2 has several limitations: 1) Data
leakage cannot be detected if attackers do not check stolen data
or check them through other channels (e.g., consoles or text
based browsers). 2) It is easy to be defeated (e.g., by secure
coding). 3) Due to injection, the B2-D2 app may be blocked by
Google, as in our previous work [7].

Nevertheless, thanks to its simplicity, B2-D2 could be an
efficient and effective countermeasure against spy apps until it
is defeated by all of them. Therefore, we will develop a mature
version of B2-D2 and study a XSS based counterattack against
each spy app. Another approach to overcoming the B2-D2’s
limitations will be also investigated.
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