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ARM-terminology: unexpected cache hit

if the data cache reports a hit on a 
memory location that is marked as non-
cacheable, the cache might access the 
memory disregarding such hit.
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Confidentiality threat

● Access driven attacks

● No external measure needed

● Difficult to counter-measure at 
probing time

Natural preys: look-up tablesNatural preys: reference monitors

Storage channels

Integrity threat

● Transfer of memory ownership

● Time Of Check To Time Of Use

● No need of
● simultaneous double mapping
● concurrency
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Hypervisor

PT PT
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Hypervisor activates
PT

▸ Beagleboard
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OS
TrustZone

Service

Vulnerability:

c[j]=Kn[j] xor T4[s[j]]

▸ Raspberry PI 2
▸ 128-bit key extracted after

850 encryptions

AES
Cryptoservice
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HW Countermeasures

● do not disregard
unexpected cache hit



Confidentiality threat using self-modifying code

Concluding remarks

Ongoing work

● Repair formal verification

● TLBs / Branch prediction / …

● Experimentation in multi-core

● Evaluating HW countermeasures



THANKS!

Any questions?
You can find me at robertog@kth.se
http://prosper.sics.se/
http://haspoc.sics.se/

mailto:robertog@kth.se
http://prosper.sics.se/
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