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SMS Ecosystem UF

§ . Cell Network . 1 Key
@ | ® ® 3
, | ! —E t
Y . i \ / —— Encrypted
,'/ ! s | CSME —— Not Encrypted
. | s |
’/ /,° ! | | | - } Gateway \ == Over Internet
:, : ”’:"
I N e N e N | '
-\ » G G
\ L”7”””””””””” 7”””””””"”""5””””””””73 \ Web
\ ! , , \ _ | Services
\ | l \.\ /,"
\, | '\ vor . \/ ESME \ ______ _/ESME \~
\. e Carrier Gateway Reseller | ~-<_
\‘ OTT _———" ' VOIP ' \~\.
Services | —em i R Carrier ' ~._

............. ESME e Web
~~~~~~ ESME Reseller _.— | Services
Reseller ["~=-—._ . =~ “~—FT—F}O =TT

-
- -
-
-
-—-
-—--
-—- -
—e . - -—- - —-

SMS is no longer a simple isolated channel
[t has a broad attack surface

What is lost when a part of the ecosystem is compromised?
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Public Gateway

* Data: 380k+ messages

collected from 8 pub
gateways

IC
n 28 countries over

|4 months

* [hese websites advertise

themse
spam O

ves as a way to avold

~ unwanted callers

* We'll divide our analyses into
uses and abuses
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Receive-SMS-Now.com

To Receive Your Message here Just Send Message to Number:
+46769448991

Phone number status m

This Is a short term Mobide Number so do not expect it to be online In

a month Do you want a Dedicated

Private Number?
A message will be shown here in less than 1 second after it is e .

received
All messages that are received are shown and nothing is blocked. \

However some services on the web puts in limitations ER = 2 Capid)
Such as limits on the number of accounts that can be used with a

particular phone number,

From Number Time Message

+16787804874 5 hours ago Your verification code for Hushmall Is 410910

+16787804874 1 day ago Your verification code for Hushmall is 811770
Your Go-Jek verification code is 6221 and is valid till

24/03/16 0621

+6285574679007 2 days ago

+46 769448591 2 days ago Your code Is §817. Enter the code to verify your mobile

phone number. The code is vaid for 24 hours
+46769448991

2 days ago Your code is 7128. Enter the code to verify your mobile

phone number. The code is vaid for 24 hours
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The paper features an extensive ethics discussion

» [he bulk of this data Is sent to gateways by institutions,
but the data also Includes personal messages and Pl

* [his is already public data, and it Is clear to users that
this data will always be public

* We cannot and do not attempt to deanonymize,
track, identify, exploit, or otherwise use the
personal information of any users and we
systematically exclude personal messages
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OTP /Verification Codes 3
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/ Verification Codes

Service Uniform?  p-value Effect Size (w) Effect? Mean Code
Google X 0.000 0.721 Large 547948
Google X 0.000 0.793 Large 558380
Instagram X 0.000 0.622 Large 503172
Instagram X 0.000 0.574 Large 498365
Instagram X 0.000 0.600 Large 497936
Jamba X 0.000 6.009 Large 4719
LINE X 0.000 0.595 Large 5476
LINE X 0.000 0.519 Large 5530
LINE X 0.000 0.530 Large 5442
Microsoft X 0.000 2.929 Large 357494
Odnoklassniki X 0.000 0.675 Large 433997
Origin X 0.000 0.512 Large 502627
QQ X 0.000 0.522 Large 505555
SMSGlobal X 0.000 0.500 Large 5540
Talk?2 X 0.000 1.327 Large 5732
Telegram X 0.000 0.478 Medium 54961
Viber X 0.000 8.138 Large 112075
WeChat X 0.000 0.664 Large 4989
Alibaba v 0.988 548652
Backslash v 0.325 556223
Baidu v 0.015 505165
BeeTalk v 0.595 544719
Circle v 0.080 506514
Gett v 0.461 5512
Google v 0.917 501623
Hushmail v 0.527 503161
LINE v 0.698 5511
Origin v 0.086 500739
RunAbove v 0.427 494697
Skout v 0.004 5492
Tuenti v 0.981 5010
Weibo v 0.395 512458
WhatsApp v 0.022 543563

X-squared test for
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random distribution

of PINs

| 3 Services fail to send a
random code each message
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Misuse: Pll in SMS UF

eee 00 T-Mobile LTE 2:35 PM 85% W >

{ Messages Gateway Contact

Click here to reset your password:

https://example.com/pwreset? PaS SWO I”C| Re S etS

auth=okrfczeBag

Your SuperWebservice username

s radreaves” Your password i Usernames and Passwords
444 Nowol Dr. Gainoswllo I Names and Addresses

32611

Your new AwesomeBank Visa

Card Number s Credit Card Numbers

4934532994298862. Exp: 05/22
CVV2:190. Keep it safe!

All sent over a channel
believed to be secure

@ Send
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Abuse: Spam and Phishing UF

« ~ 1% of messages were spam

Find My iPhone

- We identified one long-running
SMS phishing campaign @

SSSSSSSSSSSS

- Malicious SMS activity is a real but
relatively small phenomenon

Bradley Reaves, Dave Tian, Logan Blue, Patrick Traynor, and Kevin R. B. Butler “Detecting
SMS spam in the age of legitimate bulk messaging” to appear at WiSec July 2016
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Phone Veritied Accounts Ut

Confirm a Phone Number

Country code: United States (+1)

Phone number:

O Send me a text
@ Call me
English (US)

Continue { Cancel
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Abuse: Geo-Fencing JF
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® Messages to
numbers in
countries are
often viewed
outside of those
countries. -

® Shortened URL

services provide
country-level
statistics.
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Abuse: Phone Verified Accounts’ g4
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® Many of these

oateways advertiseasa | | ®

means of evading PVA | o H “g’_
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® Skew and kurtosis | “.. e

. A o e T _— 0

calculations show rapd | Ny, 0
use when numbers are L N T B B
Early > [ ate

introduced, followed by

rapid decline. Activity Peak
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Phone Verified Accounts 3

Thomas et al. (CCS "14) suggested 3 defenses:

|. Have users reverity often
» Our numbers have a median life of 20 days
2. Block numbers in low-reputation carriers
Most of our numbers are In reputable carriers
3. Block similar numbers

* ~40% of numbers were similar, but only iIn mobile
carriers

PVA Evasion is hard to detect or prevent
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» Online gateways give us Insight into how SMS Is used
and abused In the modern SMS ecosystem

* Organizations regularly use SMS as a secure channel for

sensitive information despite risks of com

Dromise

» (Gateway data provides Insights Into spam, phishing, ana

phone verified account fraud
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0000 T-Mobile LTE 2:53 PM 85% W)

£ Messages Brad Contact

Thanks for your attention!

| can be reached at
reaves@ufl.edu or
https://bradreaves.net

Any Questions?

@ Send
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