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SMS Ecosystem
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SMS is no longer a simple isolated channel 
It has a broad attack surface 

What is lost when a part of the ecosystem is compromised?
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Public Gateway
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• Data: 380k+ messages 
collected from 8 public 
gateways in 28 countries over 
14 months

• These websites advertise 
themselves as a way to avoid 
spam or unwanted callers

• We’ll divide our analyses into 
uses and abuses
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• The bulk of this data is sent to gateways by institutions, 
but the data also includes personal messages and PII

• This is already public data, and it is clear to users that 
this data will always be public 

• We cannot and do not attempt to deanonymize, 
track, identify, exploit, or otherwise use the 
personal information of any users and we 
systematically exclude personal messages

The paper features an extensive ethics discussion
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OTP / Verification Codes
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13 Services fail to send a 
random code each message

(a) WeChat (b) Talk2 (c) LINE

Fig. 3: These figures present heatmaps of codes where the first two digits are represented on the y-axis and the last two
digits are represented on the x-axis. Darker values represent higher frequencies of a code in our data. These figures show
that WeChat and Talk2 present an egregious lack of entropy in their authentication codes, while Line generates random codes
without leading zeros.

Service Uniform? p-value Effect Size (w) Effect? Mean Code
Google 7 0.000 0.721 Large 547948
Google 7 0.000 0.793 Large 558380
Instagram 7 0.000 0.622 Large 503172
Instagram 7 0.000 0.574 Large 498365
Instagram 7 0.000 0.600 Large 497936
Jamba 7 0.000 6.009 Large 4719
LINE 7 0.000 0.595 Large 5476
LINE 7 0.000 0.519 Large 5530
LINE 7 0.000 0.530 Large 5442
Microsoft 7 0.000 2.929 Large 357494
Odnoklassniki 7 0.000 0.675 Large 433997
Origin 7 0.000 0.512 Large 502627
QQ 7 0.000 0.522 Large 505555
SMSGlobal 7 0.000 0.500 Large 5540
Talk2 7 0.000 1.327 Large 5732
Telegram 7 0.000 0.478 Medium 54961
Viber 7 0.000 8.138 Large 112075
WeChat 7 0.000 0.664 Large 4989
Alibaba X 0.988 548652
Backslash X 0.325 556223
Baidu X 0.015 505165
BeeTalk X 0.595 544719
Circle X 0.080 506514
Gett X 0.461 5512
Google X 0.917 501623
Hushmail X 0.527 503161
LINE X 0.698 5511
Origin X 0.086 500739
RunAbove X 0.427 494697
Skout X 0.004 5492
Tuenti X 0.981 5010
Weibo X 0.395 512458
WhatsApp X 0.022 543563

TABLE V: The results of our statistical analysis of authenti-
cation codes from each service. Some services appear more
than once in the data because their messages were split into
multiple clusters (e.g., one for password resets and one for
logins).

the above chi-square test, the service’s codes each generate a
specific pattern. We mapped the first two digits of each code
with the back two digits and show these two services’ codes
in Figure 3.
WeChat. Until April 2015, WeChat’s authentication codes
followed a pattern of rand() ⇤ 16 mod 10000, which caused
the stair-step offset-by-16 heatmap in Figure 3a. The pattern
could be explained by a random number generator with low
entropy in the four least significant bits. This effectively
reduced the possible space of 4-digit codes to 625. In April
2015, WeChat changed its code generation algorithm. We re-
moved the 625 known-pattern codes from the WeChat set and
recomputed the chi-square entropy test. The p-value increased
to 0.761 with statistical power and effect size of 0.989 and
0.423, respectively, indicating that the new algorithm is likely
producing uniformly-random codes.
Talk2. This service has an extreme lack of entropy in its
code-generation algorithm, as seen in Figure 3b. In particular,
it appears to avoid digits 0, 1, 2, 5, and 8 in positions 1 and 3
of a 4-digit code. We made several attempts to reproduce this
entropy pattern, but we were unable to produce a reasonable
explanation for this dramatic reduction in entropy.
Google. While the Google codes we harvested did not appear
to be uniformly-random in our experiments, this appears to be
caused by duplicate codes. When requesting that a code be
resent, Google will send the same code again. This practice
is potentially problematic because it indicates that the Google
codes have a long lifetime. Since messages on gateways may
be accessible for weeks or months, it may be possible for an
adversary that can identify the associated account to use an
unclaimed code. Without access to the associated accounts,
however, we were unable to determine the exact lifetime of
Google’s codes.
LINE. Although our experiments show LINE’s codes are
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χ-squared test for 
random distribution 

of PINs
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Misuse: PII in SMS
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Password Resets

Usernames and Passwords

Names and Addresses

Credit Card Numbers

All sent over a channel 
believed to be secure
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Abuse: Spam and Phishing
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Fig. 7: The page delivered to the user after following a link
provided in a phishing SMS. The site refuses any username
and password combination provided and displays the error
shown in this figure.

spam filtering and that this problem may no longer be as severe
as it once was.

D. Takeaways

In this section, we explored malicious uses of the SMS
channel. First, we discussed how our data shows the prevalence
of PVA evasion due to the stark contrast between gateway
number locations and locations of users interacting with the
gateways. We then discussed the difficulty of detecting gate-
ways with carrier blocking due to cost and number lifetimes.
Finally, we explored abuse campaigns via SMS and found that
spam, phishing, and suspicious URLs are infrequent, which
may indicate that SMS filtering at the gateways and in the
network are sufficient.

VII. RELATED WORK

Prior measurement work has studied the underground
economies [71] that drive spam [47], [48], [73], malware [33],
[44], [68] and mobile malware [41], [55], [83], and other ma-
licious behavior. While others have investigated SMS content
and metadata in the context of SMS spam [46], [60], [61],
[75], this work is the first to expansively measure how SMS
is used for security purposes by legitimate services. We note
that much of the research in this area has been forced to rely
on small datasets (some less than 2000 messages [61]). Mobile
two-factor authentication is increasing in popularity, with some
eagerly heralding its arrival [27] and others cautioning that it
may only provide a limited increase in security [63]. Much
of the data we collected contained mobile two-factor authen-
tication tokens sent over SMS. While SMS tokens are popular
in many contexts, including mobile banking and finance [62],
other approaches have been implemented in a variety of forms
including keychain fobs [7], [18], one-time pads [56], [64],
biometric scanners [31], [67], and mobile phones [10], [26],

Product Detections
ADMINUSLabs 1
AutoShun 144
Avira 7
BitDefender 15
Blueliv 5
C-SIRT 1
CLEAN MX 11
CRDF 5
Dr.Web 62
ESET 6
Emsisoft 23
Fortinet 31
Google Safebrowsing 15
Kaspersky 3
Malekal 3
Malware Domain Blocklist 20
Malwarebytes hpHosts 1
ParetoLogic 54
Phishtank 1
Quttera 2
SCUMWARE.org 4
Sophos 28
Spam404 3
Sucuri SiteCheck 94
TrendMicro 1
Trustwave 55
Web Security Guard 1
Websense ThreatSeeker 81
Webutation 2
Yandex Safebrowsing 1

TABLE IX: We requested VirusTotal scans for each extracted
URL in our dataset. This table shows the number of detections
for each product that detected a malicious URL. Overall 417
URLs had at least one detection.

[36]. Analysis of individual systems has led to the discovery
of a number of weaknesses, including usability concerns [24]
and susceptibility to desktop [50] or mobile malware [32],
[38], [40], [49], [51], [59]. SMS-based tokens are especially
vulnerable to link-layer attacks against the cellular network.
These networks use vulnerable channel encryption [28], [29],
[39], allow end devices to connect to illicit base stations [25],
[35], [43], and are vulnerable to low-rate denial of service
attacks [77], [78]. However, the majority of the infrastructure
behind many two-factor authentication systems — the portions
of the system outside the cellular network — has not been
previously explored from a security perspective.

Dmitrienko et al. were the first to examine SMS messages
to study security of two-factor authentication schemes [38].
We greatly exceed the scope of their work in five important
ways. First, our work presents a cohesive examination of
the entire SMS infrastructure — from online services to end
devices. Second, we focus on how online services use SMS
well beyond two-factor authentication. Third, our data includes
two orders of magnitude more services and we identify and
classify the intent of each message. Fourth, we provide a more
detailed classification of two-factor authentication systems.
Finally, our more rigorous entropy analysis of two-factor
authentication PINs allow us to make strong claims for more
than 30 services (instead of just 3), helping us to find egregious
entropy problems in the popular WeChat and Talk2 services.

15

• ~1% of messages were spam
• We identified one long-running 

SMS phishing campaign
• Malicious SMS activity is a real but 

relatively small phenomenon

Bradley Reaves, Dave Tian, Logan Blue, Patrick Traynor, and Kevin R. B. Butler “Detecting 
SMS spam in the age of legitimate bulk messaging” to appear at WiSec July 2016
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Phone Verified Accounts
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Abuse: Geo-Fencing
• Messages to 

numbers in 
countries are 
often viewed 
outside of those 
countries.

• Shortened URL 
services provide 
country-level 
statistics.

10

Number Locations

URL Clicks
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Abuse: Phone Verified Accounts

• Many of these 
gateways advertise as a 
means of evading PVA 
systems.

• Skew and kurtosis 
calculations show rapid 
use when numbers are 
introduced, followed by 
rapid decline.
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Phone Verified Accounts

12

1. Have users reverify often
• Our numbers have a median life of 20 days

2. Block numbers in low-reputation carriers
• Most of our numbers are in reputable carriers

3. Block similar numbers
• ~40% of numbers were similar, but only in mobile 

carriers
 

PVA Evasion is hard to detect or prevent

Thomas et al. (CCS ’14) suggested 3 defenses:
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Takeaways
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• Online gateways give us insight into how SMS is used 
and abused in the modern SMS ecosystem

• Organizations regularly use SMS as a secure channel for 
sensitive information despite risks of compromise

• Gateway data provides insights into spam, phishing, and 
phone verified account fraud
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