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Abstract—Verifying the geographic locations of Internet clients
is a challenging problem. It has various security applications such
as fraud protection, location-based access control and location-
based authentication. Geolocation techniques that are based on
the IP address do not go beyond the network-layer of the
TCP/IP protocol stack, thus fail whenever the client employs IP-
hiding tactics like proxies and VPNs. This poster explains Client
Presence Verification (CPV), an approach designed to verify
the geographic locations of clients on the web. CPV relies on
network delay measurements to verify locations, and is designed
to mitigate previously studied security flaws of measurement-
based geolocation systems. Real-world evaluation of CPV’s false
reject/accept rates shows its promising potential for practical
adoption.

1. BACKGROUND

Over the Internet, location-sensitive service/content
providers are those that customize their services based
on the geographic locations of their web-clients. This
is commonly done for contractual restrictions related to
licensing or broadcasting content. Many Audio/Video-on-
Demand (AVOD) and media content providers, like Hulu and
Netflix, employ geographic-restriction policies, e.g., to adhere
to license agreements. A geographic-restriction policy is a
policy that dictates the type of services provided to clients
at different geographic regions. Furthermore, verification of
clients’ locations could be used to reduce credit card fraud,
or as an additional authentication factor.

One class of approaches to geolocating (i.e., determining
the geographic location of) web-clients is inference based
on unverified assertion obtained directly from the client such
as GPS coordinates [3], or indirectly such as the client’s IP
address [4] or domain name location hints [5]. WiFi Posi-
tioning System (WPS) are also commonly used by browsers
through the W3C Geolocation API [6]; WPS is based on
multilateration of surrounding WiFi access points with known
geographic locations, where the distance between the client
and each access point is estimated based on the signal strength.

Another approach involves delay measurements from a set
of machines with known locations, and using multilateration
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to determine the client’s location [7]. This class relies fun-
damentally on the strong correlation between Internet delays
and geographic distances [8]], and has proven high location
accuracy in recent years [9].

In the presence of an adversary interested to forge its ge-
ographic location, e.g., to gain location-dependent benefits or
avoid accountability, Internet geolocation methods are subject
to evasion [5], [10]. These methods are typically designed
for non-adversarial environments, and therefore the locations
they return are best treated (from a security perspective) as
unverified assertions which require verification of some form
to provide stronger assurance or confidence in adversarial
presence. To that end, a location verification technique is
required to provide assurance of the results returned by an
Internet geolocation technique.

II. DELAY-BASED LOCATION VERIFICATION

We explain Client Presence Verification (CPV), a
measurement-based technique which, in contrast to previous
geolocation techniques, is specifically designed for adversarial
environments. In CPV, network delays between a client and a
set of three verifiers with known locations are used to verify
the client’s geographic location. The delays are measured over
the application layer (e.g., using Websockets [11]) to mitigate
standard IP-masking tactics like proxy servers and Virtual
Private Networks (VPNs).

Findings in previous literature establish that Internet delays
and geographic distances are strongly correlated [8], [O]; we
leverage that, and propose heuristics to reduce the effect of
delay irregularities, such as delay spikes, on the verification
result. These heuristics are as follows.

First, CPV relies on one-way delay (OWD) estimates rather
than round-trip times (RTTs). RTTs are commonly used in
delay-based geolocation mainly because they are easier to
measure, requiring less cooperation from the client than that in
estimating OWDs. The standard protocol for OWD measure-
ment [[12]] requires the two parties to synchronize their clocks,
and exchange timestamp messages. However, CPV does not
rely on this kind of client cooperation because the client
is assumed the ability to manipulate any parameters under
its control in order to forge its true geographic location. As
such, a OWD-estimation technique was devised that requires
substantially less client cooperation [13]].
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Fig. 1. Example of a client asserting to be in Albuquerque, NM; the three
chosen verifiers are at Tucson, Arizona; Oklahoma city, Oklahoma; and West
Valley city, Utah. Map data: Google, INEGI.

Second, in CPV delays are measured actively between the
verifiers and with the client to reflect the most recent network
status [14]. Accordingly, network congestion, altered routes, or
other factors that affect the estimated delays are spontaneously
taken into consideration in the verification decision.

Third, CPV does not use a universal delay-to-distance
mapping function. Instead, delays between the client and
the verifiers are compared to those between the verifiers
themselves, and the client’s location is verified accordingly.

Fourth, CPV estimates delays iteratively to better exclude
delay outliers, and reflect current network conditions.

Finally the three verifiers are chosen, as part of the CPV
mechanism from a pool of available verifiers, to be in ge-
ographic proximity and encompassing the client’s asserted
location. This is useful in reducing the number of spanned
Autonomous Systems along the route, reducing route cir-
cuitousness, and thus leading to stronger positive correlation
between delays and distances [[15]].

How CPV works

First, the client’s geographic location is asserted using any
standard geolocation technique, such as the client’s submitted
GPS coordinates. The CPV algorithm then chooses three
verifiers encompassing the client’s asserted location, and sends
their IP addresses to the client (e.g., web-browser). The
client connects to these verifiers, and the location verification
processes commences. The verifiers’ objective is to provide
greater assurance regarding the asserted location by checking
if the client is truly present inside the triangle geographically
determined by their locations (see Fig. [T). The area of that
triangle is thus the verification granularity; as the triangle gets
larger, granularity becomes coarser.

The verifiers iteratively estimate the smaller of the forward
and reverse OWDs between themselves and the client. After
n iterations of delay estimation (10 < n < 100), the delays
are fed to an algorithm that geometrically checks if the

point representing the client’s asserted geographic location
is consistent with a point that would fall within the triangle
determined by the three verifiers in a 2-D Cartesian plane. If
that is true for n7 of the n iterations for some tunable threshold
7 (0 < 7 < 1), the asserted location is considered positively
verified.

III. EVALUATION

We evaluated CPV using PlanetLab [16], conducting near
2,500 experiments using 80 PlanetLab nodes in the US and
Canada. We used the nodes to represent verifiers, legitimate
clients (truly inside triangles), and adversaries (outside tri-
angles). Knowing the ground truth of legitimate clients and
adversaries, we quantified CPV’s false reject (FR) and false
accept (FA) rates at various values of n and 7. Assuming
appropriate triangle choices, i.e., legitimate clients not being
on the triangle’s borders or too close thereof, FR and FA rates
were 2% and 1% respectively. Our analysis also shows that
any 7 > 0 was sufficient to reject 90% of all adversaries.
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