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Abstract—This work proposes a metric for determining the
suitability of guiding images for graphical passwords. This
measurement is intended to favor images that encourage users
to select memorable, but non-obvious password click points. The
metric was developed by analyzing thousands of passwords on a
small but varied image database. We found that saliency covered
the most frequently clicked portions of an image. Our results
show that our model accurately predicts which images will score
highest on both memorability and strength, thus providing an
indicator as to which images are more suitable as guiding images
for graphical passwords.

I. INTRODUCTION

Graphical passwords are appealing due to their potential
to improve usability and reduce error rates in comparison to
text-based passwords [1]. The selection of the background
(guiding) image is critical to the security of the system.
An image that is too simple (i.e., as too few ‘“clickable”
points) may allow the password be predicted. Past research
has focused on analyzing and predicting the locations of user
taps - the actions that compose a graphical password [2]-
[4]. The user selects several points on a guiding image to
initially choose their password, and recalls the same points
to authenticate [S]. The hotspots in the guiding image have a
higher concentration where users also select click points [6].
Images with significantly more hotspots are selected more
frequently when creating graphical passwords [2].

We propose a metric to strengthen graphical passwords
before the user makes a single tap. We assess the suitability of
a background image in terms of measuring the proportion of
hotspots. Our metric incorporates a variety of strategies that
have been suggested in the literature, including the relative
saliency [2], [4], [7]-[10].

II. METHODOLOGY

Our hypothesis is that the higher the proportion of an image
that is covered by a saliency map (as a basis for memorable
areas), the higher the entropy of the password for that image
(as a basis of strength). To address this hypothesis, we will
use the entropy equation to predict the entropy of a click point
for a given image.

Training data consists of 15 images [4] originally from
the PASCAL Visual Object Classes (VOC) Challenge 2012
dataset [11]. The training data includes more than 10,000
passwords collected from 762 subjects. We used the VOC
dataset [11] as our test data, less the 15 images in the training
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Fig. 1. Samples of the computed saliency, actual and predicted click points

dataset. We used Graph-Based Visual Saliency [12] with a
threshold of 30% [9] to compute the visual attention map for
the training set images.

Our calculated salient regions within an image contained
the highest percentage of user click points. This implies that
the salient regions represent hotspots that attract user attention
when looking at an image. As a result, the proportion of
saliency maps that covers a given image could be used to
measure the image’s suitability for use as a guiding image
for a graphical password. Having a higher proportion of the
image covered by saliency maps leads to a higher number of
hotspots, which in turn provides a larger set of points that may
be both memorable and secure.

An image is segmented into 19X19 squares in order to
model the predicted click points as the center point of any
square that is covered completely or partially by saliency
maps as shown in Fig. 1. Predicting the entropy of a click
point for an image is an indicator that helps us to accept or
reject proportion of saliency maps as a measurement of image
suitability. The entropy is defined as measuring the amount
of uncertainty in the composition of a password [13] and is
measured in bits. In order to test the validity of using the
proportion of the image covered by saliency maps to measure
the suitability of images, we use the Shannon equation for
information content [14]. Fig. 2 shows the process of testing
the validity of the model.

The predicted and actual probabilities of a click falling in a
given square in the image are used to compute the predicted
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Fig. 2. Process for model validation
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and actual entropy of a click point for a square.The average
correlation coefficient between predicted and actual entropy is
0.83 which means there is a high correlation between predicted
and actual entropy. There is a positive correlation between
the proportion of the image covered by salient regions, and
the entropy of a click point in an image. Therefore, there is
evidence to support our hypothesis.

III. RESULTS, DISCUSSION, AND CONCLUSION

The high degree of correlation between the predicted and
actual entropy indicates the effectiveness of using saliency
maps to predict the possible memorable areas of an image.
The size of the salient areas is positively correlated to the
theoretical space of more memorable click points. An image
with more salient areas is an image that has more prominent
hotspots, supporting our main hypothesis.

Table I shows the rankings of the training dataset images
when both predicted entropy and percentage of the image
covered by the calculated saliency map are considered. The
first column shows the image rankings when sorted according
to the percentage of the image covered by the saliency map
first, and secondly according to the predicted entropy. The
second column shows the image rankings sorted by predicted
entropy first, and percentage of the image covered by the
saliency map second. The first five images are ranked the same
according to both methods of sorting, and that the remainder
of the images change in rank by at most one position. This
implies that there is very little difference (for this dataset) in
one over the other, and that there is evidence of the correlation
between these image features.

The model was subsequently applied to a much larger
test dataset - 17,097 images. The proportion of the images
considered salient in the test dataset ranged from 0.64 (highest)
to 0.01 (lowest). The model selected images with greater vi-
sual complexity as more appropriate for graphical passwords.
These images are more challenging to predict computationally.

In this work, we proposed a strength measurement for
background images used to guide suitable image selection
for graphical passwords before the user selects their first
click point. The measurement can be used to reject simple
images (those that are likely to be predicted by computational
methods) and encourage the user to select a more complex

TABLE I
RANKING BASED ON PROPORTION COVERED AND PREDICTED ENTROPY

Rank (saliency, Rank (predicted Image  Proportion  Predicted

predicted entropy)  entropy, saliency) covered entropy
1 1 11 0.47 8.01
2 2 10 0.45 7.96
3 3 0.45 7.80
4 4 9 0.45 7.80
5 5 6 0.42 7.73
6 7 7 0.32 7.32
7 8 15 0.3 7.44
8 6 13 0.28 7.35
9 10 3 0.24 7.05
10 9 8 0.23 7.07
11 11 12 0.14 6.55
12 13 5 0.14 6.20
13 12 14 0.13 6.31
14 14 1 0.02 3.83
15 15 2 0.02 35

image that is rich in memorable click points in order to
improve the memorability and security of graphical passwords.
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