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Based on information provided by Microsoft in 2011, one
out of every 14 downloads is a piece of malware [1]. Although
security of browsers has been improved greatly during the past
few years, new forms of virus spreading have been seen in
social media, especially in Facebook [2].

Typically, Facebook user gets a message from a friend
which asked him/her to click on a video link, or download a
picture which they usually use phrases like “It’s one of your
friends private video or picture” to intrigue him/her. The video
requires to install a software which would lead to storing a
malware in the user’s computer and then the virus starts
spreading itself out using user’s Facebook account.

To enhance the security and manage the thread of virus
infection through the social networks, it is essential to examine
the response of networks to virus infection. However,
enormous virus attacks in past years provide valuable data to
study security of social networks; it always has been a
challenging task due to availability of information to
researchers and the huge size of real social network.

In this conditions, studying simple complex network (i.e.
which can represent the behavior of large social networks)
along with taking advantage of Percolation theory, can provide
us with valuable insights to security of social network.

Percolation theory [3] & [4] is a probability model which
describes the behavior of connected clusters in a random
graphs. As an example, suppose there is water on a rock.
Percolation theory investigates whether the water would be
able to pass hole by hole and make its way through the rock.
Percolation theory concept provides probabilistic framework to
study the information spreading in complex networks including
social networks.

Social networks are a type of scale free Networks [5]. The
degree distribution for these networks (i.e. the probability
which a node has a certain number of links) follows a power
law distribution. This means that the degree distribution of
social networks, or scale free networks in general, has no
characteristic scale. In the random network, in contrast, each
node has a similar number of edges [6].

In a social network graph, each node i might get infected by
virus through its connection with node j (i.e. edge) with
probability P;<<1. Some interesting questions which arise here
are, “ How the nodes characteristics affects these
probabilities?” , “How these probabilities along with other
characteristics of network can affect the spreading of virus in
the network?”

The main goal of this research is to investigate the effect of
network characteristics on different aspects of virus spreading.
Multiple small complex networks (i.e. graph), with known
degree and weight probability distribution, have been studied
to find out the rate of virus infection caused by initial infection
of a specific node. Some of the major findings of the
simulations are as follows;

e The infection rate caused by initial infection of node i.

e The portion of infected nodes caused by initial infection of
node i.

e The pprobability that the virus of node i reaches to all of its
neighbors (i.e. all friends of the infected Facebook account
get infected).

e The pprobability that the virus of node i reaches to each
fraction of its neighbors.

e The probability that all the neighbors within two hops with
respect to the source get infected.

In each simulation, node i is infected initially and starts
spreading massages containing the virus to all neighboring
nodes. Each node j that has received the massage open the
massage (with a pre-assigned probability) and gets infected.
The infected nodes start spreading out the virus from the
beginning of the next time step.

Studying the result of the simulations can help us to
identify the vulnerable nodes based on their characteristics (i.e.
number of edges and so on). This finding can be applied to real
social networks to simply find vulnerable parts of the network
to viruses and then try to modify network characteristics in
order to enhance the security in that part.
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