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Abstract—Since early days, peer-to-peer (P2P) protocols have
proven significant improvements over traditional client-erver
models. On the other hand, the Session Initiation ProtocolSIP)
is a popular protocol for establishing multimedia sessionsand
uses a client-server approach. P2PSIP is an architecture ifo
deploying SIP services over a P2P network overlay, and thus
leverages the limitations of client-server architecturesfor SIP.
In this work, we present a novel scheme for a secured and
distributed P2PSIP model. Our architecture allows a ad-hoc
deployment, with a scalable design for a completely distribted
security infrastructure.
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Fig. 1: Architecture of the secured P2PSIP overlay
. INTRODUCTION

Peer-to-peer (P2P) architecture is popular since the late
90's. P2P networks introduces significant advantages oveHowever, most research works on P2PSIP have focused on
traditional client-server models. The basic feature ofrpedlistributing address of records for name resolution. Sgcur
being requesters as well as providers is the most attractiesearches enforced public key infrastructures and gsgcuri
feature of P2P networks. The Session Initiation Protoct®)S through obfuscation. As a result, they introduced a bositén
is a signaling protocol for establishing media session®. Sin the architecture or involved external network connéttiv
is widely used for VoIP services and requires a client servilrus removing the feature of ad-hoc deployments for P2PSIP
architecture. systems.

However, the centralized nature of SIP is a significant In this work, we present the design for a distributed segurit
bottleneck for deployment and performance. This requirgmearchitecture for P2PSIP. The proposed scheme allows ad-hoc
has given birth to the concept of SIP services over P2P nktwaleployment for the SIP based services, with a distributed
architectures, also known as P2PSIP. P2PSIP replaces rtmel for the secured SIP session establishment. Decentral
client-server model by removing the centralized SIP servézation of the security mechanism allows the scheme to be
Thus, P2PSIP enables fast set-up, ad-hoc formation, easglable and without any single point of failure. We claim
deployment, and robustness against failures [1], [2]. the decentralized mode of security features makes themyste

Nonetheless, security in P2PSIP suffers from many shoresilient against malicious peers on the P2P overlay nétwor
comings in its current implementations. So far, multipléuso Thus, the process of name resolution and SIP session agree-
tions have been put forward to mitigate the security issnesment is secure and tolerant of the randomness of P2P systems.
P2PSIP [3], [4]. The decentralized architecture in P2P8HP r
duces the management and hence introduces multiple s;ecurifl'
issues. The existence of malicious peers in the P2P overlayn this section, we present a simple and scalable archiectu
creates a significant issue in ensuring a secured enviranméor distributed security management for SIP over a p2p Chord
Thus, a malicious peer will be able perform man-in-the-rfeddoverlay network.
attacks by dropping, tampering, and re-routing SIP message
between two other peers. Certain architectures [5], [6]yappg™ System Model
the public key certificates to ensure mutually authentitate The proposed architecture includes the following entities
peers for SIP sessions, and guarantee confidentiality aflte Chord Overlay is a ring of independent and distributed
authenticity of SIP packets. Another solution for securingodes. The Chord overlay network is initially created by the
P2PSIP is by using cryptographically generated SIP URIs Bwotstrap Server. The bootstrap server is the only central
authenticate nodes when starting a session [4]. Seedorfentity in this architecture, and the nodes contact the baqts
al. in [7] and [8] demonstrates the possible attacks on P2@rver to obtain the details for joining the overlay. Becured
overlays for SIP. P2PSIP Adapteris a service running on a user device. The
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service acts as a bridge between the user and the Chordyverla I1l. CONCLUSION
network to provide secured services for SIP call establesttm  pop systems are better in comparison to centralized archi-

Finally, there is the off-the-she8IP client which implements tectures in terms of scalability. P2PSIP utilizes the athges

the RFC-3265 standards. We illustrate the overview of thg an overlay network to provide SIP based services. However
system in figure 1. the presence of malicious peers in the network and lack of
B. Secured P2PSIP Registration management makes the systems unsecured and thus vulnerable

The registration process for the secured P2PSIP archieectl attacks. Although substantial research has been done in
includes two phases. securing P2PSIP, the distributed feature for P2PSIP has not

The SIP client tries to register with the local adapteP€€n the primary concern while implementing the secured
The adapter sends the public key along with the registratigfchitectures [4], [3], [11], [12]. The proposed scheme_h’lst
request to the bootstrap server. The bootstrap servenescelVOrk utilizes the Chord overlay P2P network and Shamir's Key
the register request, and executes the Shamir's Key Sharrifring Algorithm [9] to diffuse the risk of public keys séor
Algorithm [9] to divide the public key for the user into©n the overlay. Henqe, an atta}cker is required to contr@&gttl
n pieces PubPeyPiece), with at leastk pieces required for k out of n peers to mtgrfere in the process of establishing a
reconstructing the public key. Here, the valueskaindn are Secured P2PSIP session.
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Once adapterB verifies the authenticity of the SECP2PSIP
INVITE, adapterB responds taadapterA with a SECP2PSIP
REDIRECT.

AdapterA receives the SECP2PSIP REDIRECT request.
Once the authenticity and integrity of the SECP2PSIP REDI-
RECT is successfully verifiedidapterA sends a SIP/2.0 302
MOVED TEMPORARILY request taiserA’'s SIP client. The
SIP client receives the message, and redirects the SIP call
to userB’'s SIP client. The redirection of the SIP client and
the subsequent behaviors occur according to standard SIP
definition [10], without the interference of the Chord owasrl
in the process.



