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Abstract—TrustedDB is an outsourced database prototype on encrypted data lead to fundamental expressiveness and
that allows clients to execute SQL queries with privacy and o- practicality constraints.
der regulatory compliance constraints without having to trust Recent theoretical cryptography results provide hope by
the service provider. TrustedDB achieves this by leveragim . th it f . I h hi .
server-hosted tamper-proof trusted hardware in critical query provmg_ e exis er_me or universa omom_orp |sms,_ I.e.,
processing stages. encryption mechanisms that allow computation of arbitrary
TrustedDB does not limit the query expressiveness of sup- functions without decrypting the inputs [12]. Unforturiste

ported queries. And, despite the cost overhead and perfor- actual instances of such mechanisms seem to be decades
mance limitations of trusted hardware, the costs per query e away from being practical [7].

orders of magnitude lower than any (existing or) potential g
future software-only mechanisms. TrustedDB is built and Ideas have also been proposed to leverage tamper-proof

runs on actual hardware, and its performance and costs are hardware to privately process data server-side, rangomy fr
evaluated here. smartcard deployment [9] in healthcare, to more general

database operations [3, 8, 10].
Yet, common wisdom so far has been that trusted hard-
ware is generally impractical due to its performance limita
Outsourcing has finally arrived, due in no small part to thetions and higher acquisition costs. As a result, with very fe
availability of cheap high speed networks, storage and CPUs:xceptions [9], these efforts have stopped short of progosi
Clients can now minimize their management overheads angr building full - fledged database processing engines.
virtually eliminate infrastructure costs However, recent insights[4] into the cost-performance
Virtually all major “cloud” providers today offer a trade-off seem to suggest that things stand somewhat-differ
database service of some kind as part of their overalently. Specifically, at scale, in outsourced contegtsnputa-
solution. Numerous startups also feature more targeted dation inside secure processors is orders of magnitude cheape
management and/or database platforms. than any equivalent cryptographic operation performed on
Yet, significant challenges lie in the path of large-scalethe provider’'s unsecured common server hardwadespite
adoption. Such services often require their customers-to inthe overall greater acquisition cost of secure hardware.
herently trust the provider with full access to the outsedrc ~ This is so because cryptographic overheads (for cryp-
datasets. But numerous instances of illicit insider bedravi tography that allows some processing by the server) are
or data leaks have left clients reluctant to place sensitivextremely high even for simple operations, a fact rooted not
data under the control of a remote, third-party provider,n cipher implementation inefficiencies but rather in funda
without practical assurances pfivacy and confidentiality = mental cryptographic hardness assumptions and constructs
— especially in business, healthcare and government fram¢such as trapdoor functions — the cheapest we have so far
works. And today’s privacy guarantees of such services arbeing at least as expensive as modular multiplication [11])
at best declarative and subject customers to unreasonabl@is is unlikely to change anytime soon (none of the current
fine-print clauses — e.g., allowing the server operator (oprimitives have, in the past half-century). New mathenadtic
malicious attackers gaining access to its systems) to useardness problems (e.qg., elliptic curve cryptography -ctvhi
customer behavior and content for commercial, profiling, orunfortunately is only a bit more efficient) will need to be
governmental surveillance purposes [5, 6]. discovered to allow hope of more efficient cryptography.
Existing research addresses several such outsourcing secu As a result, we posit that a full-fledged strong-privacy
rity aspects, including access privacy, searches on etetyp enabling secure database leveraging server-side truatdd h
data, range queries, and aggregate queries. To achieve pware can be built and run at a fraction of the cost of
vacy, in most of these efforts data is encrypted before

_()UIsourCing' Onc? e_l’_lcrypted h_owever, inherent limitation cryptographic coprocessors than to perform the expengiyptagraphy
in the types of primitive operations that can be performecheeded to add the numbers encrypted on plain server harevitarprivacy.

I. OVERVIEW

le.g., it is much cheaper to add numbers privately inside resipe



any (existing or future) cryptography-enabled privateadat [3] Rakesh Agrawal, Dmitri Asonov, Murat Kantarcioglu, and

processing on common hardware. We validate by designing
and implementing TrustedDB, an SQL database processing
engine that makes use of IBM 4764/5 [1, 2] cryptographic

Yaping Li. Sovereign joins. In Ling Liu, Andreas Reuter,
Kyu-Young Whang, and Jianjun Zhang, editork;DE,
page 26. IEEE Computer Society, 2006.

coprocessors programmed to run custom components Sef] Yao Chen and Radu Sion. On securing untrusted clouds with

curely.

Tamper resistant designs however are significantly con-
strained in both computational ability and memory capacity

cryptography. INWPES ’10: Proceedings of the 9th annual
ACM workshop on Privacy in the electronic sociepages
109-114, New York, NY, USA, 2010. ACM.

which makes implementing fully featured database solu-(5; cNN. Feds seek Google records in porn probe. Online at

tions using secure coprocessors (SCPUs) very challenging.
TrustedDB achieves this by utilizing common unsecured

http://www.cnn.com, January 2006.

server resources to the maximum extent poss|b|e For ex_[G] CNN. YouTube ordered to reveal its viewers. Online aphtt

ample TrustedDB enables the SCPU to transparently access
external storage while preserving data confidentialityhwit

on-the-fly encryption. This eliminates the limitations dret

size of databases that can be supported. Moreover, client
queries are pre-processed to identify sensitive compsenent
to be run inside the SCPU. Non-sensitive operations are off-
loaded to the untrusted host server. This greatly improves[s]

performance and reduces the cost of transactions.

Overall, despite the overheads and performance limita-
tions of trusted hardware, the costs of running Trusted2B ar
orders of magnitude lower than any (existing or) potential f
ture cryptography-only mechanisms. The TrustedDB design
provides strong data confidentiality assurances. Moredver

does not limit query expressiveness.

The contributions of this work are two-fold: (i) the
introduction of new cost models and insights that explain
and quantify the advantages of deploying trusted hardware
for data processing, and (ii) the design, development, and
evaluation of TrustedDB, a trusted hardware based rektion

database with full data confidentiality.

II. CONCLUSIONS

This work’s inherent thesis is that, at scale, in outsourced12]
contexts, computation inside secure hardware processors i
orders of magnitude cheaper than any equivalent cryptogra-
phy performed on a provider's unsecured common server
hardware, despite the overall greater acquisition cost of
secure hardware. We thus propose to make trusted hardware
a first-class citizen in the secure data management arena.
Moreover, we hope that cost-centric insights and architec-
tural paradigms will fundamentally change the way systems

and algorithms are designed.
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