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Motivation

t1 t2 t3
Google Bouncer
Google Play Protect

Market policies (?) *

* Kotzias, Platon, Juan Caballero, and Leyla Bilge. "How did that get in my phone? unwanted app distribution on android devices IEEE S&P, 2021
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Motivation

t1 t2 t3

Google Play Protect
AV products

Customer’s willingness to remove PHAs (?)
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Motivation
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window of opportunity
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* Kotzias, Platon, Juan Caballero, and Leyla Bilge. "How did that get in my phone? unwanted app distribution on android devices IEEE S&P, 2021

Google Bouncer
Google Play Protect

Market policies (?) *
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Motivation

t1 t2 t3

window of opportunity

ANDRUSPEX

Warn the end users in advance of what PHAs they might encounter in the future
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Challenge
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Scalability?

Prediction?

aggregate historical 
information of how the PHAs 
have been installed by mobile 
devices globally 
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Technical Details
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lack of data to do causality inference
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Technical Details
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Random walk

Use random walk to model user’s random installation behaviour

d1, m5, d4, m3 d3, m5, d4, m3, d2, m2 
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Technical Details
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1. PHAs with larger installations (i.e., popular PHAs) are 
co-existing with smaller ones (i.e., less popular PHAs) 

2. Correlation coefficient decreases with the increasing 
number of hops 

PHA degrees (x-axis) and the average degrees 
of all vertices reachable by 2/4-hops (y-axis)
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Technical Details
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Technical Details
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decay function

random walk approximation to approximate the matrix factorization

discriminate the strength between 
different orders of proximity 
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Edge representation
Device PHA

*

* Feng Niu, Benjamin Recht, Christopher Re, and Stephen J. Wright. 2011. HOGWILD!: A Lock-free Approach to Parallelizing Stochastic Gradient Descent. NIPS, 2011
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Technical Details
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Technical Details
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Engine
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Collect PHA installation events from the mobile endpoints

Build global PHA installation graph
Edge (installation) 
representation

Binary classifier
(i.e., give a device and 
a PHA, predict the 
Probability there is an edge 
connecting them)
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Dataset

31 days of PHA detection data in March 2019 One day

One week

One month
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Results

higher false positive rate leads to worse user experience hence potentially higher customer churn rate 

One day One week One month

Andruspex



Copyright © 2021 NortonLifeLock Inc. All rights reserved. 22

Resilience to data latency
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• Node attributes not involved (i.e., structure-based)
• Transductive setting

• Global installation graph must be rebuilt

• Frequent retraining required

• Predict known PHAs
• Effective notification system

Limitations
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