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Internet Footprinting

Harvesting email addresses,
conference information, etc.

WEAPONIZATION Step 1: Determine the Scope of Your Activities

Coupling exploit with backdoor
into deliverable payload

Step 2: Get Proper Authorization

Step 3: Publicly Available Information

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Step 4: WHOIS & DNS Enumeration

Exploiting a vulnerability to execute
code on victim’s system
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Asset management

e The bedrock of good security posture

e NIST Cybersecurity framework; NIST Cyber Security Framework

ISO/IEC 27001
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https://www.givainc.com/blog/index.cfm/2019/7/24/5-key-changes-made-to-the-nist-cybersecurity-framework-v11
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Asset discovery

e Assets
o All network identifiers (e.g., addresses, FQDNs, DNS zone contents)
o The network services reachable via these network identifiers

e Discovery

o When the existence of an asset associated with a specific organization
becomes known

e Focus on assets discoverable through external network measurements
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Systematization

e Techniques are scattered throughout the literature
o Not explicitly advertised as asset discovery

e Selected 93 papers out of 4,100+
o 14 major security & networking venues
o Timespan of 5 years (2014-2019)

e Extracted asset discovery techniques
o Input asset — discovery method — output asset



Systematization
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Citation Edge Input asset Discovery technique Output asset
[34, 117] 1 Domain A/AAAA records from passive DNS IPv4/IPv6 addresses
[34] 1 Domain CNAME record from passive DNS Domain
[84] 2 [P address ZMap scan; analyze sigs. in fetched banners Honeypot
[16] 2 IP address Search IP in botnet population Bot services
[29] 2 [P/Dom./URLs Scans of S3 buckets S3 buckets
[55] 3 Name server Query open resolver for véonly zone [Pv6 address
[87] 4  Name server Authoritative name server discovery technique Name server
[31] 4  Name server DNS query for hostnames under own domain Name server



Asset discovery chain
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2]

Domain

©

tcp/443

DNS NS DNS :
qiery Name server e transfer>—' Subdomains
AAAA ZMap scan
DNguér/y IPv4/6 addresses ports tcp/80 &>v Web server




Asset discovery chain

2]

Domain

©

tcp/443

DNS NS DNS :
qiery Name server e transfer>—' Subdomains
AAAA ZMap scan
DNEUQ/Y IPv4/6 addresses ports tcp/80 &>v Web server

[3)

Trigger
outbound
connection

Real IP address




In conclusion
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