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Asset management

● The bedrock of good security posture

● NIST Cybersecurity framework;

ISO/IEC 27001

https://www.givainc.com/blog/index.cfm/2019/7/24/5-key-changes-made-to-the-nist-cybersecurity-frame
work-v11

https://www.givainc.com/blog/index.cfm/2019/7/24/5-key-changes-made-to-the-nist-cybersecurity-framework-v11
https://www.givainc.com/blog/index.cfm/2019/7/24/5-key-changes-made-to-the-nist-cybersecurity-framework-v11


Asset discovery

● Assets
○ All network identifiers (e.g., addresses, FQDNs, DNS zone contents)
○ The network services reachable via these network identifiers

● Discovery
○ When the existence of an asset associated with a specific organization 

becomes known

● Focus on assets discoverable through external network measurements



Systematization

● Techniques are scattered throughout the literature
○ Not explicitly advertised as asset discovery

● Selected 93 papers out of 4,100+
○ 14 major security & networking venues
○ Timespan of 5 years (2014-2019)

● Extracted asset discovery techniques
○ Input asset → discovery method → output asset
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In conclusion
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