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The current 2FAs, especially Just Tap to 
authenticate, are not secure enough.1

This paper highlights issues and proposes a solution for usable 
push notification based 2FA.

Proposes usable methods to fix the 
Vulnerabilities.

Our method: 
REPLICATE to Authenticate.
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Current solutions do not have balance between 
Usability and Security.

Tap to Auth In-app generator SMS OTPs

The Bigger Problem on Target?



Why?



TOTPs apps are vulnerable to screen overlays and 
Accessibility based attacks 

Problem: State of TOTP 2FA

In-app generator requires 
effort, takes time to auth 
and in vulnerable to 
remote login attempts.

• Malware with accessibility permissions can capture credentials entered 
by the user on mobile banking apps, read or generate SMS messages, 
and even read Two-Factor Authentication (2FA) codes generated by 
authenticator apps!



TOTPs apps are vulnerable to screen overlays and 
Accessibility based attacks 

Problem: State of TOTP 2FA

Malware Apps:
• Cerberus
• TrickBot, 
• DEFENSOR ID, 
• TeaBot, 
• Oscorp, 
• Toddler.

1. https://medium.com/axdb/%EF%B8%8F-dissecting-defensor-a-stealthy-android-banking-malware-6610b0468256
2. https://www.secureauth.com/blog/hijacking-2fa-a-look-at-mobile-malware-through-an-identity-lens/
3. https://labs.f-secure.com/blog/how-are-we-doing-with-androids-overlay-attacks-in-2020/



TOTPs apps have high friction in use and adoption

Problem: State of TOTP 2FA

• User experience is affected due to time, distraction and errors while 
performing copying and typing of the OTP codes.
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Push based 2FAs are vulnerable to concurrency and 
overlays attacks.

Tap to Auth is vulnerable 
to concurrency attacks

Problem: State of Push  based 2FA

If an attacker & user logs in at the same time, the token 
device receives two pushes.

User tends to approve either or attacker’s push 
(sophisticated attack) [1, Asia CCS 2021]

1. Mohammed Jubur, Prakash Shrestha, Nitesh Saxena, Jay Prakash, Bypassing Push-based Second Factor and Passwordless Authentication with Human-
Indistinguishable Notifications, ASIA CCS 2021



Problem: State of Push  based 2FA

Push to Approve Notifications are not differentiable

Place

Name

Name of 
Business

Date and Time

Latitude-Longitude

City/Country Name

Email-ID



Problem: State of Push  based 2FA

Push to Approve Notifications are not differentiable



Solution?

Key Idea:

Remove static and fixed responses to Push

Random Interaction at login prompt Replicate using token device



Our Solution: REPLICATE to Prove and Auth

Key Idea: REPLICATE

Show randomized interaction at the screen

Ask user to respond Reduced Concurrency attack



REPLICATE: System Architecture

PushAuth Service

Login

Application Server
User 

application/browser
Token

Auth

Send Push

Show 
Randomised 

Activity

Sign Push

< Activity Id, 
IMUs >Allow/Deny

Authenticated/
RejectedApproved

Reject



REPLICATE: Forms for Study

Show randomized interaction at the screen

Key Drag

Drag in the direction 
shown here.

PushAuth ServiceApplication Server

Token Device

Deny



REPLICATE: Forms for Study

Show randomized interaction at the screen

Move a Shape

Move a Shape to Auth (a) Login window display and (b) Phone authentication push screen overlay.



REPLICATE: Forms for Study

Show randomized interaction at the screen

Randomized Keypad

Randomized Keypad to Auth (a) Login window display and (b) Phone authentication push screen 
overlay



REPLICATE: Forms for Study

Show randomized interaction at the screen

Choose a Colored Button

Choose a Colored Button to Auth (a) Login window display and (b) Phone authentication push screen 
overlay



REPLICATE: Forms for Study

Show randomized interaction at the screen

Tap on Black Button

Tap on Black Button (a) Login window display and (b) Phone authentication push screen overlay



REPLICATE: Forms for Study

Show randomized interaction at the screen

Draw Pattern

Draw Unlock Pattern (a) Login window display and (b) Phone authentication push screen overlay



REPLICATE: Study Design

Figma was used a base for the remote 
study.



REPLICATE: Study Design

• What is your age group? a) 20 and below b) 21-30 c) 31-40 d) 41-50 e) 51 
and above.

• On a scale of 0 to 4, how would you rate your level of familiarity in using 
your laptop? (0 being the least familiar and 4 being the most familiar).

• On a scale of 0 to 4, how would you rate your level of familiarity in using 
your phone? (0 being the least familiar and 4 being the most familiar.)

• Do you know what second-factor authentication is? a) Yes or b) No.

• In which of the following areas have you used a two-factor authentication? 
You can select more than one option. a) I have not done a two-factor 
authentication before, b) Banking, c) Email, d) Social Media, and e) Others.

• Have you come across a push-based TFA? Some examples are shown in the 
image below. a) Yes b) No

Pre-Test Survey



REPLICATE: Study Design

Quantitative

All positive SUS Survey

Qualitative

User Journey Mapping



REPLICATE: Study Design

Quantitative

All positive SUS Survey

Qualitative

User Journey Mapping(UJM)

Trial 2 and 3, UJM and overall post test 
interview.



Qualitative Study: Generating UJM

We proposed Hybrid Emotrack: Inspired from Plutchik Emotion Wheel and Emotrak

Plutchik Emotion Wheel [1] Emotrak by UEGroup [1]

1. Capturing & Measuring Emotions in UX, CHI4Good, CHI 2016 



Qualitative Study: Generating UJM

We proposed Hybrid Emotrack: Inspired from Plutchik Emotion Wheel and Emotrak

Emotrak by UEGroup [1]

1. Capturing & Measuring Emotions in UX, CHI4Good, CHI 2016
2. EmojiGrid: A 2D Pictorial Scale for the Assessment of Food Elicited Emotions, Front. Psychol., 28 November 2018.

EmojiGrid: Emoji Affect Grid [2]



Qualitative Study: Generating UJM

We proposed Hybrid Emotrack: Inspired from Plutchik Emotion Wheel and 
Emotrak

Hybrid Emotrak with emojis as hint for emotions



REPLICATE: Study Design

1. Laptop as login device & Phone as a token

2. Both login and authentication on a phone

Just Tap to Authenticate

REPLICATE



Quantitative Analysis

Task Success

• If participant managed to reach “Unlocked”/ 
“ Authenticated” in one try without external 
helps gets 1 score, 0 otherwise.



Quantitative Analysis

Task Time

• The time taken (in seconds) for the participant 
to authenticate successfully; task time = end 
time - start time.



Quantitative Analysis

Task Time

• Just Tap and Black button method seem to 
be competitive.



Quantitative Analysis

Task Time

• User got familiarized with the trials and time plateaued. 



Quantitative Analysis

Efficiency

• Efficiency: Task success/ task time.

• Black Button and Draw Unlock Pattern’s task 
efficiency were comparable to existing 
solutions.



Quantitative Analysis

SUS Score

• Tap on Black Button fairs similar to Just Tap method and better than 
the rest



Quantitative Analysis

Combined Analysis

• Based on ranking 1 to 8.
• Tap on Black Button fairs similar to Just Tap method and better than 

the rest.



Quantitative Analysis

Compared to PIN 2FA

• REPLICATE fairs better than PIN based 2FAs across all dimensions 
including time and SUS scores.



Qualitative Analysis

Ease of Execution and Cognitive Effort

• Black button method faired much well compared to others in the usability ranking.



Qualitative Analysis

Perception of Security

• 13/40 cited lack of security in Just Tap to authenticate method.

• Participants appreciated forcing to think method of REPLICATE.



Qualitative Analysis

Inclusivity

• Colored Button noticed concerns over color blindness.

• Drawing patterns witnesses issues about unfamiliarity.



Qualitative Analysis

Level of Engagements

• Participants felt encouraged to try out 2FAs as PIN based methods are boring.

• Participants prefer the more engaging or fun method if everything else is comparable. Key 
Drag, Shapes and Colored Button were deemed fun by some participants. 



Qualitative Analysis

User Journey Map

• Tap on Black Button fairs similar to Just Tap method and better than the rest



Comparisons with other 2FAs

• REPLICATE fairs better than PIN based 2FAs across all dimensions including time 
and SUS scores.



Demo



Much more in the paper …

Thanks.


