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Introduction

- Since Bitcoin was launched in 2009, blockchain and
cryptocurrencies have attracted ever-increasing interest
from both legitimate users and attackers.

- Cryptojacking is the act of using the victim's computational
power without consent to mine cryptocurrency.

- It has been found on:
- Critical infrastructures such as US DOD [1], UK
Governmental Services [2], and Russian Nuclear
Science Labs [3],
- Well-known streaming platforms like YouTube [4],
- Mikrotik Routers and Nintendo game consoles [5-6].
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Russian nuclear scientists arrested
for 'Bitcoin mining plot'

Bug hunter finds cryptocurrency-mining
botnet on DOD network

Monero-mining botnet infects one of the DOD's Jenkins servers.

Cryptojacking attack hits ~4,000 websites,
including UK's data watchdog

Natasha Lomas @riptari / 6:38 AMEST * February 12, 2018
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The process is known as crypto-jacking, and it’s a growing problem
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SoK Methodology

We cover multiple resources to systemize knowledge.

- Papers: After the price surge of cryptocurrencies and distribution of ready-to-use mining scripts,
cryptojacking malware become popular among researchers. We covered 43 cryptojacking-related papers.
- 28 detection papers
- 15 analysis papers

- Samples: For a comprehensive understanding of the cryptojacking malware, we also benefited from the

real cryptojacking malware samples. We used 2 main sources to collect cryptojacking malware samples in
the wild;

- VirusTotal [7] (20200 cryptojacking samples)

- PublicWWW [8] (6269 in-browser cryptojacking samples)

- Both of our sample dataset are publicly available in the following link below.
https://qithub.com/sokcryptojacking/SoK

- Major Attack Instances: We also use security reports released by the security companies such as
Kaspersky, Trend Micro, IBM, and others.

a. 5 annual security reports from well-known security companies such as IBM [9], Trend Micro [10],
Palo-Alto Networks [11], and Cado-Security [12].
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Cryptojacking Malware Types

In the literature, we identify two main types of cryptojacking malware using by the attackers.

Cryptojacking Malware

N

In-Browser Host-based
Cryptojacking Cryptojacking
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In-browser Cryptojacking

- In-browser cryptojacking takes advantage of interactive web content technologies
- It connects to victims’ host devices to access the computational resources of the victim (e.g., CPU).
- It performs mining as long as the victim keeps the webpage open.

Victim Host Infected Web Page Mining Script  Service Provider Mining Pool Script Owner
() Start 2™ AR (4)Task | . (5)TaskRequest
——| www_‘g’a‘};'_.</> Request > [’ f?: (11) Send Results”
<
S A\ 72 g) <61 Assign Task °
i ’ mm . (12) Get Reward 01411

(9) Mining

Process A (8) Assign Task )

A )
(10) Results (13) Get Revenue

The lifecycle of a in-browser cryptojacking malware
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Host-based Cryptojacking

- Host-based cryptojacking is a silent malware that attackers employ to access the victim host’s
resources.

- |t turns victims’ host devices into a miner for the malware owner.
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The lifecycle of a host-based cryptojacking malware
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Cryptojacking Malware Technigues

In our research, we found several techniques used by attackers to hide and develop the model of
cryptojacking malware. Particularly, we articulate as follows:

[ Cryptojacking Techniques ]

Source of cryptojacking malware

Infection methods

Victim platform types

Service Providers

Cryptominer Software
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Website Owners
Compromised webpage
Malicious ads

Malicious Broser extensions
3rd Party Software
Exploited Vulnerabilities
Social Engineering

Drive-by download

Browser
On-premise Server
Personal Computer
Cloud Server

loT Botnet

Mobile

Target cryptocurrencies

Evasion and obfuscation techniques

[Detection and Prevention Methods

Monero

Bitcoin

Other Currencies

CPU Limiting
Hidden Library Call
Code Encoding

Binary Obfuscation

Dynamic Analysis

Static Analysis
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Source of Cryptojacking Malware

- Cryptojacking malware can be created and distributed by
different parties and sources. In our research, we identified 2
main sources of cryptojacking malware.

- Service Providers
- Coinhive[13], Authedmine [13], Browsermine [14], Coinhave
[15], Coinimp [16], Coin nebula [17], Cryptoloot [18],
DeepMiner [19], JSECoin [20], Monerise [21], Nerohut [22],
Webmine [23], WebminerPool [24], and Webminepool [25].

v
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Webminepool

- Regular Cryptomining Software BTCminer
- XMRig [26]
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Infection Methods

Attackers use several techniques to
inject and hide their malware inside
systems and code blocks.

- Website owners

- Compromised websites

- Malicious ads

- Malicious browser extensions
- Third-party software

- Exploited vulnerabilities z g
- Social engineering attacks St
- Drive-by download I
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Victim Platform Types

Attackers differentiate their target device domain for several reasons. Platform types can
be categorized under;

- Browser

- Personal computers
- On-premise server
- Cloud server

- |oT botnet

- Mobile devices
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Target Currencies

We analyzed the samples’
- cryptomining scripts
- service providers’ documentation.

M

We also found that 7111 of 20200 samples taken /000\
from VirusTotal [7] are marked with a label A
containing the keyword "bitcoin”.

With this analysis, we saw that 91% of the
samples in the PublicWWW [8] dataset use
Monero to mine.

A. Selcuk Uluagac, A. Aydin Selcuk, Engin Kirda, Abbas Acar, Ege Tekiner



Evasion and Obfuscation Techniques

The purpose of the cryptojacking malware is to exploit the resources of
the victim as long as possible; therefore, staying on the system without
being detected is of paramount importance.

- CPU Limiting

- Hidden Library Calls
- Code Encoding

- Binary Obfuscation

1 <script>

2 var miner=new CoinHive.Anonymous('Key', {

3 Threads:4, autoThreads:false, throttle:0.8);

4 if (!miner.isMobile()) &&!miner.didOptOut(14400)
5 { miner.start(); } }

6
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Detection and Prevention Methods

In the traditional malware detection literature, there are two main analysis methods:

- Static Analysis: Static analysis tools generally seek specific keywords, malware signatures,

and hash values. In the cryptojacking domain, 2 proposed detection mechanisms used
only static analysis.

- Dynamic Analysis: In dynamic analysis, the malware sample is executed in a controlled
environment, and the analysts observe the behavioral features of those malware samples.
In the cryptojacking domain, 23 proposed detection mechanisms used only static analysis.

Finally, 3 of the proposed detection mechanisms &
used both static and dynamic analysis methods to
detect the cryptojacking malware.

-A.“
t  CSSL
‘%ﬁf}, S T

A. Selcuk Uluagac, A. Aydin Selcuk, Engin Kirda, Abbas Acar, Ege Tekiner




Literature Review

After the surge of the cryptojacking malware, drew the attention of academia and many publications
published in a very small time frame. The papers mainly focusing on three topics;

Cryptojacking

Cryptojacking Cryptojacking
Detection 4 Analysis

Cryptojacking Prevention
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Cryptojacking Detection Studies

We found and covered 28 cryptojacking detection studies in the literature. We classify these studies in terms of
their,

- Dataset: While 23 of the proposed detection mechanism uses dynamic analysis, we can measure the
effectiveness of the proposed detection method with their dataset. However, only 3 of the proposed
detection mechanism provide their dataset.

- Type (In-browser or Host-based): 82% of the proposed mechanism dedicated to detect in-browser
cryptojacking malware. There are only few studies proposed a solution for host-based cryptojacking
malware.

- Method (Static or Dynamic analysis): Except 2 proposed detection methods, all of the proposed detection
methods are using dynamic analysis due to repetitive and predefined steps of the mining process.

Ref Dataset Type Method Features Classifier Performance
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Cryptojacking Detection Studies

- Features: many detection mechanisms have been proposed using dynamics features. The most commonly used
dynamic features in these studies are as follows:
- CPU events
- Memory activities
- Network package
- JS compilation and execution time
- Hardware Performance Counters (HPC)
- System Calls

- Classifiers and Performance: The collected features used to train different ML classifiers such as;
- Support Vector Machine
- Random Forest
- Neural Network
- Decision Tree
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Cryptojacking Prevention Studies

Three of the studies in the literature both focusing to detect and prevent or interrupt the cryptojacking malware.
These studies prevent the mining malware with the following methods,

- Raise a notification for the user

- Sleep the mining process

- Kill the related process

Blacklists are also a handful way to prevent cryptojacking malware as long as their admin keep them updated.

Detection Add URLs of
Method Infected Webpages
ecking
Webpages
l Request URL isted Im
WWW
Host Blacklist W
Requested URL
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Cryptojacking Analysis Studies

Finally, there are 15 analysis studies focusing on analysis of the cryptojacking studies. These studies performed
empirical measurement studies to understand the cryptojacking threat landscape better. The authors of these studies

focused on,

- Characterize the scope of cryptojacking malware

- Operations

- Revenue
Cryptojacking Dataset Sample Type | Focus of the Study
2000 executable binary the practice of using compromised PCs to mine Bitcoin
33282 websites script prevalence analysis
- - how cybercriminals are exploiting cryptomining
5190 websites script campaign and domain analysis
XMR-stak, cpuminer-multi binary attack impact on consumer devices and user annoyance
5700 websites script static, dynamics and economic analysis
CoinHive cryptominer script sample characteristics and network traffic analysis
1.2 million miners binary currencies, actors , campaign and earning analysis, underground markets
107511 websites script profitability and the imposed overheads
3.2 TB historical scan results | script investigation of a new type of attack that exploits Internet infrastructure for cryptomining
- - business model, threat sources, implications, mitigations, legality and ethics
53 websites script sample characteristics
2770 websites script activeness analysis
XMRig miner binary sample characteristics
156 domains, 25892 proxies script impact on the web users
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Lessons Learned and Research Directions

- Attackers now target the devices with more processing power rather than LESSOUS
the personal computers as in the in-browser cryptojacking attacks.

- In almost all of the attack instances we have seen during our research,
the attackers use Monero as a target cryptocurrency instead of Bitcoin
or other cryptocurrencies.

- We identified three issues regarding to the evaluation of the proposed

solutions in the literature:
- Dataset dates are not reported,
- Not clear if it is online or offline detection, LEARWED
- Overhead analysis is not given.

- There is a need for more effort by researchers to work on the usage of legitimate cryptomining with user
consent and knowledge as a funding model.

“e " Security Lab,
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Conclusion

In this paper we presented the cryptojacking malware types, their lifecycle and working logic in a
systematic fashion.

We also presented the techniques used by cryptojacking malware based on the previous research
papers, cryptojacking samples, and major attack instances.

We examined if cryptojacking is an essential tool for hackers to raise pseudonym or fully
anonymized revenue.

Even though there are a lot of important studies achieved to detect cryptojacking malware, the
applicability and overhead analysis of these detection systems are not clear.

This SoK study will facilitate not only a deep understanding of the emerging cryptojacking malware
and the pertinent detection and prevention mechanisms but also a substantial additional research
work needed to provide adequate mitigations in the community.
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