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Verifiable random functions (VRF)

• First introduced by Micali, Rabin and Vadhan in 1999

• A keyed cryptographic hash function 
✓ 𝑝𝑘, 𝑠𝑘 ← 𝐾𝐺 𝜆
✓ 𝑣𝑥 , 𝜋𝑥 ← 𝐹𝑠𝑘 𝑥
✓ Verify(𝑝𝑘, 𝑣𝑥 , 𝜋𝑥, 𝑥): publicly verifiable
✓ 𝐹𝑠𝑘 𝑥 is pseudorandom for PPT adversaries

• IETF is pursuing standardization of a verifiable random function

• Chainlink has a VRF oracle offering



Verifiable (Pseudo-)Randomness: What For?

Applications:

• Lotteries

• Leader selection (Byzantine Agreement, Proof-of-Stake consensus)

• Electronic auctions

• Gaming

“Convince those that did not win that the winning party 
was chosen fairly: pseudorandom, unbiased, 
unpredictably”



DVRFs – Synchronous Setup Phase

Global Public Output: 𝑝𝑘, (𝑣𝑘1, … , 𝑣𝑘𝑛)
Local Secret Output: (𝑠𝑘1, … , 𝑠𝑘𝑛)



DVRFs – Asynchronous Randomness Generation
(𝑠𝑘, 𝑝𝑘)

(𝑠𝑘1, 𝑣𝑘1)

(𝑠𝑘𝑖 , 𝑣𝑘𝑖)

(𝑠𝑘𝑛, 𝑣𝑘𝑛)

(𝑣1, 𝜋1) ← 𝐹𝑠𝑘1(𝑥)

(𝑣𝑖 , 𝜋𝑖) ← 𝐹𝑠𝑘𝑖(𝑥)

(𝑣𝑛, 𝜋𝑛) ← 𝐹𝑠𝑘𝑛(𝑥)

𝐹𝑠𝑘(𝑥) ← Combine 𝑣𝑖 , 𝜋𝑖 𝑖 ,
𝑖 ∈ {𝑗1, … , 𝑗𝑡+1}

Verify 𝑝𝑘, 𝐹𝑠𝑘(𝑥), 𝑥 = 1



Distributed Random Beacon (DRB)

• Random Beacon: periodical collective randomness sampling 
• Key component for leader selection procedure in consensus protocols, e.g.

Tendermint, Ethereum 2.0, OmniLedger, Dfinity and Algorand

• Distributed: avoiding reliance on a central trusted party
• Robustness
• Liveness
• Increased security
• Asynchronous randomness-generation (non-interactive)

• Distributed computation of an unpredictable and unbiased source of 
randomness, verifiably



Formalisation of DVRFs
• Admissibility

• Consistency (correctness), robustness (guaranteed output delivery), uniqueness 

• 𝜃, 𝑡, ℓ -standard pseudo-randomness: no adversary controlling at most 
𝜃 ≤ 𝑡 nodes {𝑗1, … , 𝑗𝜃} is able to
• distinguish 𝐹𝑠𝑘(𝑥

⋆) from random for an adversarial chosen input 𝑥⋆ on data
{(𝑣𝑖 , 𝜋𝑖) ← 𝐹𝑠𝑘𝑖 𝑥

⋆ }𝑖, 𝑖 ∈ 𝑗1, … , 𝑗𝜃

• 𝜃, 𝑡, ℓ -strong pseudo-randomness: no adversary controlling at most 
𝜃 ≤ 𝑡 nodes {𝑗1, … , 𝑗𝜃} is able to
• distinguish 𝐹𝑠𝑘(𝑥

⋆) from random for an adversarial chosen input 𝑥⋆ on data
{(𝑣𝑖 , 𝜋𝑖) ← 𝐹𝑠𝑘𝑖 𝑥

⋆ }𝑖 ∪ {(𝑣𝑖′ , 𝜋𝑖′) ← 𝐹𝑠𝑘𝑖 𝑥
⋆ }𝑖′, 𝑖 ∈ 𝑗1, … , 𝑗𝜃 , 𝑖′ ∈ {𝑗𝜃+1, … , 𝑗𝑡}



Separation results

• Recap: 𝜃, 𝑡, ℓ -standard pseudo-randomness and 𝜃, 𝑡, ℓ -strong 
pseudo-randomness:  whether the adversary is allowed to obtain any 
partial randomness evaluation on the challenge plaintext

• Separation result: strong pseudo-randomness is strictly stronger than 
standard pseudo-randomness

• Real-world separation result: Algorand is 0, 𝑡, ℓ -standard 
pseudorandom but not 0, 𝑡, ℓ -strong pseudorandom 



Construction DDH-DVRF

• DDH-VRF (non-distributed, ESORICS’12)
➢ 𝐻 𝑥 ∈ 𝐺, where 𝐺 is a DDH group

➢ (𝑠𝑘, 𝑝𝑘 = 𝑔𝑠𝑘)

➢ 𝐻 𝑥 𝑠𝑘 , 𝜋𝑒𝑞𝑑𝑙 where 𝜋𝑒𝑞𝑑𝑙 = 𝑃𝑜𝐾{ 𝑠𝑘 : 𝑣 = 𝐻 𝑥 𝑠𝑘 ∧ 𝑝𝑘 = 𝑔𝑠𝑘 }

• DDH-DVRF
➢(𝑠𝑘, 𝑝𝑘 = 𝑔𝑠𝑘)

➢ 𝐻 𝑥 𝑠𝑘1 , 𝜋𝑒𝑞𝑑𝑙
1 , … , 𝐻 𝑥 𝑠𝑘𝑛 , 𝜋𝑒𝑞𝑑𝑙

𝑛

⇒ (𝐻 𝑥 𝑠𝑘, 𝜋) where 𝜋 = {𝜋𝑗1 , … , 𝜋𝑗𝑡+1}

➢ Non-compact proof size, strongly pseudorandom under DDH assumption



Construction (pairing-based)
• BLS-VRF [CRYPTO'02]

➢𝑒 ∶ 𝐺1 × 𝐺2 ՜ 𝐺𝑇
➢𝐻1 𝑥 ∈ 𝐺1
➢ 𝑝𝑘 = 𝑔2

𝑠𝑘

➢ 𝜎 = 𝐻1 𝑥 𝑠𝑘

➢ 𝑒 𝜎, 𝑔2 =
?
𝑒(𝐻1 𝑥 , 𝑝𝑘)

• Dfinity-DVRF (Threshold BLS)
𝐻1 𝑥 𝑠𝑘1 , … , 𝐻1 𝑥 𝑠𝑘𝑛

⇒ 𝑆𝐻𝐴2 𝜋 , 𝜋 = 𝐻1 𝑥 𝑠𝑘

➢Verification keys and public key on 𝐺2
➢Pairing-friendly groups, compact 

proof
➢Standard pseudorandom under co-

CDH assumption

GLOW-DVRF
𝐻1 𝑥 𝑠𝑘1 , 𝜋𝑒𝑞𝑑𝑙

1 , … , 𝐻1 𝑥 𝑠𝑘𝑛 , 𝜋𝑒𝑞𝑑𝑙
𝑛

⇒ 𝑆𝐻𝐴2 𝜋 , 𝜋 = 𝐻1 𝑥 𝑠𝑘

➢Verification keys on 𝐺1 and public key on 𝐺2
➢Pairing-friendly group, compact proof
➢Strongly pseudorandom under the XDH 
assumption and co-CDH assumption

o Trick for security reduction: replacing 
pairing equality check with NIZKs
o 2.5x faster

➢ Standard pseudorandom under co-CDH 
assumption 



Benchmarks (I)

https://github.com/fetchai/research-dvrf Apache 2 License

https://github.com/fetchai/research-dvrf


Comparison with existing DRBs
Synchronous distributed setup
Asynchronous distributed randomness computation



Partially-Synchronous distributed setup
Asynchronous distributed randomness computation
Tendermint consensus nodes are simultaneously DRB nodes

Benchmarks (II)



Questions?


