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I don’t know array1_size yet.

I will execute the next line.

Speculative Execution

• array1_size not cached
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• Kocher et al, Spectre Attacks: Exploiting 
Speculative Execution, S&P ’19

• Mitigation: Software Updates
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I don’t know array1_size yet.

I will execute the next line.

Spectre Attack (v1)
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Problem 1: What do they look like?

4 Paul Kocher, Spectre Mitigations in Microsoft's C/C++ Compiler, 2018
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Creating Spectre Gadget Dataset in Assembly
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SpectreGAN

• Spectre gadget generator using 
Generative Adversarial Networks 
(Goodfellow et al, NIPS14)

• MaskGAN (Fedus et al, ICLR18)
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Tokenization
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movq (%rax), %rdx

movq ( %rax ) , %rdx

• <imm> Immediate

• <label> Label

• <UNK> Unknown label
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SpectreGAN
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SpectreGAN

• ~3 days of training

• Assembly function syntax 

without any supervision

• 70% success rate in the 

compiled samples compared 

to 5% in fuzzing.
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SpectreGAN

• Unique n-gram analysis (n=5)

─ Base 4.7K

─ Fuzzing ~1M

─ SpectreGAN ~1M

─ ~2M in total

• Microarchitectural analysis

─ uops_issued vs uops_retired

• Detection analysis

─ oo7 and Spectector tools
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Problem 2: Where are they?
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• We can blindly put lfence after every branch.
─ With 62-74.8% performance overhead (Carruth, 2018)

Or…

• We can build a __________ tool to find the Spectre gadgets.

• automated

• scalable

• accurate



FastSpec

• BERT-based vulnerability detector

(Devlin et al, NAACL18)

• Scans binaries with linear complexity
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movq (%rax), %rdx

movq ( %rax ) , %rdx
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FastSpec

• Vector representations

• t-SNE visualization
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FastSpec
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Case Study 1: OpenSSL

• OpenSSL v3 “speed” benchmark

• SpecFuzz (Oleksenko et al, USENIX ‘20)

• Sliding window of size 80 tokens

• AUC=0.998

• FP=0.04%, FN=2%
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• State of the art tools are 
not scalable.

• Crafty benchmark 

─ 10K branches

─ 0.6 MB

• Spectector: 2 days

• oo7: 10+ days

• FastSpec: <6 mins

Case Study 2: Phoronix Test Suite
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Case Study 2: Phoronix Test Suite
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Conclusion

• New Spectre gadget dataset with 1+ million samples 

• Task specific assembly code generation

• New DL-based Spectre v1 detection tool
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Reproduce results:           vernamlab/FastSpec

Contact me: mtol@wpi.edu
canertol


