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Research Question

Are current memory corruption mitigations il valid

i the context o speculative execution attacks?
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Does SSP fully mitigate buffer overflows?

func:
mov rbx, QWORDIfs:0x28]
mov QWORD(stack_cookiel, bx
/" buffer overflow */
‘mavrbx,qwokb[sh:k o]

SSP can be
SPEAR

cal_stack_chk_fal
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Assumptions:
Pt Leakage 0.3 bytes x second.

Impact: arbitrary read from victim program
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Other use cases

Memory safe languages are also affected (Golang, Rust)

Controlflow integrity (LLVH-CFI, GCCATY)
=> LLVM-CFI NOT vlnerable due to design
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Conclusion

These attacks are complex but practical




