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Abstract—The surveillance revelations of 2013 have led to an
increased interest in secure messaging. While widely adopted
apps such as WhatsApp claim to have added certain security
features, only limited detailed information is publicly available.
On the other hand, open-source messaging apps such as Signal
are more transparent and provide extended security and privacy
features. However, relatively small user bases of open-source
messaging apps might indicate that these solutions are less
attractive to users. Our research explores users’ mental models
of the security of mobile messaging tools, focusing on SMS and
WhatsApp in particular. We study users’ threat models and
their general understanding of security and privacy features. Our
results suggest that users have an exaggerated threat model and
assume attackers have high capabilities. Most of our participants
were aware of encryption. However, while students of computer
science were able to explain public-key encryption, laypeople were
at most able to imagine symmetric encryption. Furthermore,
most participants struggled with the concept of authenticity,
for example, by assuming that encryption already provides
authenticity and integrity.
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I. INTRODUCTION

The 2013 revelations on mass surveillance have led the
general public to be more concerned about government surveil-
lance [1], [2]. However, email and the most widely adopted
messaging apps such as WhatsApp or iMessage do not offer
fully transparent end-to-end security. Even though various pro-
tocols such as OpenPGP and secure messaging extensions such
as OTR have been available for decades, they have not been
universally adopted. Previous work under the “Why Johnny
can’t encrypt” theme has also shown that users struggle with
available email encryption software [3]–[5]. In general, secure
solutions have been shown to provide poor user experience [6].
Even studies with target groups like journalists indicate that
secure messaging protocols are rarely used [7].

In existing research, there is a paucity of studies that would
explore how exactly users understand encryption and mobile
messaging in general. In order to address this gap, our study is
investigating users’ understanding and perceptions of mobile
messaging architecture and its security.

Renaud et al. [6] investigated the low uptake of end-to-
end encryption for email security. Besides the usability issues
illustrated elsewhere [3]–[5], the authors proposed further
plausible explanations. In order to evaluate their hypotheses,
Renaud et al. extracted laypeople and expert mental models
of email architecture and email security. In contrast to this
previous work, we let our participants explain their perceptions
and choices by themselves rather than explaining prevalent

facts. Additionally, instead of conducting structured interviews
based on assumptions by experts, our pilot study comprised
of multiple iterations by using focus groups in order to
design appropriate questions for follow-on interviews [8]. By
contrast, the findings of our research suggest that users are
aware of encryption and their mental models suggest that
they often have a high-level understanding of the mobile
messaging architecture and security features. We also observed
that participants with different levels of computer literacy had
different mental models. Those with high computer literacy
were holding reasonably accurate and comprehensive mental
models of security, whereas those with low computer literacy
were at most able to imagine symmetric encryption. Instead of
improving the usability of public key encryption or hiding it al-
together, we suggest developers could consider average users’
mental models. Further, participants had little confidence that
providers’ were offering secure services. Therefore, systems
could be built to tap into users’ existing perceptions to create
trust. For example, one could simulate symmetric encryption
using passwords or codes provided by the user.

II. METHODOLOGY

Mental models are abstractions of users’ representations
of a complex system, encompassing perceptions and related
explanations [9]. In order to gain insight into user perceptions
of mobile messaging and its security, we used a combination
of two methods: drawings with a think-aloud exercise and
semi-structured focus groups. Focus groups are a long-standing
methodology for collecting qualitative data [10]. In a study
session using focus group methodology, a skilled moderator
leads an interactive group discussion with several participants
using a carefully predetermined guideline [8]. Focus groups
are a popular and valued methodology in the field of human-
computer interaction and usability testing [11], [12].

In our study, we constructed a guideline for conducting
focus groups in a way to first build an understanding of users’
mental models behind communication using mobile devices
and then addressing the security of communication, defined
as confidentiality and authenticity. The questions were open-
ended to encourage participants to explain their understand-
ing using their own words. Additionally, a sketch with two
individuals with white space in-between was handed out to
the groups. Participants were asked to draw the stations their
messages go through, explain where they thought their com-
munication might be eavesdropped on and how security fits
into the process. We asked participants to compare SMS with
WhatsApp which was chosen as an example of a messaging
app due to its popularity in Germany. The participants in the



first focus group were in the beginning of their undergraduate
studies in computer science with an average age of 21. Our
second focus group comprised of students of non-technical
degrees (e.g., architecture, English) with an average age of 24.
For the third group, we recruited participants with no academic
background (i.e., no university degree) with the higher average
age of 47.

III. RESULTS & DISCUSSION

Our preliminary findings show that although the partici-
pants of all focus groups were of different backgrounds, they
shared some basic mental models. Most of our participants
appeared to be sceptical about the security of mobile messag-
ing. They believed that almost anyone is able to eavesdrop
on their messages at any station if someone (organisations or
individuals) are determined enough or have the capabilities
to do so. Although all participants stated having security
concerns, they used untrusted services on their mobile phones.
To mitigate this, a number of participants reported avoiding
sending sensitive content using mobile phones. Instead, they
would rather meet in person or switch to email contradicting
their own statements about Internet protocols being less secure
in comparison to “traditional” communication systems. They
reported several reasons for this behaviour: some participants
did not know the technologies behind SMS and WhatsApp at
all while others did not know how to protect their messages
from being eavesdropped on. Most participants reported being
concerned about WhatsApp and its security and privacy, but
had not switched to secure messaging apps. Nevertheless, they
stated they would be willing to adopt a secure messaging app
if more of their contacts were using them.

All participants mentioned encryption when asked how
eavesdropping can be prevented although some participants
believed that even encryption can be broken by various ad-
versaries such as intelligence services. More importantly, the
majority of participants in the second and third focus group
(with students of non-technical subjects and those without
an academic background respectively) were not familiar with
public-key cryptography. The only concept they were able to
explain involved using passwords and symmetric encryption.
In general, authenticity and integrity seemed to be difficult con-
cepts for less computer literate participants. The participants
from the second focus group were not aware of additional
security properties besides confidentiality. They assumed that
an exchanged password, key or “code” is uniquely assigned
to a person when encryption is used: “otherwise, the sender
would not be able to encrypt the messages correctly”. However,
participants understood the threat that might arise from a man-
in-the-middle attack when it was explained to them in a simple
scenario in the third focus group. We believe that providing
participants with a simple scenario might help inform and
improve their mental models.

An interesting idea mentioned by the participants from
the second group was the usage of mobile phone numbers
in the registration process of WhatsApp. Only users with the
corresponding SIM card are able to use the WhatsApp account
of a registered mobile number. Participants perceived this as
having control. In contrast, participants in the focus group with
computer scientists stated that phone numbers can easily be
controlled by professional attackers. All participants mentioned

intelligence services, especially the NSA, but also governments
in general as potential adversaries.

Our focus groups provided first insights into users’ mental
models of mobile messaging security. Due to our choice of
focus groups as methodology, our results could be biased due
to dominant individuals influencing the views of other partic-
ipants. Although we tried to minimise this bias by recruiting
participants of similar backgrounds for each group, we could
not prevent some participants influencing the views of others.
Therefore, we are currently in the process of conducting single
interviews where each participant has the chance to come up
with their own ideas and explain their mental models in more
detail. The results of the focus groups have provided us with
a good basis to refine the questions we ask.

As future work, we are planning to explore the mental
models users hold in different countries. To this end, we plan to
conduct single interviews with participants recruited from the
US and the UK in addition to the interviews already in progress
in Germany. The expectation is that mental models could differ
because of people’s different attitudes towards and perceptions
of security and privacy, their government and companies.
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