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Objective: High Level

Trusted

Object Store

Network Observer

Client
2 KB 

Object

• Client has retrieved an object from Trusted Object Store

• Network Observer’s goal is to identify which object was requested

File A = 1 KB

File B = 2 KB

File C = 3 KB

etc.
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Objective: High Level

▪ Threat: A network observer with the following…

• Capability: discern the sizes of retrieved objects

• Goal: identify which object was retrieved

• Knows:

every object’s size and how often requested

 the padding defense used by object store

▪ Trusted Object Store’s Goals:

1. Use padding to best thwart the adversary

2. Control the overhead due to padding

3. Address multiple scenarios
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Objective: Formalized

▪ Objective:

• Minimize I(S;Y) = H(S) – H(S|Y)

 S = random variable for an object’s identity

 Y = random variable for an object’s padded size

▪ Notation:

• object s original size = 

• object s padded size = 

▪ Constraints:

• Objects are served in full

• Objects are not padded by more than a factor of c

Note: it’s possible for some objects to remain isolated in our setting



7

Objective: Add’l Considerations

▪ Key Assumption:

• Independent object retrievals

▪ Scenarios Addressed:

• Per-Object Padding

• Per-Request Padding

• Unknown Query Distribution
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Algorithms: Overview

▪ Inputs:

• S = distribution for object queries

• c = max padding factor per object

▪ Output:

• A padding scheme      that minimizes I(S;Y)* and does 
not violate c for any object 

* for the given scenario
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Per-Object Padding

▪ Setting:

• Each object is padded only once

▪ Key Insights:

• I(S;Y) = H(S) – H(S|Y) = H(Y) – H(Y|S)

Sufficient to minimize H(Y)

• Optimal      will be a partition of contiguous blocks

 e.g., for c = 1.05 and original object sizes:

 Optimal     will not be of the form: 

 Optimal     will be of the form:

▪ Solution:

• Dynamic programming algorithm that runs in O((#S)2)

0
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105 105 114 115 115 114 115

105 105 114 114 114 114 115
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Per-Request Padding

▪ Setting:

• Objects are padded anew with each request

▪ Key Insight:

• Special case of rate-distortion minimization1

▪ Solution:

• Use the iterative algorithm “Blahut-Arimoto”2,3 with:

D(s,y) = 0  If s can be padded to y

D(s,y) = ∞  If s cannot be padded to y

1. C. E. Shannon, “Coding theorems for a discrete source with a fidelity criterion,” in Institute of Radio Engineers, International Convention Record, vol. 7, 1959.

2. R. Blahut, “Computation of channel capacity and rate-distortion functions,” IEEE Transactions on Information Theory, vol. 18, no. 4, Jul. 1972.

3. S. Arimoto, “An algorithm for computing the capacity of arbitrary discrete memoryless channels,” IEEE Transactions on Information Theory, vol. 18, no. 1, Jan. 1972.
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Unknown Query Distribution

▪ Setting:

• The object store does not know (or is not confident in) the 
distribution S

▪ Key Insights:

• Minimize Sibson mutual information of order infinity: I∞(S;Y)

 Advocated by multiple researchers as a privacy metric4,5

• I(S;Y) ≤ I∞(S;Y) 

• I∞(S;Y) only requires that the object store know which 
objects have a nonzero probability of being retrieved

▪ Solution:

• A greedy algorithm that runs in time linear in #S

4. M. Alvim, K. Chatzikokolakis, C. Palamidessi, and G. Smith, “Measuring information leakage using generalized gain functions,” in 25th IEEE Computer Security Foundations, Jun. 2012.

5. I. Issa, A. B. Wagner, and S. Kamath, “An operational approach to information leakage,” IEEE Transactions on Information Theory, vol. 66, no. 3, Mar. 2020.
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Example Padding Schemes

Per-Object Per-Request Unknown Dist.

c = 2

Inputs:

&

Outputs:
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Competitors

D-ALPaCA6 P-ALPaCA6 Padmé7

c = 2

Inputs:

&

Outputs:

6. G. Cherubin, J. Hayes, and M. Juarez, “Website fingerprinting defenses at the application layer,” Proceedings on Privacy Enhancing Technologies, vol. 2017, no. 2, 2017.

7. K. Nikitin, L. Barman, W. Lueks, M. Underwood, J.-P. Hubaux, and B. Ford, “Reducing metadata leakage from encrypted files and communication with PURBs,” Proceedings on Privacy 

Enhancing Technologies, vol. 2019, no. 4, 2019.
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Evaluation: Mutual Information
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Evaluation: Mutual Information

I(S;Y) 
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Evaluation: Mutual Information

I∞(S;Y)
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Evaluation: Recall & Precision
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Evaluation: Runtimes



Questions?
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