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Properties, Observationally
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Language Features

Ongoing Work:
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Future Work

* Testing Other Mechanisms
» Cerise, CHERI-based calling convention
» Software bounds checking

* Expanding model
* EXxceptions
* Concurrency

 Mechanized Proofs
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Summary

* Theory of Stack Safety: Integrity, Confidentiality, and/or WBCF
» Security Semantics: useful factorization over language features

* Observation-based properties to describe sophisticated
enforcement mechanism

* Testing identifies flawed micro-policies
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