
INTERNAL

Sofiane Lounici, Mohamed Njeh, Orhan Ermis, Melek Önen, Slim Trabelsi 
June 24th, 2021

Yes We can: Watermarking
Machine Learning Models beyond Classification
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Cost of ML development

Between 50k and 150k $ Production Cost

Research Cost Maintenance Cost

Data Cost

[1] https://tinyurl.com/2vzrr5sb
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 ML Models are assets, offering competitive 
advantage
 Motivation for thieves
 Protect your investment with 
digital watermarking

TRAINING COST ONLY

Production CostData Cost
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Problem statement

 Embedding of a hidden, unique and 
non-destructive modification into a 
model, through data poisoning
 Detection of the modification is a 
proof of ownership.
 Efficient & robust SOTA for image 
classification

TRIGGERS

5 9
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Problem statement

 Embedding of a hidden, unique and 
non-destructive modification into a 
model, through data poisoning
 Detection of the modification is a 
proof of ownership.
 Efficient & robust SOTA for image 
classification

 Non-classification tasks ? Regression ?
 Non-image data ? NLP ?
 Non-supervised ? Reinforcement learning ?

TRIGGERS
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Contributions

 Watermarking machine learning models beyond classification is possible.
 Metrics for verification process ? 
 Triggers beyond image classification.
 Robustness to different attack for different models.

IMAGE CLASSIFICATION TRANSLATION REINFORCEMENT LEARNING

The 
translation 
problem is 
not an easy 
task.

La traduction 
n’est pas une 
tâche facile

5 9
? ? ?

accuracy ? ? ?

REGRESSION
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Overview
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Models

IMAGE TRANSLATION REGRESSIONREINF. LEARNING

σ(𝑀, 𝑇) < β
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Triggers
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Triggers

[0.2, 1.2, 0.5, 0.7, … , ] 7.2

[𝑠ଵ, 𝑠ଶ, 𝑠ଷ, 𝑠ସ] 𝐿𝑒𝑓𝑡

EW - noise

𝐽𝑘𝑓𝑝𝑛𝑘𝑓𝑏𝑑𝑂𝑘𝑃𝑓𝑠 𝑏𝑙é 𝑙𝑜𝑛𝑔𝑢𝑒𝑚𝑒𝑛𝑡
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[𝑠ଵ, 𝑠ଶ, 𝑠ଷ, 𝑠ସ] 𝑅𝑖𝑔ℎ𝑡

IW

𝑤𝑒𝑛𝑡
𝑌𝑒𝑠𝑡𝑒𝑟𝑑𝑎𝑦 𝐼 𝑆𝑎𝑛 𝑡𝑜 
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Attacks
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Attacks

RETRAINING, PRUNING, DISTILLATION, ETC..

API

REMOVAL EVASION
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Attacks
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Attacks

API
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HEURISTICS COMPRESSION VOTING
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Experiments
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Goals

 Fidelity: High performance on the trigger set without damaging the performance on the 
legitimate set (non-regression task and regression task).
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Goals

 Fidelity: High performance on the trigger set without damaging the performance on the 
legitimate set (non-regression task and regression task).

 Robustness: Performance on the trigger set independent of the attacks. 
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Results
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Results

𝑟(𝑀, 𝐿)Fidelity
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Results

Fidelity

Thresholds



27INTERNAL© 2021 SAP SE or an SAP affiliate company. All rights reserved.  ǀ

Results - Attacks
𝑟(𝑀, 𝐿)
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Results - Attacks
𝑟(𝑀, 𝐿)

EASIEST

HARDEST
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Conclusion

 Watermarking beyond classification

 Several attacks have been displayed

 Importance of the choice of the metric

 Future work: Expand study on more models / trigger generation.
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