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Security (Malicious Bob)
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Motivation (Malicious Bob)
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What about the other parties?



Motivation (Malicious Alice)

Charlie

BobAlice

Cannot 

create a 

misclassifying



Input Consistency (Malicious Alice)

(𝗆𝗉𝗄,𝗆𝗌𝗄)←𝖲𝖾𝗍𝗎𝗉

𝗌𝗄𝑓←𝖪𝖾𝗒𝗀𝖾𝗇(𝗆𝗌𝗄,𝑓)

𝑦𝑖=𝖣𝖾𝖼(𝗆𝗉𝗄,𝑓𝑖,𝗌𝗄𝑓,𝖼𝗍)

If ⋂𝑖𝑓𝑖
-1(𝑦𝑖)=∅
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Motivation (Malicious Charlie)
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Setup Consistency (Malicious Charlie)

𝖼𝗍1←𝖤𝗇𝖼(𝗆𝗉𝗄,𝑥1)

𝖼𝗍2←𝖤𝗇𝖼(𝗆𝗉𝗄,𝑥2)

𝑦1=𝖣𝖾𝖼(𝗆𝗉𝗄,𝑓,𝗌𝗄,𝖼𝗍1)
𝑦2=𝖣𝖾𝖼(𝗆𝗉𝗄,𝑓,𝗌𝗄,𝖼𝗍2)

If 𝑦1≠𝑓(𝑥1)∨𝑦2≠𝑓(𝑥2)

Adversary wins

(𝗆𝗉𝗄,𝑓,𝗌𝗄,𝑥1,𝑥2)



together with a maliciously 

generated

Motivation (Malicious Alice & Charlie)
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Strong Input Consistency (Malicious Alice & Charlie)

𝑦1,𝑖=𝖣𝖾𝖼(𝗆𝗉𝗄,𝑓𝑖,𝗌𝗄𝑖,𝖼𝗍1)
𝑦2,𝑖=𝖣𝖾𝖼(𝗆𝗉𝗄,𝑓𝑖,𝗌𝗄𝑖,𝖼𝗍2)

If ⋂𝑖𝑓𝑖
-1(𝑦1,𝑖)=∅∨⋂𝑖𝑓𝑖

-1(𝑦2,𝑖)=∅
Adversary wins

(𝗆𝗉𝗄,(𝑓𝑖,𝗌𝗄𝑖)𝑖,𝖼𝗍1,𝖼𝗍2)



Further Results

● Relationship between Consistency and Security

● Analysis of existing Functional Encryption schemes

● Compilers for any Functional Encryption scheme

⇒ Based on NIZKs and NIWIs [BGJS16]

● Analysis in the UC Framework [MM15]
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