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Organizational Data Security

Facebook Apps Lealj ™™o Healthcare IT News GLOBAL EDITION

Resulting In Messaq) (REPORT] FacebookBug
Wrong Recipients | . , Numbers Of 6 MilidEmployee error exposed data of

16,000 Blue Cross patients
online for 3 months

An employee uploaded a file containing member information
to a public-facing website in April, but officials did not

discover the error until July.

i I ' By Jessica Davis | September 21,2018 | 09:30 AM n u n

Facebook helps
with the people

'1 DARRELL ETHERINGTON =

Thursday, September 26th, 2013

Updated: Google says Ihey've apparentl
s cause

A number of Sources, INCuding bpsters re
forum posierns and indivduals on Twiller
rowdie roubing Instan! messages correct!




Factors Affecting Policy Enforcement

Constant policy modification Complexity of policy
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Factors Affecting Policy Enforcement

® Organizations may lack explicit, ® Inline checks are error-prone;
mechanized policy specification iIntroduce bugs

if (in_array($limit, ["a", "r", "ar", "rout", "vis"], true)
|| ($user—>privChair && in_array($limit, ["all", "unsub", "unm"l, true))
|| ($user—>isPC && in_array($limit, ["acc", "reqrevs", "req", "lead", "rable",
"editpref", "manager", "und"], true)))
/* oK x/;
else if ($user—>privChair && !'$limit && $this—>conf->timeUpdatePaper())
$limit = "all";
else if (($user—->privChair && $limit === "act")
|| ($user—>isPC
&& in_array($limit, ["", "act", "all", "unm"], true)
&& $this—>conf->can_pc_see_active_submissions()))
$limit = "act";
else if ($user—>isPC && in_array($limit, ["", "s", "unm"], true))

$limit = "s";

else if ($limit === "rable")
$limit = "r";

else if ('$user—->is_reviewer())
$limit = "a";

else if ('$user—>is_author())
$limit = "r";

else
$limit = "ar";




Auditing Logs for Privacy Compliance

® Organizations audit transactions

® Log transactions
e After-the-fact validation of logs
® Employ human auditor to identify violations of organizational policy
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Our Approach - Insight and Overview

Audit logs combined with auditor-decisions,
are sufficient to reconstruct a correct
mechanized policy, which can be used to
reduce the cost of manually auditing logs
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Policy Inference and Audit Framework
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Algorithm for Policy Inference and Audit

Input: £ - a list of log entries

©, - existing policy

. - typing environment

R - relational database
Output: ¢,, - inferred policy

M - map from formula to set of formulas

Function Generate (£, ¢,, 2, R):
o < infer(L, R,X); pn < wo; M + |];
foreach s; € ¢, do
foreach s; € ¢, \ {s;} do
if reduce(s;, s;,) then
Pr = Pn \ 853
M < appendMap(M, s;, s;);
else if reduce(s;, s;,%) then
Pn < Pn \ Si5
M < appendMap(M, s;, s;);
break;
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Algorithm for Policy Inference and Audit

Input: £ - a list of log entries
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3 foreach s; € ¢, \ {s;} do ) |l Pa ¢ 18} U @as
4 if reduce(s;, s;,) then 155 e|se « M(s)U o,
> Pn < Pn \ 85 7 end% -
6 M < appendMap(M, s;, s;); . end
7 else if reduce(s;, s;,>) then o | foreach s c ©, do
8 P <= Pn\ 85 10 if isValid(s) then
9 M < appendMap(M, s;, s;); 1 | @a {5} U @
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Properties of Inference

® Monotonicity

® For a fixed set of relations, adding more entries to a log with an inferred policy results in a more
or equally permissive policy.

® lermination
® Each iteration of the algorithm terminates.

® Soundness
® The log from which our algorithm infers a policy satisfies the inferred policy.
® Minimality

® The policy inferred by our algorithm is the most restrictive policy (that can be inferred by our
algorithm) that the log satisfies.
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Prototype Evaluation

® Implemented the algorithm in Python

® Log is a table in the database along with the different attributes of data
® Assumes only one resource is accessed per entry

® Fixed attributes and relationships between data and principals

® Employ human oracle for validation

® Generate simulated logs for healthcare organization
® Based on HIPAA (prior work by Garg et al. [CCS '11])

11
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Summary - Automating Audit with Policy Inference

e Infer policies from logs and audit
policies

e Reduce number of entries to audit

e Reuse policies for enforcement
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