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Attack Tree models & metrics
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Attack Tree models & metrics
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Algorithms to compute metrics

Static tree Static DAG Dynamic tree Dynamic DAG
4 4 1=} ® S-tree © D-tree
min cost BU [14, 15, 16] MTBDD [17] C-BU [18] BU [4] PTA [8]
min time BU [14, 19] Petri nets [12] APH [9] BU [4] PTA [8] pJAEN ® S-DAG © D-DAG
min skill BU [14, 20] C-BU [18] BU [4] —
max damage BU [14, 19, 20] MTBDD [17] DPLL [7] BU [4] PTA [8]
probability BU [6, 19] BDD [21] DPLL [7] APH [9] I/O-IMC [5]
Pareto fronts BU [22, 19] C-BU [11] OPEN PROBLEM PTA [8]
Any of the above Algo. 1: BUgar Algo. 2: BDDppg Algo. 5: BUpar OPEN PROBLEM
EEEEENEEEEEEEEE

k-top metrics BU-projection [14] Algo. 3: BDD shortest_paths OPEN PROBLEM OPEN PROBLEM

BU: bottom-up on the AT structure. APH: acyclic phase-type (time distribution). BDD: binary decision diagram.
MTBDD: multi-terminal BDD. C-BU: repeated BU, identifying clones. DPLL: DPPL SAT-solving in the AT
formula. PTA: priced time automata (semantics). I/0-IMC: input/output interactive Markov chains (semantics).
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AT syntax & metric on semantics

Definition (AT). An attack tree is a tuple T'= (N, t, ch) where:

e N is a finite set of nodes; .

e {: N — {BAS,OR, AND, SAND} gives the type of each node;

e ch: N — N* gives the sequence of children of a node. ‘ ‘
Moreover, T' satisfies the following constraints: e a e

e (N,E) is a connected DAG, where E = {(v,u) € N? | u € ch(v)};
e T has a unique root, denoted Ry: 'Ry € N.Yv € N. Ry ¢ ch(v)
e BAS; nodes are the leaves of : Vv € N. t(v) = BAS < ch(v) =
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AT syntax & metric on semantics
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e | N is a finite set of nodes;
e {: N — {BAS,OR, AND, SAND} gives the type of each node;
e ch: N — N* gives the sequence of children of a node.
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e (N,E) is a connected DAG, where E = {(v,u) € N? | u € ch(v)};
e T has a unique root, denoted Ry: 'Ry € N.Yv € N. Ry ¢ ch(v)
e BAS; nodes are the leaves of : Vv € N. t(v) = BAS < ch(v) =

UNIVERSITY OF TWENTE. 3/12

Carlos E. Budde



AT syntax & metric on semantics

Definition (AT). An attack tree is a tuple T = (N@ch) where:

e N is a finite set of nodes; AND .

e|t: N — {BAS,0R, AND, SAND} gives the type of each node;

e ch: N — N* gives the sequence of children of a node. OR ‘!‘
Moreover, T' satisfies the following constraints: BAS e a e

e (N,E) is a connected DAG, where E = {(v,u) € N? | u € ch(v)};
e T has a unique root, denoted Ry: 'Ry € N.Yv € N. Ry ¢ ch(v)
e BAS; nodes are the leaves of : Vv € N. t(v) = BAS < ch(v) =

UNIVERSITY OF TWENTE. 3/12 Carlos E. Budde



AT syntax & metric on semantics
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AT syntax & metric on semantics

Definition (AT). An attack tree is a tuple T'= (N, t, ch) where:

e N is a finite set of nodes; .
e {: N — {BAS,OR, AND, SAND} gives the type of each node; ‘ ‘
e ch: N — N* gives the sequence of children of a node.
Moreover, T' satisfies the following constraints: e a e

e (N,E) is a connected DAG, where E = {(v,u) € N? | u € ch(v) };
e T has a unique root, denoted Ry: 'Ry € N.Yv € N. Ry ¢ ch(v)
e BAS; nodes are the leaves of : Vv € N. t(v) = BAS < ch(v) =

Definition (Metric). Given an AT and a set V of values:

1. an attribution o: BAS — V assigns an attribute value o(a)
to each basic attack step a;

2. an attack metric a: ofp — V assigns a value a(A) to an attack A;
a security metric &: Sy — V assigns a value &(S) to a suite S of T.

We let a(T) = a([T]):| the metric of an AT is given by its semantics.
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AT syntax & metric on semantics

Definition (AT). An attack tree is a tuple T'= (N, t, ch) where:

e N is a finite set of nodes; .
e {: N — {BAS,OR, AND, SAND} gives the type of each node;
e ch: N — N* gives the sequence of children of a node. ‘!‘
Moreover, T' satisfies the following constraints: e a e
e (N,E) is a connected DAG, where E = {(v,u) € N? | u € ch(v) };
e T has a unique root, denoted Ry: 'Ry € N.Yv € N. Ry ¢ ch(v) x i i l,

e BAS; nodes are the leaves of : Vv € N. t(v) = BAS < ch(v) = Vo={3 1 11
- Y Y
Definition (Metric). Given an AT and a set V of values:

1. an attribution o: BAS — V assigns an attribute value o(a)
to each basic attack step a;

2. an|attack metric a: o/ — V|assigns a Value to an attack A;
a security metric &: Sp — V assigns a value & to a suite S of T'.

a(“doaand ¢”) =7

We let &(T') = &([T]): the metric of an AT is given by its semantics.
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AT syntax & metric on semantics

Definition (AT). An attack tree is a tuple T'= (N, t, ch) where:

e N is a finite set of nodes; .
e {: N — {BAS,OR, AND, SAND} gives the type of each node; ‘ ‘
e ch: N — N* gives the sequence of children of a node.
Moreover, T' satisfies the following constraints: e a e

e (N,E) is a connected DAG, where E = {(v,u) € N? | u € ch(v) };
e T has a unique root, denoted Ry: 'Ry € N.Yv € N. Ry ¢ ch(v)
e BAS; nodes are the leaves of : Vv € N. t(v) = BAS < ch(v) =

e

v v Y
={3, 1, 4}

<

Definition (Metric). Given an AT and a set V of values:
1. an attribution o: BAS — V assigns an attribute value o(a)

to each basic attack step a; é(“any T attack”) —1
2. an attack metric a: o/ — V assigns a Value to an attack A;

a|security metric &: Sy — V|assigns a value to a suite S of T'.

a(“doaand ¢”) =7

We let &(T') = &([T]): the metric of an AT is given by its semantics.
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Definition (AT). An attack tree is a tuple T = (N, t, ch) where: :

e N is a finite set of nodes;

e {: N — {BAS,OR, AND, SAND} gives the type of each node;

e ch: N — N* gives the sequence of children of a node.
Moreover, T' satisfies the following constraints:

e (N,E) is a connected DAG, where E = {(v,u) € N? | u € ch(v) };

e T has a unique root, denoted Rp: 3'Ryp € N. Yv € N. Ry & ch(v

e BASy nodes are the leaves of : Vv € N. t(v) = BAS < ch(v) = &.

N—r

I

: Definition (Metric). Given an AT and a set V of values:

1. an attribution o: BAS — V assigns an attribute value o(a)
to each basic attack step a;

2. an attack metric a: ofp — V assigns a value a(A) to an attack A;
a security metric &: Sy — V assigns a value &(S) to a suite S of T.

We let a(T) = a([T]): the metric of an AT is given by its semantics.
\
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Static AT semantics (no order in attacks)

e An attack is a set of BAS of the AT: A C BAS
e An attack suite is a set of attacks: S C 2BAS

e A structure function tells if an attack succeeds:

(T if t(v) =0R and Ju € ch(v).fr(u, A) =T,

T if ¢(v) = AND and Yu € ch(v).fr(u, A) =T,
fT(’U,A) — . ( ) ( )fT( )

T ift(v) =BAS and v € A,

1 otherwise.
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Static AT semantics (no order in attacks)

An attack is a set of BAS of the AT: A C BAS

An attack suite is a set of attacks: S C 2BAS

A structure function tells if an attack succeeds:

(T if t(v) =0R and Ju € ch(v).fr(u, A) =T,
T if t(v) = AND and Yu € ch(v). JA) =TT,
Jr(v, A) =< : (v) and Vu € ch(v). fr(u, 4)
T ift(v) =BAS and v € A,
1 otherwise.

\

The semantics of T'is the suite of all minimal successful attacks:
T ={A CBAS| fr(A) A A is minimal}

Theorem: computing [7] is an NP-complete problem
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Static AT metrics

e An attribute domain is a tuple D = (V,V,A) where:

&

« V:V? -7V isadisjunctive operator | associative
commutative

* A:V? 5V isaconjunctive operator

A 1= {0 ()
@ ® ©
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Static AT metrics

e An attribute domain is a tuple D = (V,V,A) where: NMETRIC v v A
« V:V2 =V isadisjunctive operator | associative min cost Neo min  +
) & min time Noo min  +
* A:V? =V isaconjunctive operator | commutative min skill No  min max
max challenge Noo max max
max damage Neo max +

discrete prob.  [0,1]g  max
continu. prob. R — [0,1]p max

‘i‘ [T] = {{b}, {a, C}}
@ ©® ©
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Static AT metrics

e An attribute domain is a tuple D = (V,V,A) where: NMETRIC v v A
« V:V? =7V isadisjunctive operator | associative min cost No  min +
) ] ) & min time Noo min  +
* A:V? >V isaconjunctive operator | commutative min skill Noo min max
max challenge Noo max max
e The metric for a static AT T, attribution o, and domain D maxdamage  Neo - max -+
) discrete prob.  [0,1]g  max x
IS: - continu. prob. R — [0,1]p max
a1 =\ A al
A€[T] acA
S—— =
o a

‘i‘ [T] = {{b}, {a, C}}
@ ©® ©
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Static AT metrics

e An attribute domain is a tuple D = (V,V,A) where: NMETRIC v v A
« V:V? =7V isadisjunctive operator | associative (‘min cost N, min + |
) ] ) & min time Noo min  +
* A:V? >V isaconjunctive operator | commutative min skill Noo min max
max challenge Noo max max
e The metric for a static AT T, attribution «, and domain D ‘exdamage  Ne. - max -+
) discrete prob.  [0,1]g  max x
IS: - continu. prob. R — [0,1]p max
a1 =\ A al
A€[T] acA
S—— =
o a

‘i‘ [7] = {{b},{a,c}}
@ @® © D= (V,v,A) = (N, min, +)

b bl =a min cost
{3, 1, 4}=V
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Static AT metrics

e An attribute domain is a tuple D = (V,V,A) where: NMETRIC v v A
« V:V? =7V isadisjunctive operator | associative (‘min cost N, min + |
) ] ) & min time Noo min  +
* A:V? >V isaconjunctive operator | commutative min skill Noo min max
max challenge Noo max max
e The metric for a static AT T, attribution «, and domain D ‘exdamage  Ne. - max -+
) discrete prob.  [0,1]g  max x
IS: - continu. prob. R — [0,1]p max
a1 =\ A al
A€[T] acA
S—— =
o a

/Q\(
3
[

= V A e
‘!‘ [[T]] - {{b}’ {a’ C}} A€[T] a€A

= (a(b ala) A alc
© OO D V¥, 8) = (N, min, +) = (<1)(m)i)nv(3<+ (4)) s
v b ) =a min cost 1

{3, 1, 4=V
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@ T is a static tree

e Domain D = (V,V,A) is a semiring if A distributes over V

S. Mauw & M. Oostdijk: “Foundations of Attack Trees.” ICISC 2006. DOI: 10.1007/11734727_17
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@ T is a static tree

e Domain D = (V,V,A) is a semiring if A distributes over V

N —— Vv

() — A
pilfer intercept | |use (weak)
notebook| [transactiong |plain RSA
@ ©® o

S. Mauw & M. Oostdijk: “Foundations of Attack Trees.” ICISC 2006. DOI: 10.1007/11734727_17
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@ T is a static tree

e Domain D = (V,V,A) is a semiring if A distributes over V

BUgar algorithm, linear in T

Input: S-tree T'= (N, t, ch), @ — > V
node v € N,
attribution «, . — 5 A
semiring attribute domain
D= (V,v,s). nebook| |transnand | Bieio RSA

Output: Metric value &(7T) € V. (™) @) @)

if t(v) =0R then
| return V() BUsar(T, u, o, D)
else if ¢(v) = AND then

| return A, ;) BUsar(T, u, o, D)

else // t(v) = BAS
| return a(v)

S. Mauw & M. Oostdijk: “Foundations of Attack Trees.” ICISC 2006. DOI: 10.1007/11734727_17
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@ T is a static tree

e Domain D = (V,V,A) is a semiring if A distributes over V

BUgar algorithm, linear in T

Input: S-tree T'= (N, t, ch), @ — > V
node v € N,
attribution «, . — 5 A
semiring attribute domain
D= (V,v,s). nebook| |transnand | Bieio RSA

Output: Metric value &(7T) € V. (™) @) @)

if ¢(v) =0R then
’ return quch(v) BUsar (7', u, av, D)

else if #(v) — AND then Theorem. Let T be a static AT with tree

’ return A, ., .,y BUsir(T, u, o, D) structure, a an attribution on V, and
else // t(v) = ;‘fsc ) D = (V,V,A) a semiring attribute domain.
| return a(v) Then &(T) = BUspr(T', Rr, 0y D).

S. Mauw & M. Oostdijk: “Foundations of Attack Trees.” ICISC 2006. DOI: 10.1007/11734727_17
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@ T is a static DAG

(]
min ‘!‘ min
@ ® ©

&T) =1 {3, 1,4}
BUsar(T) = (3min 1) + (1 min4) = 2
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@ T is a static DAG

L]
min ‘!‘ min
@ ® ©

(T) = {3, 1, 4}
)= (3min 1)+ (1 min4) =2

¢
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@ T is a static DAG

e Binary Decision Diagram (BDD) By = (W, Lab, Low, High) N
BASr U {1,0} fr miin
@ ® ©

(T) =1 (3,1, 4)

BU) = (3min 1) + (1 min4) = 2

¢

4
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@ T is a static DAG

e Binary Decision Diagram (BDD) By = (W, Lab, Low, High) N
BASr U {1,0} fr min ‘!‘ min
) b<a<c (@ @ ©
{3, 1, 4}

failure success
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@ T is a static DAG

e Binary Decision Diagram (BDD) By = (W, Lab, Low, High)

BDDg,r algorithm, linear in B BASr U {1,0} fr min ‘!‘ min

Input: BDD By = (W, Low, High, Lab),
node w € W,
attribution a,
semiring attribute domain
D, =(V,V,A,1y,1,).
Output: Metric value &(T') € V.

if Lab(w) =0 then failure success
| return ly

else if Lab(w) =1 then
| return 1,

else // either do Lab(w) = v € BAS, or not

return (o(Lab(w)) A - -
-+ - BDDgpr( B, High(w), a, D*))
V BDDgpr(Br, Low(w), o, D)

UNIVERSITY OF TWENTE. 7/12 Carlos E. Budde



@ T is a static DAG

+
e Binary Decision Diagram (BDD) By = (W, Lab, Low, High) N
BDDg,r algorithm, linear in By BAS7 U {1,0} fr min “ min
Input: BDD By = (W, Low, High, Lab), « b<a<c (@ @ (©
node w € W,

attribution a,

semiring attribute domain

D, =(V,V,A,1y,1,).
Output: Metric value &(T') € V.

if Lab(w) =0 then failure success
| return ly

else if Lab(w) =1 then
| return 1,

else // either do Lab(w) = v € BAS. or not

L return| (o (Lab(w)) A - - -

do attack Lab(w) = v € BAS

- - BDDgpr( B, High(w), o, D))
V BDDgpr(Br, Low(w), o, D)

UNIVERSITY OF TWENTE. 7/12 Carlos E. Budde



@ T is a static DAG

e Binary Decision Diagram (BDD) By = (W, Lab, Low, High)

BDDg,r algorithm, linear in B BASr U {1,0} fr min ‘!‘ min

Input: BDD By = (W, Low, High, Lab),
node w € W,
attribution a,
semiring attribute domain
D, =(V,V,A,1y,1,).
Output: Metric value &(T') € V.

if Lab(w) =0 then failure success
| return ly

else if Lab(w) =1 then
| return 1,

else // either do Lab(w) = v € BAS, or not
return (o(Lab(w)) A - -
-« BDDgpr( B, High(w), o, D))
V BDDgar(Br, Low(w), o, D) do not attack v
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@ T is a static DAG

e Binary Decision Diagram (BDD) By = (W, Lab, Low, High)

BDDg,r algorithm, linear in B BASr U {1,0} fr min ‘!‘ min

Input: BDD By = (W, Low, High, Lab),
node w € W,
attribution a,
semiring attribute domain
D, =(V,V,A,1y,1,).
Output: Metric value &(T') € V.

if Lab(w) =0 then failure success
| return ly

else if Lab(w) =1 then failure/success
| return 1,

else // either do Lab(w) = v € BAS, or not
return (o(Lab(w)) A - -
-+ BDDgar(Br, High(w), o, D))
V BDDsar(Br, Low(w), o, D)
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@ T is a static DAG

+
e Binary Decision Diagram (BDD) By = (W, Lab, Low, High) N
BDDg,r algorithm, linear in B min ‘!‘ min
Input: BDD By = (W, Low, High, Lab), b<a<c (@ @) (o
node w € W,

{3, 1, 4}

attribution a,
semiring attribute domain
D.=(V,V,4,1y,1,).
Output: Metric value &(T') € V.
if Lab(w) =0 then
| return ly

else if Lab(w) =1 then
| return 1,

else // either do Lab(w) = v € BAS, or not

L return (o(Lab(w)) A - -

D= (V,v,A,1y,1,) = (cost, min, 4, 00, 0)

BDDSAT (’wb) =

-+ - BDDgpr( B, High(w), a, D*))
V BDDgpr(Br, Low(w), o, D)
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@ T is a static DAG

+
e Binary Decision Diagram (BDD) By = (W, Lab, Low, High) N
BDDg,r algorithm, linear in B min ‘!‘ min
Input: BDD By = (W, Low, High, Lab), b<a<c (@ @) (o
node w € W,

{3, 1, 4}

attribution a,
semiring attribute domain
D.=(V,V,4,1y,1,).
Output: Metric value &(T') € V.
if Lab(w) =0 then
| return ly

else if Lab(w) =1 then
| return 1,

else // either do Lab(w) = v € BAS, or not

L return (o(Lab(w)) A - -

D= (V,v,A,1y,1,) = (cost, min, 4, 00, 0)
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+
e Binary Decision Diagram (BDD) By = (W, Lab, Low, High) N
BDDg,r algorithm, linear in B min ‘!‘ min
Input: BDD By = (W, Low, High, Lab), b<a<c (@ @) (o
node w € W,

{3, 1, 4}

attribution a,
semiring attribute domain
D.=(V,V,4,1y,1,).
Output: Metric value &(T') € V.
if Lab(w) =0 then
| return ly

else if Lab(w) =1 then
| return 1,

else // either do Lab(w) = v € BAS, or not

L return (o(Lab(w)) A - -

D= (V,v,A,1y,1,) = (cost, min, 4, 00, 0)

BDDSAT(’U]b) == (1 + 0) min BDDSAT(wa)
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@ T is a static DAG

+
e Binary Decision Diagram (BDD) By = (W, Lab, Low, High) N
BDDg,r algorithm, linear in By min “ min
Input: BDD By = (W, Low, High, Lab), ‘ b<a<c (@ @ (©
node w € W,

{3, 1, 4}

attribution a,
semiring attribute domain
D.=(V,V,4,1y,1,).
Output: Metric value &(T') € V.
if Lab(w) =0 then
| return ly

else if Lab(w) =1 then
| return 1,

else // either do Lab(w) = v € BAS, or not

L return (o(Lab(w)) A - -

D= (V,v,A,1y,1,) = (cost, min, 4, 00, 0)

BDDSAT(’U]b) == (1 + 0) min BDDSAT(wa)
= (1) min ((3 + BDDgar(w.)) min oo)
= (1) min (3+ ((4+0) minoo)) = 1

-+ - BDDgpr( B, High(w), a, D*))
V BDDgpr(Br, Low(w), o, D)

UNIVERSITY OF TWENTE. 7/12 Carlos E. Budde



@ T is a static DAG

+
e Binary Decision Diagram (BDD) By = (W, Lab, Low, High) N
BDDg,r algorithm, linear in By min “ min
Input: BDD By = (W, Low, High, Lab), ‘ b<a<c (@ @ (©
node w € W,

{3, 1, 4}

attribution a,

semiring attribute domain

D, =(V,V,A,1y,1,).
Output: Metric value &(T') € V.

D= (V,v,A,1y,1,) = (cost, min, 4, 00, 0)

BDDSAT(’U]b) = (1 + 0) min BDDSAT(wa)

if Lab(w) = 0 then B B = (1) min ((3 + BDDgar(w.)) min oo)
| retl(lrr)l 1y ly =00 0=14 = (1) min (3+ ((4+0) minoo)) = 1

clse if Lab(w) =1 then Theorem. Let T be a static AT, Br its BDD

| return 1,
else // either do Lab(w) = v € BAS, or not encodz'ng, « an attribution on v, and
return (o(Lab(w)) A - - D, = (V,V,A,1y,1,)) a semiring attr. dom.
L -+ BDDgar(Br, High(w), o, D)) with neutral elements resp. for V and A.
V BDDsur(Br, Low(w), a, Dy) Then &(T) = BDDgpr(Br, Rp,a, D,).
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e An attack is a partially ordered set: (A, <) Tl
E> 2| [

* o< b iff a € BAS must finish before b begins
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Dynamic AT semantics (order in attacks)

e An attack is a partially ordered set: (A, <) Tl
= 2| [
* a < 0b iff a € BAS must finish before / begins = =

a<b AN b=<a

e The ordering graph G = (BASy,—) of a dynamic AT
has the edge o — § iff 3 SAND(’Ul, e ,’Un) s.t. ae BAS(’Uz) ANDE BAS(’U,H_l)

e A dynamic AT is well-formed if its ordering graph is acyclic
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An attack is a partially ordered set: (A, <)
* o< b iff a € BAS must finish before b begins

The ordering graph G = (BASr,—) of a dynamic AT
has the edge « — b iff 3 SAND(vq,...,v,) s.t. a € BAS(v;) Ab € BAS(viy1)

A dynamic AT is well-formed if its ordering graph is acyclic

Attacks (A, <) defined for well-formed ATs only
< is a restriction (to A C BAS) of the edges of G'r
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An attack is a partially ordered set: (A, <)
* o< b iff a € BAS must finish before b begins

The ordering graph G = (BASr,—) of a dynamic AT
has the edge « — b iff 3 SAND(vq,...,v,) s.t. a € BAS(v;) Ab € BAS(viy1)

A dynamic AT is well-formed if its ordering graph is acyclic

Attacks (A, <) defined for well-formed ATs only
< is a restriction (to A C BAS) of the edges of G'r

The semantics of T'is the suite of all minimal successful attacks

e (A,<) is minimal iff A C BAS and < C BAS® are minimal
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Dynamic AT metrics

e A dynamic attribute domain is a tuple D = (V,Vv,A,>)

« >:V? =V isasequential operator
For the ordered steps. Also associative & commutative.

Pick pocket

[T] ={{f,w},2)
, ({w, cc}, {w < cc}>}
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Dynamic AT metrics

e A dynamic attribute domain is a tuple D = (V,Vv,A,>)

« >:V? =V isasequential operator
For the ordered steps. Also associative & commutative.

* The metric for a dynamic AT 7, attribution «, and domain D

IS: -
a(T) = \/ A > e
(A,=)e[T] ceHy acC
S— —
o o a

Pick pocket

[T] ={{f,w},2)
, ({w, cc}, {w < cc}>}
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Dynamic AT metrics

e A dynamic attribute domain is a tuple D = (V,Vv,A,>)

« >:V? =V isasequential operator
For the ordered steps. Also associative & commutative.

* The metric for a dynamic AT 7, attribution «, and domain D
is:

a(T) = A > a0
(A,=)e[T] ceHy acC
—_—"——

ot o a

[T] ={{f,w},2)
, ({w, cc}, {w < cc}>}

@ @ @ D= (V,v,A,>)= (N, min, max,+)

min time
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Dynamic AT metrics

e A dynamic attribute domain is a tuple D = (V,Vv,A,>)

« >:V? =V isasequential operator
For the ordered steps. Also associative & commutative.

* The metric for a dynamic AT 7, attribution «, and domain D

oam = YA > a

(A,=)e[T] ceHy acC
N\ ~ 7 v_/\,—/

e Q a a(T) = v A > a(a)
(A,<)e[T] CeHf a€cC
[T] ={({ff, w},2) |
= (a(ff) 2 a(w)) v ((w) > afcc))
,({w, e}, {w < ec}) } = (3 max 15) min (15 + 1)
@ @ @ D= (V,v,A,>)=(N,min,max,+) =15
min time
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® T is a dynamic tree

e D= (V,V,A,r>) is a semiring if A distributes over V, and > over V and A
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® T is a dynamic tree

e D= (V,V,A,r>) is a semiring if A distributes over V, and > over V and A

BUp,r algorithm, linear in 7'

Input: S-tree T'= (N, t, ch),
node v € N,
attribution «,
semiring dynamic attr. dom.
D= (V,v,A,>).
Output: Metric value &(7T) € V.
if ¢(v) =0R then
| return V. ) BUnar(T, u, o, D)
else if ¢(v) = AND then
| return A, ., BUnar(T, u, o, D)
else if t(v) = SAND then
’ return >, ¢ (y) BUpar (T, u, v, D)
else // t(v) = BAS
| return a(v)
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® T is a dynamic tree

e D= (V,V,A,r>) is a semiring if A distributes over V, and > over V and A

BUp,r algorithm, linear in 7'

Input: S-tree T'= (N, t, ch), ‘
node v € N, > B
attribution «,
semiring dynamic attr. dom. A < . ‘ >V

Outputlzjl\ieg/i;vv’ai;: ()i.(T) ceV. e e e 0

if ¢(v) =0R then

| return Vchh(v) BUDAT(T7 u, o, D)
else if ¢(v) = AND then

| return A, ., BUoar(T, u, o, D)
else if t(v) = SAND then

’ return >, ¢ .,y BUpar (7', u, @, D)
else // t(v) = BAs

| return a(v)
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® T is a dynamic tree

e D= (V,V,A,r>) is a semiring if A distributes over V, and > over V and A

BUp,r algorithm, linear in 7'

Input: S-tree T'= (N, t, ch), ‘
node v € N, > B
attribution «,
semiring dynamic attr. dom. A < . ‘ >V

Oui:putl:)1\Tei:"/i7cvv’8§1;elz> ()i.(T) ceV. e e e @

if ¢(v) =0R then

| return V. ) BUnar(T, u, o, D) _ _
else if 1(v) = AND then Theorem. Let T be a dynamic AT with

| return A  BUpur (T u, @, D) tree structure, a an attribution on V, and

else if £(0) iesczl(\ﬁ) thon D = (V,V,A,>) a semiring dyn. attr. dom.
[ ’ return l>u€ch(v) BUDAT(T, u, o, D)] Then a(T) = BUDAT (T, RT, (0% D)

else // t(v) = BAs
| return a(v)
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@ T is a dynamic DAG , *
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@ T is a dynamic DAG

Pick pocket BO@JP &(T) — v A [> Oé(CL)
‘ (A,R)€[T] ceH acC

@ @ @ Q [T] can be computed from the ordering graph G

and the semantics of the static transform 7"
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@ T is a dynamic DAG

Pick pocket BO@JP &(T) — v A [> Oé(CL)
‘ (A,R)€[T] ceH acC

@@@ Q IT] can be computed from the ordering graph Gr

and the semantics of the static transform 7"

Else: extend sequential BDDs for attack metrics?
* An S-BDD considers all combinations of descendants of SAND gates
* Combinatorial explosion on top of exponential explosion :'(

H. Yu & X. Wu: “A method for transformation from dynamic fault tree
to binary decision diagram.” (2020) Part O: Journal of Risk and Reliability.
DOI: 10.1177/1748006X20974187

UNIVERSITY OF TWENTE. 11/12 Carlos E. Budde


https://doi.org/10.1177%2F1748006X20974187

Summary of contributions

=) @ S-tree © D-tree

pJAEN ® S-DAG © D-DAG
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min cost
min time
min skill

max probability

Static tree
BU [14, 15, 16]
BU [14, 19]
BU [14, 20]

BU [6, 19]

Static DAG

MTBDD [17] C-BU [18]
Petri nets [12]
C-BU [138]

BDD [21] DPLL [7]

Dynamic tree
BU [4]
APH [9] BU [4]

BU [4]

APH [9]

Dynamic DAG
PTA [8]
PTA [8]

1/0-IMC [5]

Any of the above

k-top metrics

Algo. 1: BUgat

BU-projection [14]

AlgO. 2: BDDpag

Algo. 3: BDD shortest_paths

Algo. 5: BUpat

OPEN PROBLEM

OPEN PROBLEM

OPEN PROBLEM
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Summary of contributions

=) @ S-tree © D-tree

pJAEN ® S-DAG © D-DAG

e NP-hard: compute minimal successful attack in static ATs is NP-hard

min cost
min time
min skill

max probability

Static tree
BU [14, 15, 16]
BU [14, 19]
BU [14, 20]

BU [6, 19]

Static DAG

MTBDD [17] C-BU [18]
Petri nets [12]
C-BU [138]

BDD [21] DPLL [7]

Dynamic tree
BU [4]
APH [9] BU [4]

BU [4]

APH [9]

Dynamic DAG
PTA [8]
PTA [8]

1/0-IMC [5]

Any of the above

k-top metrics

Algo. 1: BUgat

BU-projection [14]

Algo. 2: BDDpag

Algo. 3: BDD shortest_paths

Algo. 5: BUpat

OPEN PROBLEM

OPEN PROBLEM

OPEN PROBLEM

e BDDpy: BDD algorithm to compute metrics for static-DAG ATs

® BDDanortestpatn: @lgorithm to compute k-top best attacks
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Summary of contributions

Static tree

Static DAG

=) @ S-tree © D-tree

pJAEN ® S-DAG © D-DAG

e NP-hard: compute minimal successful attack in static ATs is NP-hard

min cost
min time
min skill

max probability

BU [14, 15, 16]
BU [14, 19]
BU [14, 20]

BU [6, 19]

MTBDD [17] C-BU [18]
Petri nets [12]
C-BU [138]

BDD [21] DPLL [7]

Dynamic tree Dynamic DAG
BU [4] PTA [8]
APH [9] BU [4] PTA [8]
BU [4] —
APH [9] 1/0-IMC [5]

Any of the above

k-top metrics

Algo. 1: BUgat

BU-projection [14]

AlgO. 2: BDDpag

Algo. 3: BDD shortest_paths

Algo. 5: BUpat

OPEN PROBLEM

OPEN PROBLEM

OPEN PROBLEM

e BDDpy: BDD algorithm to compute metrics for static-DAG ATs

® BDDanortestpatn: @lgorithm to compute k-top best attacks

e BUy:r: Bottom-Up algorithm to compute metrics for dynamic-tree ATs
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Poset semantics (and well-formedness) for dynamic ATs

Directions to analyse dynamic-DAG ATs (open problem)

O
<
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