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H. Yu & X. Wu: “A method for transformation from dynamic fault tree
to binary decision diagram.” (2020) Part O: Journal of Risk and Reliability.
DOI: 10.1177/1748006X20974187

can be computed from the ordering graph

and the semantics of the static transform

Else: extend sequential BDDs for attack metrics?
● An S-BDD considers all combinations of descendants of SAND gates
● Combinatorial explosion on top of exponential explosion :’(

https://doi.org/10.1177%2F1748006X20974187
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Summary of contributions

Static Dynamic

Tree  ❶ S-tree  ❸ D-tree

DAG  ❷ S-DAG  ❹ D-DAG
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❶ ❸❷ ❹

max probability

● NP-hard: compute minimal successful attack in static ATs is NP-hard

● BDDDAG: BDD algorithm to compute metrics for static-DAG ATs

● BDDshortest-path: algorithm to compute k -top best attacks

● Poset semantics (and well-formedness) for dynamic ATs

● BUDAT: Bottom-Up algorithm to compute metrics for dynamic-tree ATs

● Directions to analyse dynamic-DAG ATs  (open problem)

D
y
n

.



Efficient Algorithms for
Quantitative Attack Tree Analysis

Carlos E. Budde†  &  Mariëlle Stoelinga†*

c.e.budde@utwente.nl
m.i.a.stoelinga@utwente.nl

† Formal Methods & Tools, University of Twente, Enschede, The Netherlands
* Dept. of Software Science, Radboud University, Nijmegen, The Netherlands

CSF  —  June 23, 2021

http://orcid.org/0000-0001-8807-1548
http://orcid.org/0000-0001-6793-8165
mailto:c.e.budde@utwente.nl
mailto:m.i.a.stoelinga@utwente.nl

