
Language Support for Secure Software 
Development with Enclaves

Aditya Oak TU Darmstadt

Amir M. Ahmadian KTH Royal Institute of Technology 

Musard Balliu KTH Royal Institute of Technology 

Guido Salvaneschi University of St.Gallen



Trusted Execution Environments (TEEs) 
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• Recent Privacy Enhancing Technology

• ‘Enclaves’ protected by hardware

• Enclaves are opaque to the OS

• Private computations on cloud hosts



Programming with TEEs
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Problems with using TEEs 
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• Manual application partitioning

• Program the enclave – non-enclave interface

• Application partitioning may not preserve security guarantees 

Compiler can do these !!!



JE: Language support for programming with enclaves
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• Language-level abstractions

• Automatic application partitioning

• A static type system for information flow control

• Robustness guarantees against active attackers



JE Programming Model: Language-level abstractions
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Annotations:
@Enclave
@Gateway
@Secret

Methods:
endorse
declassify



JE: Program partitioning and attacker Model 
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JE: Attacker models

oStronger Attackers 

o They can modify data- and code-memory

oRobustness

o Controlling the release of secret data (declassification)

1. Data-memory attacker (HAA)

2. Data- and code-memory attacker (HRAA)

8



JE: Attacker models

oHAA Attacker

• In control of data-memory

• Change data outside of enclave

▪ Parameters of gateways
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JE: Attacker models
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Robustness under HAA
program S Ԧ• is robust w.r.t HAA attacker 𝐴 if for all 𝜎1, 𝜎2, Ԧ𝑎1, Ԧ𝑎2:

𝑁 ⊢𝛿 S Ԧ𝑎1 , 𝜎1 ≈𝐴 𝑁 ⊢𝛿 S Ԧ𝑎1 , 𝜎2 ⇒

𝑁 ⊢𝛿 S Ԧ𝑎2 , 𝜎1 ≈𝐴 𝑁 ⊢𝛿 S Ԧ𝑎2 , 𝜎2

oWe use holes Ԧ• outside of the enclave to capture the effects of this attacker

o𝑆 Ԧ• is the program

oAttacker’s code 𝑎 will be placed in these holes

• It can only affect data-memory



JE: Attacker models

oRobustness under HAA

• Parameters of gateways are 
under attacker’s control

• They are untrusted

• Untrusted values should not 
affect declassification
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JE: Attacker models

oEnforcing Robustness under HAA

• Type system ensures that:

• Only trusted values can be declassified

• Declassification can only happen under trusted context
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JE: Attacker models
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Theorem 1

If pc, Γ, Π ⊢𝛿 S Ԧ• : Γ′, Π′ then S Ԧ• satisfies robustness under HAA.

oA well-typed program 𝑝𝑐, 𝛤, 𝛱 ⊢𝛿 𝑆 Ԧ• : 𝛤′, 𝛱′ is robust against HAA attacker.



JE: Attacker models

oHRAA Attacker

• In control of data-memory and code-memory

• Can change data and control flow outside of 

enclave

▪ Parameters of gateways

▪ Order of calling gateways

▪ Frequency of calling gateways
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JE: Attacker models

oRobustness under HRAA

• foo;bar or bar;foo

• Can lead to different values

• Attacker learns more by changing the order of 

gateway calls
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JE: Attacker models
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Program Under HRAA
We define the program under HRAA attacker as a sequence of 
gateway calls:

S′ Ԧ• ∷= S1
′ Ԧ• ; S1

′ Ԧ• | • ; 𝑥 ≔ 𝐶.𝑚( ҧ𝑝)

o𝑆′ Ԧ• models attacker’s control over code-memory

oHoles Ԧ• and attacker’s code 𝑎 model attacker’s control over data-memory



JE: Attacker models
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Robustness under HRAA
Program S Ԧ• is robust w.r.t. HRAA attacker 𝐴 if for all 𝜎1, 𝜎2, Ԧ𝑎1, Ԧ𝑎2
and for all S′ Ԧ• :

𝑁 ⊢𝛿 S Ԧ𝑎1 , 𝜎1 ≈𝐴 𝑁 ⊢𝛿 S Ԧ𝑎1 , 𝜎2 ⇒

𝑁 ⊢𝛿 S′ Ԧ𝑎2 , 𝜎1 ≈𝐴 𝑁 ⊢𝛿 S′ Ԧ𝑎2 , 𝜎2

o𝑆′ Ԧ• is the attacker program 
• A list of gateway calls



JE: Attacker models
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Theorem 2

If pc, Γ, Π ⊢𝛿 S Ԧ• : Γ′, Π′ with regard to Σ and 𝐺𝐷, then S Ԧ•
satisfies robustness under HRAA.

oWe extend the type system to account for this attacker.



More Investigated Features
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• Endorsement

• Flow Sensitive Variables

• Delayed Declassification



JE Implementation and Workflow
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Static security 
analysis

Conversion to Jif Jif Compiler

Phase 1

Enclave interface
(Java RMI)

JVMEnclave code

Non-enclave code JVM

Intel SGX

Regular

Phase 2

JE code



Evaluation
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• Password Checker: Password stored inside the enclave

• Updatable-Password Checker: Password inside the enclave, 
modifiable from outside

• Medical Data Processing: Decrypt and process data inside the 
enclave



JE
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• A programming model for secure 
programming with enclaves

• Abstractions for code placement 
and data security attributes

• Type system to defend against 
strong realistic attacks

More in the paper

https://prg-grp.github.io/je-lang


