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Modular verification based on refinement

But relationship between Info flow security and refinement
is troubled.
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Well-formed refinement U

U is a simulation that
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lgnorance Preserving Refinement (IPR)
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lgnorance Preserving Refinement (IPR)
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information (e.g. pwd check) and data refinement
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Compositionality
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Compositionality
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Relational Refinement

{P} ¥ {Q} 1is a relational refinement iff
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Relational Refinement
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Relational Refinement

If {P} v {Q} is a relational refinement the it is an IPR
If {P} ¢, {Q} and {Q} ¢, {R} are relational refinements then

{P} v, :+ v, {R} is a relational refinement



In the paper

e Two example applications:
o SMC addition
o Oblivious RAM

e Vertical composition
e Related work



