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Cybersecurity risk management lifecycle 

Identification
identifying system assets.

identifying threats to those assets

identifying security vulnerabilities



Cybersecurity risk management lifecycle 

Assessment
aggregating threats and vulnerabilities into attack paths

calculating the impact and likelihood for each attack path

calculating the risk for each asset given the possible attack paths

Identification
identifying system assets.

identifying threats to those assets

identifying security vulnerabilities



Cybersecurity risk management lifecycle 

Treatment
Identifying possible countermeasures

prioritizing those countermeasures 

Assessment
aggregating threats and vulnerabilities into attack paths

calculating the impact and likelihood for each attack path

calculating the risk for each asset given the possible attack paths

Identification
identifying system assets.

identifying threats to those assets

identifying security vulnerabilities



Why countermeasure planning is a very 
challenging task? 

Source: https://nvd.nist.gov/general/visualizations/vulnerability-
visualizations/cvss-severity-distribution-over-time#CVSSSeverityOverTime
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Why countermeasure planning is a very 
challenging task? 
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High-level overview of the proposed method
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Step 1: Attack Graph Generation



Step 1: Attack Graph Generation



Step 1: Attack Graph Generation

Attacker’s goal: 
DoS to DB Server

Gain network access 
to DB Server on port 

3389

Gain user access to 
DB Server via RDP 

with default 
passwords

Acquire admin 
privilege by 

exploiting local 
vulnerability

(CVE-2017-8714)

Attack Path I



Step 1: Attack Graph Generation

Attacker’s goal: 
DoS to DB Server

Gain network 
access to DB 

Server on port 
1521

DoS by remote 
exploit

(CVE-2019-2510)

Attack Path II



Attack Graph-Based Risk Calculation

1. Assign basic probabilities to primitive predicates (CVSS 
based)

Primitive facts (leaves)
Specify the existing conditions in the system

𝑃 𝑛𝑣𝑢𝑙𝑛 = ൞

0.35, 𝑖𝑓 𝐴𝐶 = 𝐻𝐼𝑔ℎ
0.61, 𝑖𝑓 𝐴𝐶 = 𝑀𝑒𝑑𝑖𝑢𝑚
0.71, 𝑖𝑓 𝐴𝐶 = 𝐿𝑜𝑤

𝑃 𝑛𝑣𝑢𝑙𝑛 = 1

0.710.35 1 111
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111



Attack Graph-Based Risk Calculation

2. Recursively compute the probability for succeeding nodes. 

0.710.35 1 111

111111

111

Derivation (AND) nodes
Represent the inference of new facts: 

if all patent nodes are true – then the child 
node is also true

𝑃 𝐴𝑁𝐷 = ෑ

𝑛∈𝐴𝑁𝐷𝐼𝑁

𝑃 𝑛

1

1



Attack Graph-Based Risk Calculation

2. Recursively compute for derivation (AND) and derived (OR) 
nodes

0.710.35 1 111

111111

111

1

1

Derived facts (OR nodes)
The facts inferred by AND nodes

A fact can be derived by several AND nodes, 
therefor it is sufficient that one of the parent 

nodes is true

𝑃 OR = 1 − ෑ

𝑛∈OR𝐼𝑁

1 − 𝑃 𝑛

1

11

1

0.35 0.71

0.35

0.35

0.8115



Step 2: Countermeasure Identification

TypeCountermeasure

Host-Based Firewall𝐶1

Patch𝐶2, 𝐶3

EDR𝐶4



Step 2: Countermeasure Identification

TypeCountermeasure

Host-Based Firewall𝐶1

Patch𝐶2, 𝐶3

EDR𝐶4

Attacker can access dbServer
using RDP on port 3389

𝐶1
𝑑𝑏𝑆𝑒𝑟𝑣𝑒𝑟

CVE-2019-2510 (MySQL) in 
dbServer

𝐶2
𝑑𝑏𝑆𝑒𝑟𝑣𝑒𝑟

Attacker can access dbServer
using TCP on port 1521

𝐶1
𝑑𝑏𝑆𝑒𝑟𝑣𝑒𝑟

CVE-2017-8714(MySQL) in 
dbServer

𝐶3
𝑑𝑏𝑆𝑒𝑟𝑣𝑒𝑟

Attacker can execute code 
on dbServer

𝐶4
𝑑𝑏𝑆𝑒𝑟𝑣𝑒𝑟



Step 3: Likelihood Equations Generation

• Integrate countermeasures into the likelihood equations

0.710.35

𝑐𝑚 = ቊ
0, 𝑐𝑚 𝑖𝑠 𝑖𝑚𝑝𝑙𝑒𝑚𝑒𝑛𝑡𝑒𝑑
1, 𝑐𝑚 𝑖𝑠 𝒏𝒐𝒕 𝑖𝑚𝑝𝑙𝑒𝑚𝑒𝑛𝑡𝑒𝑑

𝐿𝐻 𝐿𝐸𝐴𝐹 = ෑ

𝑐𝑚∈𝐿𝐸𝐴𝐹𝐶𝑀

𝑐𝑚 ⋅ 𝑃 𝐿𝐸𝐴𝐹

𝐿𝐻 𝐴𝑁𝐷 = ෑ

𝑛∈𝐴𝑁𝐷𝐼𝑁

𝐿𝐻 𝑛

𝐿𝐻 OR = ෑ

𝑐𝑚∈𝑂𝑅𝐶𝑀

𝑐𝑚 ⋅ 1 − ෑ

𝑛∈OR𝐼𝑁

1 − 𝐿𝐻 𝑛



𝐿𝐻 𝑎17 = 𝐶1
0.710.35

Step 3: Likelihood Equations Generation

𝐿𝐻 𝑎2 = 𝐶2 ⋅ 𝐶1 ⋅ 0.71

𝐿𝐻 𝑎26 = 𝐶4 ⋅ 𝐶3 ⋅ 𝐶1 ⋅ 0.35

𝐿𝐻 𝑎1 = 1 − 1 − 𝐶4 ⋅ 𝐶3 ⋅ 𝐶1 ⋅ 0.35 ⋅ (1 − 𝐶2 ⋅ 𝐶1 ⋅ 0.71)

𝐿𝐻 𝑎14 = 𝐶3 ⋅ 𝐶1 ⋅ 0.35

𝑅𝑖𝑠𝑘 𝑛 = 𝐼𝑎1 ⋅ 𝐿𝐻(𝑎1|𝑛)



Countermeasure Selection as a Path-
Finding Problem

𝐶1, 𝐶2, 𝐶3, 𝐶4

𝐶2, 𝐶3, 𝐶4 𝐶1, 𝐶3, 𝐶4 𝐶1, 𝐶2, 𝐶4 𝐶1, 𝐶2, 𝐶3

𝐶3, 𝐶4 𝐶2, 𝐶4 𝐶2, 𝐶3 𝐶1, 𝐶3𝐶2, 𝐶4…

Initial node – contains all 
possible countermeasures 

(exceeds budget and redundant)

𝐶2, 𝐶3



Countermeasure Selection as a Path-
Finding Problem

Descendant node is 
generated by reducing one
CM from the parent node𝐶1, 𝐶2, 𝐶3, 𝐶4

𝐶2, 𝐶3, 𝐶4 𝐶1, 𝐶3, 𝐶4 𝐶1, 𝐶2, 𝐶4 𝐶1, 𝐶2, 𝐶3

𝐶3, 𝐶4 𝐶2, 𝐶4 𝐶2, 𝐶3 𝐶1, 𝐶3𝐶2, 𝐶4… 𝐶2, 𝐶3



Countermeasure Selection as a Path-
Finding Problem Edge represents the risk 

added to the system when 
reducing the CM𝐶1, 𝐶2, 𝐶3, 𝐶4

𝐶2, 𝐶3, 𝐶4 𝐶1, 𝐶3, 𝐶4 𝐶1, 𝐶2, 𝐶4 𝐶1, 𝐶2, 𝐶3

𝐶3, 𝐶4 𝐶2, 𝐶4 𝐶2, 𝐶3 𝐶1, 𝐶3𝐶2, 𝐶4… 𝐶2, 𝐶3



Countermeasure Selection as a Path-
Finding Problem

Terminal/Goal node is 
a plan within the 

given budget

𝐶1, 𝐶2, 𝐶3, 𝐶4

𝐶2, 𝐶3, 𝐶4 𝐶1, 𝐶3, 𝐶4 𝐶1, 𝐶2, 𝐶4 𝐶1, 𝐶2, 𝐶3

𝐶3, 𝐶4 𝐶2, 𝐶4 𝐶2, 𝐶3 𝐶1, 𝐶3𝐶2, 𝐶4… 𝐶2, 𝐶3



Countermeasure Selection as a Path-
Finding Problem

𝑓 𝑛 = 𝑔 𝑛 + ℎ(𝑛)

f-value – an estimation of 
the risk under a subset of 
the countermeasure plan 

n that is within the 
budget

g-value – the actual risk 
under countermeasure 

plan n

h-value – a lower bound 
of the risk that must be 

added to plan n to satisfy 
the budget constraint.



A* Solver



Evaluation Environment

External 
Attacker

Internal 
Attacker



Evaluation Environment – Attacks

1. Access sensitive 
information on DB1

RDP



Evaluation Environment – Attacks

1. Access sensitive 
information on DB1

2. Spoof Host12-Host22 
communication

RDP



Evaluation Environment – Attacks

1. Access sensitive data 
on DB1

2. Spoof Host12-Host22 
communication

3. Access sensitive data 
on Email Server

Telnet +  Stolen cred.



Evaluation Environment – Attacks

1. Access sensitive data 
on DB1

2. Spoof Host12-Host22 
communication

3. Access sensitive data 
on Email Server

4. Run code on Web 
Server 1

Exploit 
vuln.



Evaluation Environment – Attacks

1. Access sensitive data 
on DB1

2. Spoof Host12-Host22 
communication

3. Access sensitive data 
on Email Server

4. Run code on Web 
Server 1

5. Denial of service to 
Web Server 2

Exploit 
vuln.



Evaluation Environment

• Possible countermeasures:

Cost ($)
Deploy / Update

TypeProduct

1000 / 10
Network-based 

firewall
Cisco Next-Gen 

Firewall

300 / 10Host-based firewallZoneAlarm

1000 / 10Network-based IPSSnort

300 / 10Host-based IPSWazuh

50 / –EDR
McAfee EDR

Kaspersky EDR

– / 10PatchVarious



Evaluation Results

External PlanInternal PlanCost ($)

𝑃𝑎𝑡𝑐ℎ𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟1𝑃𝑎𝑡𝑐ℎ𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟110

𝑃𝑎𝑡𝑐ℎ𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟1,
𝑷𝒂𝒕𝒄𝒉𝑾𝒆𝒃𝑺𝒆𝒓𝒗𝒆𝒓𝟐

𝑃𝑎𝑡𝑐ℎ𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟1,
𝑷𝒂𝒕𝒄𝒉𝑫𝑩𝟏

20

𝑃𝑎𝑡𝑐ℎ𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟1,
𝑃𝑎𝑡𝑐ℎ𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟2,
𝑃𝑎𝑡𝑐ℎ𝐷𝐵1

𝑃𝑎𝑡𝑐ℎ𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟1,
𝑃𝑎𝑡𝑐ℎ𝐷𝐵1,
𝑃𝑎𝑡𝑐ℎ𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟2

30



Evaluation Results

External PlanInternal PlanCost ($)

𝑃𝑎𝑡𝑐ℎ𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟1,
𝑃𝑎𝑡𝑐ℎ𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟2,
𝑃𝑎𝑡𝑐ℎ𝐷𝐵1,
𝐴𝑉2

𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟1,

𝑯𝑩− 𝑰𝑷𝑺𝑬𝒎𝒂𝒊𝒍𝑺𝒆𝒓𝒗𝒆𝒓

𝑃𝑎𝑡𝑐ℎ𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟1,
𝑃𝑎𝑡𝑐ℎ𝐷𝐵1,
𝑃𝑎𝑡𝑐ℎ𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟2,
𝐴𝑉2

𝑊𝑒𝑏𝑆𝑒𝑟𝑣𝑒𝑟1,

𝑯𝑩 − 𝑭𝑾𝑯𝒐𝒔𝒕𝟏𝟏

400



Evaluation Results

Regenerating the AG to assess the risk in 
the system (green/orange) is significantly 

higher than using risk equations (red/blue)



Conclusions

• We suggest a heuristic approach for the countermeasure 
selection problem that considers the system’s topology, 
vulnerabilities, and the interactions between them.

• Experiments show that our method provides cost-effective 
plans

• Comparison with other methods shows that our approach 
provides optimal plans (in terms of risk)



Thank you


